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Disclaimer: 
1. This material is a simplified guideline to the format of the exam. 
2. In the exam, you will be asked questions on topics outside this material. 
3. This material on its own is not enough to cover the questions in the exam.
4. The new exam format is answer 4 
5. Each question will have (A, B, C, D…..) sections each section is either 5 marks or 10 marks. 
6. No multi choices in this exam.

Q1

A. If the transmission channels were error-free, do we still need the data link layer? 
The data link layer is still needed for framing the data and for flow control over the transmission channel. In a multiple access medium such as a LAN, the data link layer is required to coordinate access to the shared medium among the multiple users.


B. Encrypt the message GOOD with the Caesar cipher with (+4) as the key? 


Plain   Alphabet: A-B-C-D-E-F-G-H-I-J-K-L-M-N-O-P-Q-R-S-T-U-V-W-X-Y-Z
Caesar Alphabet: E-F-G-H-I-J-K-L-M-N-O-P-Q-R-S-T-U-V-W-X-Y-Z-A-B-C-D
Key is (+4), The length of the plain string should be the same as the cipher string
The encrypted massage is “KSSH”


C. List the seven IOS layers.

Q2. 
A. Definitions Bandwidth, Refraction.

B. Define the EM signals and what are the main properties of EM signals? 
Period, frequency, phase, amplitude 


C.  Explain how Wireless LAN (WLANs) are different from wired networks (LANs). 

LAN uses cables at the Physical layer and MAC sub-layer of the Data Link layer. 
LAN connect clients to the network through an Ethernet switch.
LAN uses collision-detection for media access to proactively avoid collisions within the media. 
LAN devices are plugged-in it doesn’t support mobility.
WLANs use Wireless technologies instead of cables at the Physical layer and MAC sub-layer of the Data Link layer.
WLANs connect clients to the network through a wireless access point (AP).
WLANs connect mobile devices that are often battery powered.
WLAN uses collision-avoidance to proactively avoid collisions within the media
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A. What meant by  Passive attacks

Snooping on transmissions
· To obtain information
· Release of message contents
· Outsider learns content of transmission
Traffic analysis
· By monitoring frequency and length of messages, even encrypted, communication may be guessed.


Q4. 

A. Explain the ESS in WLANs. 
ESS: Two or more BSS interconnected by DS, Typically, DS is wired backbone but can be any network, Appears as single logical LAN to LLC

B. What is meant by the signal multipath?
Signal can take many different paths between sender and receiver due to reflection, scattering, diffraction.


C. What are the harmful effects of excessive exposure to infrared signals?
Infrared: IR raises the internal temperature of the eye, virtually “baking” it. 
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