The impact of the Coronavirus pandemic upon cyber-crime in the UK 

This essay will examine the impact that the Coronavirus pandemic had upon cyber-crime in the UK. The definition of cyber-crime will be explored, with emphasis placed upon the differences between cyber-dependent crime and cyber-enabled crime. The impact of cyber-crime upon the public and society will be examined, and how agencies are responding to the threat. Coronavirus will be referred to as Covid-19 throughout the paper. 
In 2020, the Covid-19 virus spread globally, affecting hundreds of millions of people. In response to the threat many countries imposed national lockdowns, encouraging the public to work from home. There was a surge in online activity, with the vulnerabilities of communication platforms such as videoconferencing being exposed, leading to a greater attack surface for cyber related attacks (Bahl et al, 2021, p 1). This argument is supported by the National Cyber Security Centre (2020) which highlighted that cyber-offenders are taking advantage of the new home working infrastructure, with known vulnerabilities in VPNs and other remote working software being targeted alongside platforms including Zoom and Microsoft teams (National Cyber Security Centre, 2020). The National Cyber Security Strategy 2016 defines the two main types of cybercrime offending as cyber-dependent crimes and cyber-enabled crimes (Gov.UK, 2016). Offences characterised by the use information and communications technology to commit the offence or where they are the target of the offence fall within cyber-dependent crimes. 
The July 2020 cyber-attack targeting the University of York is an example of a cyber-dependent crime. A third-party service provider for the University Blackbaud had been a victim of a ransomware attack, as a result data regarding members of the University community was lost (University of York, 2020). The National Cyber Security Centre (2020) states that ransomware is a type of malware, that prevents the victim from accessing their computer, the system is locked, and the victim is told to make payment to protect their data and unlock their computer.
In contrast cyber enabled crimes are offences which have been transformed in scale though the use of the internet and communications technology. Examples of cyber enabled crimes include online grooming, cyber stalking, and online fraud. (Crown Prosecution Service, 2017). Innovation within technology has changed the way businesses operate and how the world communicates, this technological efficiency is also reflected within criminal endeavours, as technology continues to be used to maximise the impact of digital crime (Cliff-Schreuders et al, 2020, p 316). Cybercrime is an umbrella term, used to distinguish these two categories of offences (Crown Prosecution Service, 2017).
Cybercrime continues to become more sophisticated with offenders targeting specific victims and taking advantage of events such as the Covid-19 pandemic. Lallie et al (2021, p 2) argue that cybercrime offenders have targeted a technology-driven society following the pandemic, with offenders adapting their modus operandi to exploit rising fear caused by the Covid outbreak within society. 
Gallagher and Brandt (2020) support this argument, by suggesting that Covid-19 has been used as bait by cyber-criminals and have fed upon the concerns of the public. This is supported by statistics presented in the Crime Survey for England and Wales 2021, in the year ending June 2021 there has been a 12% increase in total crime in contrast to June 2019, which has been driven by a 43% increase in fraud and computer misuse. There has been a 27% decrease in the number of violent crimes, which reflects the closure of night-time economy (Crime Survey for England and Wales, 2021). The was not a reduced pattern of victimisation with fraud and computer misuse crimes because of national lockdown (Office for National Statistics, 2021).
The Cyber Security Breaches Survey published in March 2021, highlighted that four in ten businesses (39%) and a quarter of charities (26%) reported having cyber security breaches and attacks in the last 12 months. The most common method of attack being “phishing” with 83% of businesses and 79% of charities reporting becoming victims to this style of cybercrime (Gov.uk, 2021). The process of “phishing” involves offenders using fake emails or text messages designed to look like they originate from a legitimate source to lure victims into clicking on links which are fake, the process often results in victims disclosing personal information (Action Fraud, 2018). 
Examples of this style of offence taking place during the pandemic included victims being sent text messages offering them the Covid vaccine in exchange for payment (National Health Service, 2021). The healthcare sector has been one of the main cyber-crimes targets during the pandemic, which in turn has highlighted the cybersecurity issues within this profession. Financial constraints limit the sector's ability to protect its IT systems, leaving it vulnerable to attack (Pranggono and Arab, 2020). 
In contrast it can be argued that in relation to the threat of cyber-crime, human beings are the weakest link. Human traits such as carelessness and susceptibility to the types of social engineering trickery used within cyber-crime ensure the success of campaigns, such as phishing (Strupczewski, 2020). 
The pandemic and subsequent lockdown of society brought about unprecedented changes in the routine activities undertaken by the public. There was a decrease in physical interaction with more people staying home (Kemp, et al, 2021, p 3). In April 2020, 46.6% of people in employment were working from home, 86% of which stated that this was a direct result of the pandemic (Office of National Statistics, 2020). With a captive audience the opportunities for cyber-crime to take place increased. The increase in home working led to highlighted cyber security concerns and challenges faced by businesses trying to combat the threat (Lallie et al, 2021, p2). 
The UK government has recognised that the countries future security and prosperity, requires a solid digital foundation. There is a clear need to secure the nations technology and data (HM Government, 2021). The National Cyber Security Strategy outlines the government's response to cyber-crime, the promise of £1.9 billion of investment to defend the country's infrastructure and systems reflects the urgency of the situation. The strategy highlights the need for the public to take personal responsibly and to take steps to safeguard their hardware, and for businesses to take proactive steps to protect personal data and build cyber resilience. Organisations such as the National Cyber Security Centre now provide guidance to both the public and businesses on how to improve online security (National Cyber Security Centre, 2021).
The technical infrastructure used by cyber-criminals is often based overseas, which makes combating the threat logistically challenging. Cyber-crime is a global threat and requires a collaborated international response (National Crime Agency, 2021). Working in partnership the United States Department of Homeland Security (DHS), Cybersecurity & Infrastructure Security Agency (CISA) and the United Kingdom's National Cyber Security Centre (NCSC) published a joint advisory highlighting vulnerabilities that can be exploited (Bahl, et al, 2021, p2). 
The annual review published by the National Cyber Security Centre in 2020, highlighted that the protection of healthcare was a top priority during the pandemic. New measures were introduced including the design and implementation of new back up services and using analysts to focus upon the threat to NHS data. Over 160 high –risk and critical vulnerabilities were identified (National Cyber Security Centre, 2020). Lessons had clearly been learnt following the WannaCry cyber-attack in 2017 upon the NHS. The 2017 attack caused widespread disruption to health services, with almost 20,000 hospital appointments and operations delayed, emergency departments were unable to treat patients putting the public at risk (House of Commons, 2018). 
The Government recognised that the 2017 WannaCry attack was a stark warning. A severe cyber-attack targeting national infrastructure sectors, such as energy, finance, civil nuclear or emergency services could lead to the sustained loss of essential services, which would have severe economic consequences or loss of life (House of Commons, House of Lords Joint Committee, 2018). 
The National Crime Agency (2020) has highlighted the importance of raising awareness and helping the public to protect themselves from cyber-crime, using national campaigns such as Take Five to Stop Fraud. The Take Five campaign offers advice aimed to prevent financial fraud. The campaign although led by UK Finance, is delivered using a range of agencies including telecommunication providers, law enforcement and commercial organisations, highlighting the importance of partnership working to combat cyber-crime (UK Finance, 2021). 
In conclusion, cyber-crime continues to be a major threat to society and national infrastructure. As technology evolves so does the methodology of different cyber-crime offences. The Corona-virus pandemic provided cyber-criminals with an opportunity to exploit weaknesses within online communications platforms, changes in societies routine and human weaknesses as a means of carrying out cyber-crime. The UK Government has prioritised major cyber-attacks upon national infrastructure as a top-tier threat to national security since 2010 (House of Lords & House of Commons, 2018). The recognition of the threat has ensured that lessons have been learnt from previous cyber-attacks and the focus upon building national cyber security continues. 
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