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Objectives and outcomes

Problem : TG Entreprise’s face severeal critical issues in its current
security infrastructure.

Objective : Enhance the global security system of TG Entreprise’s
by implementing a checkpoint security solution.

Outcomes : Installation of basic security system with several issues
that have been completed.



Existing_topology.

e A-GUI is the control center. CCSARS120LABTOPOLOGY

Internet

e A-SMS, B-GW, A-DMZ work on GAIA while [T —
A-GUI, A-HOST and B-HOST work on P |
Windows. e BEEER oS

eth3: 192.168.12. th2: 198.51.100.254/24
| ethd: disabled | eth3: disabled

i I i
A-Host | | Default GW: 203.0.113.254 ! | Default GW: <External Default GW> !
i \ # i
1 192.168.11.201 ¥ - - -

e A-GW control the flow for the outside o
entry

e Single point of failure.

SITE ALPHA SITE BRAVO

e |[mpossibility to connect B-GW to the
Border rooter.



Context of TG Enterprise’s

Security audits and updates are irregular. e Problem posed by IOT devices.

There are SPOFs. e Lack of control over application access.

CCSA R81.20 LAB TOPOLOGY

Inefficiencies result and errors in term o
policy managment.

Internet

|
' IP:10.1.1.201/24
| Default GW: 10.1.1.1

Costly and unnecessary features on the [

| eth1: 203.0.113.1/24 ! | eth0: 203.0.113.254/24
AT I eth2: 192.168.11.1/24  b-—— - o- - eth1: <External>

| ]
. - : : eth? | ethd: 192.168.12.1/24 , ethl  eth0 | oo 198.51.100.254/24
C U r re n I Ce n S I n . : :  eth4: disabled ! | eth3: disabled
I | | Default :203.0.113.254 | : Default GW: <External Defaul

: IP: 182.168.11.201/24 ]
\  Default GW: 192.168.11.1 |

Undefined roles and permission. | JDsunane, |

| ethD: 192.168.21.1/24
! eth1: 198.51.100.1/24 :
\_ Default GW: 198.51.100.254

-

Overlapping and conflicting policies. Lawen o |

192.168.21.1 |

The IPS Rules are outdated.




Live demo



Lab : Gateway and server

deployement

O boriesd - Search

vk | PR By ey u 0 et ek - Sagegh Ed

{z D

IConfiguration of a security
Management Server

& Check Point Certified Security Ad

.E Rly library

Check Point Cartfied Secunty Admunisiraior
Products
24219 Onthe Products page, dsable the Security Gateway option

28-2.00:  Verfy that the Define Security Management as: option is et to
Primary.
LAt s« Sagerh

Froducts

+ Check Point Certified Security Ad B by vibrar
Translaton mathod: | Stasc

Prud Address: | 203.0,113.101

Instadll on Ciateway | Al

% Click ‘Publish’ to make this change available oy -
to al

D I o )
22 X WVienly that the Delinge Swﬂy’ Mh'n-gmn-nl B8 ophon B S8l o

| L

Kortext

2190 Chel OK 1o close the A-SMS Object. [Batton not shoewn in figure. )

2C-1.11:  Press CTRL+S to pubksh the changes

12 Add the lellowing informaton bo the Description feld. (Thiz iz a be
pracice. To sawve lima, this step is omitied in future labs )

Edited A-SMS comment and color. Set A-SMS HAT
configuration.

Kortext® 0O



Lab : Checkpoint security administration

il hak - Bagech

a

Check Point Certified ‘_-1-.=:'||F|T:,' Ad _E iy

e est of the Secure Internal Communication

IA-2. 5 as been established and is properly communicating, you will
se & status of Communicating.

between A-GW and A-SMS

IC Stabus for AGW . Communicating

“wcas gy Tl edlibieed DN | CH=-AGY A-SMS sipha op outrgd

MNOTE:

Hyou do not see the Communicating status, contact your instructor for | O o - S ) et | PO Bape x g s - Sagecn

assmtance toubleshooting the communication ssue |

Kortext™ 0O L]

& Check Point Certified ':-|l.'-:'llrl'|':r' Ad

Check Foinl Canfied Secunty Adminmsirator e

s been established and is properly communicating, you will
& status of Communicating.

SIC Status

5IC Stabus for A-GW. Communicatng]

Creation of the administrator
Baptiste_ FAGET

NOTE:

I you do not see the Communicating status, CONact your instructor for
sasstance boubleshooting thea communication ssve

Kortext® 0O ]



Lab : Mana

» $B¥ Permissions & Administrat...
|I" Blades
- [a S
[:.'_, View Sessions
D) Revisions
P Advanced
& Tags

Administrator Wo
Baptiste FAGET

cpadmin

Filters

# Open (2)
By Connection Mode
# Read Write (2

By Connection Address

ging
access

smartConsole

spalan

Network Objects
Senvices
Applications/Categories

VPN Communities

Active Session

Administrator

before the taking over

Data Types
¥ Preferences
L UsersNdentities

Servers = LT ts= | @ inst 1] n- | B 8

By Administrator

with UserCenter
# cpadmin (1)

# Baptiste FAGET (1)

& CHECK POINT —_
6 SmartConsole

[1, SmartTasks

Time Objects

& Package Repository

L]
' UserCheck Interactions

By Apphcation

L.E Policy Settings # SmartConsole (2)

ﬁ' Limit

Version Active Blades Hardware CPU Usage Recommended Updates Recommended Jumbo

3 A 10:1.1.1 Open server

& Connected (2) 10.1.1.101 Open senver

e

Smart( le #® Connected
MNumber of Locks: 0 SmartConsole

Mumber of Changes: 0

Login: 25/0372024 16

Your session was taken over by
administrator Baptiste FAGET.

f’ Mea nitonng

1621

25/03/20 Versan:

10°C

Y f:?g g ENG

Type here to search

License 5

e Alerts:

Taking over by administrator @

CPLE -

Memony: =

- - - 1624
BE) 10°Cc  ~ &8 d9) ENG B

. Type here to 25/03/2024




Lab : Check

SECunity Ad I

Check Podnl Centted Secunty Admimsirator

441 4 In tha baticm pane on the Summary b, identfy the kcense status of

<

The license state might ditfer from the screen shown hane

Kortext© 0O

Attachment of licenses to A-SMS
and A-GW

oints Licenses

2

Current licence status

L
- Package Management

Varsion

Software Bla

Software Bla

€
L

License And Contract Repositorny

attached

Operation Status

Operation

e Attaching license 'CPSG-C-8-U ..,

For Help, press F1

Status

E- Licenses & Contracts

State

Upgrade 5t...

License has been successfully atta...

L-E8-UCP3EL

CP3IM-C-5 CPSM-NG

Version
oftware Bl...

%
Software Bl...

Progress

IP Address
10.1.1.101
10.7.7.101

Done

Description

Trial Perod

Securlly Gatewsy Comtamer for Secyurity Galeway . ..

Trial Pardod

Secuty Management container to manags up to ...

Certificate ..

CEDTOEC

SELU tescrnption
CPSM-C-5 ... Security M...
5
Se

CP Sl -C-B-... ecurity Ga..

s 10.1.1.7107 - SmartConsole

4DDADZB0...

Expiraticr D Has Cortracts
15. Eincsl;‘_'];"d-

180w 2024

15" 9apr2024

M ar

Type Ex piratic

local never

central 180ec 2

18:=20

EMG
T 25/03/202

o~ ] i)



Lab : Managing_Licenses

1y

Securily Adminisirator RE

Chack Ponrd Dartified Seour ity Admiaeinsior

A48 Havirw tha atached koarse and Sontracis

Licenses

Contrats

NOTE:
Your icense and coniracts information mught differ




(T PRSI TS I —

Stealt
not al

- u.._.... oo - =

Lab : Creating security_policy

IRBRRIRRRE AcCcess control policy .

Cheack Pand Dartifiad Saouily Adminmirslcr

r— + Cleanup rule
| e Management rules
e Traffic rules

200 2 BNE O £+ =

| ~ Cleanup rule determine how to
1 rule is use to drop traffic p o jie connections not match by the

owed by the firewall. ‘ule



Lab : Installin

i

2 tified Security Adminisirator REB1.20

S Log of the most recent install policy

Sebact Musdit Logs

security poli

% O

2

Cart Install Policy log to view the log details:

oz W\ 0

Sy i Wi e

Mabices Bhal e hog s e @1a%us of e malall e olec] Thal the
inzlall was perlormed on, and the pohey that was nstalled. as well a3
Fhe Adeete Ir alar whha irrikatad e mslal

Cloze the Log Detsds wirdow

Kortext™ [
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Lab : Testing_the standard security
o]|[e

e TR Log of connection in A-DMZ

bbobpbBbDDDDODA

weck Point Certified Secunty Admin
S B C e

dect Actions - ping

20410 In SmanConsola, nght-chick the Destunation
Rule.

Succed ping between

Kortext & [




Lab : Creating Bravo Security Policy

Check Point Certified Sec...  JI\ My bbrary

ot i ' Failed to connect the security
Tas}.q oB-2: Adding a Liﬂensﬂ to B-GW gateway.

sl B-GW

5823 Chck Add... and select License Fila.

2B-2.4 Soloct the Liconse for the B-GW

Kortext= 0O




Lab : Configuring Order Layers

FESE LEIPEaE O

k Point Certified Sec... I 1y

oot | Installing web control layers
Web App Blocker

# Wmared

£ diphp P ]

SR Ly

Important

By negating the Destnation portion of the rnule, we ame configunng the policy
1o drop any traflic that containg PC| information that s sent i B e —

OTHER THAM thoss identifed by .”Ph.'"m‘ﬂ. or B-1N Download our new video editor X

B Create videos in minutes using
customisable templates.

Install Microsoft Clipchamp

GA-2.9 Venty the rules are configured conectly by compan
followang figure:

® CHECK POINT

Mt - LT ~ | D .
6 SmartConsole

Publish the changeas

Kortext= 0O

cebook

book helps you connect and
E with the people in yourdi

demain-udp

domain-udp

Log that we try to go on

25/04/202




Reccomandation for future
improvement

e Add redundancy to avoid single points of failure.

e Encrypt the data : Add some crypsis with public and private key to enhance the
security,

e I[mplement a virtualized network architecture: Network virtualization can help
improve network agility and flexibility



Personnal and Technical reflection

e Personnal Reflections:
o User friendly.
o Well documented, appreciate the explanation before the lab.
e Technical reflection :
o The Check Point application offers centralized security management, enabling
administrators to manage the security of the entire network.
o Check Point is designed to be scalable and can support networks of all sizes,
from small businesses to large enterprises.




Conclusion

During these various practical works, we were able to significantly improve the
security of TG Entreprise. Thanks to the Checkpoint tool, we were able to:

e Add security rules for both users and the network

e Create multiple levels of administrator
e Attach licenses and contracts that allow us to generate regular reports.

Through these actions, we have strengthened the protection of TG Entreprise's
network and improved our ability to monitor and manage security threats. The
implementation of Checkpoint has provided us with a powerful and comprehensive

security solution that meets the needs of our organizatio




