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Objectives and outcomes

Objective : Enhance the global security system of TG Entreprise’s
by implementing a checkpoint security solution.

Problem : TG Entreprise’s face severeal critical issues in its current
security infrastructure.

Outcomes : Installation of basic security system with several issues
that have been completed. 



Existing topology
A-GUI is the  control center.

A-SMS, B-GW, A-DMZ work on GAIA while
A-GUI, A-HOST and B-HOST work on
Windows.

A-GW control the flow for the outside
entry

Single point of failure. 

Impossibility to connect B-GW to the
Border rooter.



Context of TG Enterprise’s
Security audits and updates are irregular.

There are SPOFs.

Inefficiencies result and errors in term of
policy managment.

Costly and unnecessary features on the
current licensing.

Undefined roles and permission.

Overlapping and conflicting policies.

The IPS Rules are outdated.

Problem posed by IOT devices.

Lack of control over application access.



Live demo



Lab : Gateway and server
deployement 

Configuration of a security
Management Server

Edited A-SMS color and comment



Lab : Checkpoint security administration

Test of the Secure Internal Communication
between A-GW and A-SMS 

Creation of the administrator
Baptiste_FAGET



Lab : Managing Administrator
access

Taking over by administrator

Active Session before the taking over



Current licence status 

Lab : Checkpoints Licenses

Attachment of licenses to A-SMS
and A-GW



Lab : Managing Licenses

Licenses

Contrats



Lab : Creating security policy
Access control policy :

Cleanup rule
Management rules
Traffic rules

Stealth rule is use to drop traffic
not allowed by the firewall.

Cleanup rule determine how to
handle connections not match by the
rule.



Lab : Installing security policy
Log of the most recent install policy 



Lab : Testing the standard security
policy

Succed ping between 

Log of connection in A-DMZ



Lab : Creating Bravo Security Policy

Failed to connect the security
gateway.



Lab : Configuring Order Layers

Installing web control layers 
Web App Blocker

Log that we try to go on
Facebook.com



Reccomandation for future
improvement

Add redundancy to avoid single points of failure. 

Encrypt the data : Add some crypsis with public and private key to enhance the
security,

Implement a virtualized network architecture: Network virtualization can help
improve network agility and flexibility



Personnal and Technical reflection

Personnal Reflections: 
User friendly.
Well documented, appreciate the explanation before the lab.

Technical reflection :
The Check Point application offers centralized security management, enabling
administrators to manage the security of the entire network.
 Check Point is designed to be scalable and can support networks of all sizes,
from small businesses to large enterprises.



Conclusion

During these various practical works, we were able to significantly improve the
security of TG Entreprise. Thanks to the Checkpoint tool, we were able to:

Add security rules for both users and the network
Create multiple levels of administrator
Attach licenses and contracts that allow us to generate regular reports.

Through these actions, we have strengthened the protection of TG Entreprise's
network and improved our ability to monitor and manage security threats. The
implementation of Checkpoint has provided us with a powerful and comprehensive
security solution that meets the needs of our organizatio


