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This report introduces the working and concepts of network design and the various methods to create a design which can help in the construction and manufacturing of a great network which can help in the transfer and communication data through various different measures. Network design created consists of several devices which is used by the professional workers and employees working at an information technology firm and organisation. Facilities like providing data and transferring data from one source to another is also explained in the report given below. Internet is a super wide range of network and data which consist several individuals and workers operating different skills and providing information to the entire system network with the help of various servers and main servers present in the system of the network.
 Data breachers and hackers are also present in the network of internet which provide threat to the individuals and system on which they work by updating and adding several virus and queries so that the hackers and breachers can simply hack into the personal computers and systems of the individuals and get access to their information. Requirements of securing confidentiality, integrity of data and availability of data are also present and explained in the report given below. Hacking problems and issues in the network and the detection and prevention of those virus are also explained. Auditing and testing of network are also explained in the report given below.

[bookmark: _Toc59471080]Requirements for confidentiality, integrity and availability
Network designing is one of the most important and tedious tasks which should be followed and done with the help of expert information technology individuals and security analysts handling the communication in the entire network design. Security of the following network which is designed needs to be handled carefully and the experts handled the task should also safeguard the system from various different policies. Three major points including the confidentiality, integrity and availability of the network should be seen carefully.
Network designed in the firm or the company which is information technology based should help the communication and the working of the data from one field or department to the other with the help of requirement changes present in the system of the network. Network designed and created is a major combination of various devices and systems in a single network through the servers present in the system. Confidentiality of the system and the network designs should be kept safe not only from the data hackers but also from the individuals working in the specific firm. Databases and the network of the system or the firm should be kept safe as the individuals working in the firm should be safe from any one of the additional factors and data breachers present in the area. Information like personal data of the individuals is present in the network and the design of the network might also get affected by its progression (Kargar, Pourmehdi, and Paydar, 2020).
Network designing of the bigger firms and the information technology organisation should be kept safe and secured from the external data breachers and data hackers present in the system. Safer and secured network helps in maintaining the system’s progress and its design present in the area of the system. Integrity of the particular network and its design should be maintained and safeguarded from the external data breachers and data hackers present in the system. Data provided in the network and the communication and transfer of data from one source to another must be kept with great security and safety. Data breachers can easily enter the system of the network of the system and the data kept in the information tables can be easily changed and upgraded which should be avoided. This destroys and mishandles the integrity of the data and the information in the system (Balaman et-al, 2018).
Availability of the data from the different information table should be kept in check and it should be made available to the users and individuals present in the network of the system. Data breachers and data hackers can subdue the working of the availability of the data which is present in the system. Available data can also be hacked easily and the data which is modified by the users can be harmed with the presence of queries and SQL injection present in the area of the system. Protection and availability of data should be kept safe and secured from these types of hackers present in the internet network (Hajiaghaei-Keshteli, and Fard, 2019). 
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Network security and operations should be kept in check from one time to another as it helps in maintaining the integrity, confidentiality and the availability of data from one point of time to another. Network designing and creation should not be overseen and the management and simulation of data should be done regularly. Creation of the network done by the information technology experts and the individuals who are working under the data creation centre should always provide maximum security and data integrity to all of the fields and departments which are present in the network. Data hacking and other problems including the senior injection and updating of data through SQL queries is one of the major tasks and theories which are presented by the hackers and manipulators in the system of the network. Various breachers and hackers also develop several ways and threats to the system (Gunasekaran, Dubey, and Singh, 2016).
Two simpler processes like the identification of threats and the prevention of the threat must be seen and analysed by the data experts and security analysts present in the network system of the process. Identification of threats can be done with the help of series of various different identification processes like SQL query identifier and the virus and unwanted realisation in the network of the system. Unwanted and harmful data can be injected and analysed with the help of identifiers which shows a notification on the main screen of the computer or the system which has been affected by the introduction of virus and data threat queries. Any unwanted queries and virus which occur or is seen at the network design and the creation of the system can be harmed by its implementation. Identification of the breached data is done with the help of public network and the security agents present in the network system.
After the identification of the virus or the query which can harm the system, the second process or step which is present in the system to avoid any entry of unwanted data and breaching threat can be seen and overdue by the anti-theft agents and the firewalls present in the network of the system. Network design and the system of the data table and the information table present in the system can be seen and overdue with the help of analysis of data and the prevention of the virus and the threats generated by external network security agents. Firewalls generated in the system consist of four walls which can help to manage and prevent the entry of any forced virus or query in the system. The most basic and common method of security with the help of firewall which is generated and the security issues and threats can be handled. Another security prevention threat present in the system of the network is the introduction of virus removing software present in the system. Any updated data caused by the external threats can be easily identified and prevented with the help of virus removing agents (Crainic et-al, 2018).
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Internet is a wide range of network which provides various applications and advantages to the users and the authorities using the data and the requests handled by the individuals in the system can be processed and the working of the internet goes through with it. Data breachers and hackers are also present in the network of the internet which provides various threats to the system including the introduction of virus and queries which can distort the usage of the network functioning in the system. Data protection is the main aim of the expert who is assigned the task of network designing and data creation in the system of the computer network (Ghaderi et-al, 2016). Identification, analysis and elimination of various threats in the system of the network can also be done with the help of network designing and data modelling. Data breachers and hackers are present in the internet area which can easily enter the system and harm the working and processing of the data and can also cause manipulation of data as they are in grave danger and can harm the design and its various creation present in the system. Additional factors like prevention techniques of highly secured firewalls and introduction of virus removing agents is done with its help and some of the basic data protection methods are as follows:
Auditing of the data protection methods: Data can be breached in several ways by the data breachers and the data hackers present in the system of internet. So as to minimise these external threats and data manipulators, introduction of various data and information protection techniques like generation of firewalls with triple layered security and the introduction of virus removing agents are also explained in the report. Auditing means the system of the network which is required by the individuals and the system to ensure the security and the final phases of the system. Data can be audited with the help of identification and analysis of the obstacles in the system, identification of specific data protection technique which can help in the security and the proper assessment of the system and the financial status and display which can help in ensuring the amount of capital in the system (Tsolakis et-al, 2019).
Testing of the data protection methods: Data breachers and data manipulation experts which work unethically in the system of the network can harm the working and operational skills of the network which is designed by the information technology experts. Data protection methods like generation of firewalls in the system of the network which provides security in triple layered methods and the introduction of various virus removing agents which can help in identification and prevention of the virus and queries to enter the network system created by the information technology experts. To test the protection methods provided by the system, additional queries and virus which are generated by the security experts are made to enter the system of the network so that no other external threats can put the system to risk. It provides immunity to the system and the other loopholes can also be spotted with its help (Fathollahi-Fard, Hajiaghaei-Keshteli, and Mirjalili, 2018).

[bookmark: _Toc59471083]Conclusion
This report concludes with the introduction and definition of network and its design. Network design and the creation of the network to work upon the various devices and system software present in the system with the help of servers are given and explained in the report which is presented above. Safety and security measures to prevent the various data breachers and hackers present in the system is also explained in the report give above. Data protection and safety measures in a network is also given and explained in the report given above. Various requirements for the safety of the network including the confidentiality, analysis, integrity and availability of data is also explained in the report given above. Hacking issues and the prevention techniques are also given in the following report. Auditing and testing of data protection methods are also given in the following report.
Recommendations: Security issues and various other tentative methods like external firewall which is more modified and further updated can be introduced in the network of the design. Virus related agents and the preventive notified methods like creation of sevice cells and protective department and fields can also be explained and designed in the following network which is designed and created by the experts. External agents like security analysis and identification of various external threats can also be explained in the following report. Some other additional factors of introduction of major security related issues can also be introduced int eh system network and its designs.
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