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Emerging network technologies

Q1.

Desighing a smart garden that has a variety of functions such as air quality, weather conditions and
termperature sensors amalgamate into a real time data anlaysis system. The gardens primary objective
however for the average user or its target parameter is to enable poeple to gain a insight into the
avialiblity of space within the garden. This can be accomplished using a two pronged approach, fisrtly’
the use of face detection algorythms/ movment detectors with software such as FaceAl to complete this
task. Secondly the use of pressure sensors on primary seating such as the benches depicted within the
garden blueprints. The primary areas of data collection will be developed into the smart benches from
which data is communicated to the central processing server with real time analytics and data. The
Software developed for such tasks are an accompilation of database applications such as Hadoop and
MySQL incoperated into a NGINX or Apache webserver that propergates the data collected into a
webportal front page of data. This processed data will then be propergated via a RTP server which will
display on the smart screens around the garden and campus. The data displayed will assemble the
sensor data in addtion to the notifications from the campus its self such as upcoming events. The actual
communication processes involved are not to complex in respect to assemble and adoption within the
university systems. The use of built in sensors such as the light sénsors using LUX detection to gain the
light levels within the garden can be gained, the air quality can be processed through a air filter sensor
detcting particulates within the air to gain the purity of air sampled whithin the given area. From that
the data could be processed with aditional air filtration detection systems to detrmin the quality of air
around campus and where improvments could be made to ensurse breathable clean air is avialbale.
The use of temperature sensors are also developed into the smart benches which detect the
micro-climate that is the garden detecting exactly how habitable the space is during the year and the
median statisical data to navigate the gardeners to pick appropriate plants. These components therfore
in addtion to the pressure sensor underneath the bench which when sat on will detect if a bench or seat
is taken therbye updating the seating data notifiying peole there are 5 benches left as an example. The
reason for the two pronged approach is for the fact that simply reliying on pressure sensors will not
alwyas be accurate as people could laydown accross the bench or put bags on it which could be
interpreted as a person ressulting in free space not being utilised due to the innacurate identification of
pressure data. Therfore the FaceAl software derived from the cameras postioned through the smart
siplays enables accurate numbers to be gained within the given space not only detecting those on
benches but also those on the grass. The communication of this data again can be completed two ways,
for the purpose of redundancy the equipment acuired by SmartDisplays will utilise the wireless
communication whilist the smart benches will connected through wired. This enables a redudancy
medium method but also it does create a wireless noise confliction with the sensors signals and
phone/laptop and other devices signals. The chosen method therfore is to incorperate the 802.11 WI-FI
5GHz spectum utilsing QAM16, FHSS. The use of WPA2 utilisng CCMP and AES 128bit in addtion to the
802.1X protocol providing the EAP functionality and secuirty with a RADIUS server. The use of LEAP as
the mechanisms for automatic authentication between the devices will be initialised, this ensures that




the communciation will be Fast, broad in data capacity 1Gbps and reliable. If wireless sensors were to be
implimented in this fassion in the future then the use of OQPSK would bé developed within the Zigbeé/

standard using 128bit AES as the mechanism for encryption and DSSS between the signal propogation

choice. The sensors for future deployment would then conet to a lowPANG access point wich would \O\
communciate between all the sensor devices connecting via the university central network for

processing into the real time analytical smart displays. As for the wired approach connecting the

benches the use of cat5 cable 10/100/Mbps will be deployed connecting to the local switch from which

will conect to the procceing server and the univerisety backbone network.

(see booklet for smart garden design)

Qib.

QAM is one of the most efficent and reliable modulation techniques established within industry usede in
both wired and wireless applications such as QAM64 on coaxial cable and QAM 16 within LTE solutions.
QAM however due to its complexity is the hardest modulation technique to achive as a ressult of the
compact structes within a constalation diagram when displayed logically.

ASK is an old however reliable standard developed to supoport a lesser data rate than that of QAM and
QPSK, it is developed into wireless communication systems mainly however has been superseeded in
most cases by QAM due to its low data rate.

QPSK is a realative modulation technique developed into systems such as that of wireless sensors _
however adding orthongalal OQPSK as its modulation solution. QPSK has adapatble data rates which are //P

efficent and easy to deploy. The capapbilites in ragrds to the data capable to be carries is again 2 __/{3"//94_,
superseded by QAM however it is still dployed in WIMAX/WIMAN solutions. ' e
Q2. a/b

loT is a developing and constatnly evolving area that compiles numerous methods, devices and
approaches. The primary consistency within the overarching field however is that it connects to the
internet. This means that wireless sensor data collection points, smart fridges and secuirty system all
have access to a internet accessable portal. The primary problems at the moment is the inability t/o
create a chain of quality with regards to primary software having vulnrabilites and being exploited in
botnets (maria or reaper botnet) for DDOS attack. The primary ressult of which means that the smart
devices is being misued and not updated and patched ultimatley taken advatnage of. Other areas of
improvment is the inherent encryption and secuirty features that need to be better established making
a devloved system rather than one that operates on a signle deivce suhas webservers running on the
smart devices which is ineffecinet and not practical. The challenge therfore is to resolve the issues of
encryption, authentiation and integrity of the devices whilst not limiting devices as a ressult. The actual
future however as creaters progress is that sensors and smart devices within the loT atmosphere are
incredibly usefull tools gaining a realtime insight into what is happening from whcih analytics can be
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V"’L/
conflicting signals within a cell via the honeycomb effect. It is thefore the proccess when possible to
dispurs the singal via that method of multiplixing.

TE‘JM Time Devision Multiplexing is the process of reserving a alloctiaiton of frequency for the signal to

be propergated in a timed manner meaning at a certain time the propergation of the signal can be sent \VL,
soley on that frequency in that region and cell. TDM therfore is an efficent way to propel the signal for

cetain broadcast and applcaiton if it is needed at specific times of the data for the best connectivty or

reloabilty.

WDM wavelight Devision Multiplexing is pureles used in the process of fibre transmissions when the

incoming signal channels (TDM's channels 1,2,3,4,5) all get put through the WDM converting the diffrent
channels of light into one primary WDM data stream. This is then combined and propergated as a
wavelight method utilisng LED or LD in a multimode or single mode channel depending on the disntance
and data requriments.

b.

Cognitive radio is the process of sending a standard boradcast structure developed from primary
methods to structure and controll the way in which the data is broad cast across the signals and
frequency modualtion. Cognitivie radio compiles a couple diffrent strucutre points from primary Packet
switching router nodes to the base stations and the network. The connecting funtions can be
represented as 3 primary access point or ditrobution radio nodes connecting to the central office in a
manner of speaking where by the proccessing of data is passed on and processed for routing. The
challenges that are faced can be the effects of jamming, water house attack, noise interfernece in
addtion to modulation exploitation effecting specific proocol layer attacks gaining insightfull information
on the internal machines and strucutres.Cognitive radio is inhertly used on the small frequencys
enableing long distnace communication with relativly fast RTT and data rate ability in acordance with
the deployed modulation technique.

C. contenction based is the stower protocol mechanism when compared to contention free. The ressults

of having contention free prtocols suchas FDMA,TDMA,DCMA and WDMA enable the protocls to

oeprate with faster round trip times, greater speads and better data reates. This is compared to .
contention based used DCMA-CA collision avoidance techniques which prevent as in the title colisions L
meaning that it is a slower method of approach when broadcasting data and a signal but it is a reliable

method. The protocols used therfore depend on the external situation in regards to noise and

interfernece, weather and the distance from other broadcast which may effect the conetion based and

free protocols.  As stated the FDMA and TDMA are in effect the same process of multiplxing reserving

the frequency slots and spetrums in addtion or time allocation of spectrums propergating either accros

multiple chanels or singulary for a period of time.




;N WO Chaee (Y hroos s TR ST -
5 1EDM hgyee deaNon  Mewlples
) Ton e S X ,
> ESR D)4 (ol AL >0 I"\u.\éwkcva
1 ﬁ FHﬁ5 - F_wb\ \/\DN\/\ )ﬁ’:ﬂto{ wen
% oy oty g e
/ﬁﬁ DS =
o %S = Lude Mbmo\,‘ - .
L OESS = Exlen XSwvile
TMD x
=7 | .
3 [ouTenbsy Fee s roce el
e Cortopbye  boel ¥
\\ . ’ | ot 3D
(FDATA, TIOMA , JMcA T\
/ ] \2} \(\U""-’.‘ (n-‘qa)“/}
Abvfz-ﬁmj \':L &(&)Q(/k Lide > !
| EFES Llion [0l PNED-Lo
Wil Doty i Aulhploci,
A Y i\
”CWW _@/_ﬁ_{' N \\»)\—”V\ 5\3
L \\} P e
. b l}f
u ~ T

MmN &W(/L‘Wv” -~ Jéo

){CKM" Aol (gl =

b0, tz&m

Poartf =

Cow) L forn

Biun uk Imjoyay

umiIsamd A JIyy



\ Question No. L T F Examiner Only

—

UM

Brun uk amjoyly




Question No. Examiner Only

Vo7l Carraaox

Lk v plede polilus Gl

¥OL 14

e X

Brun uk amjoyay umizsamd A Jiyy




’(ﬁ) l
Question No. QS MC " 6&?&@»/\ Examiner Only
D1
- ) lo Zo So (2 oo éOMeLe}‘
I t S N (
7 77 ok V2D vavaZa\ Z.
_(?(*’\'b\ —— n T
o = | /,B N
VA _— ! k(/ I
- # S - V2
— o —— s
(TV'LQb AR 54 D> A
Ve, (]
30 ‘_‘{ — 5 = = /\!
/ - N a1 1%
1 —— ~ 7 M)
Lo LZ — | =
- |
_ vervas R vz, 7772 777z l
DO
777z =5Bencs 7
X =Sust Diodple 7~
\
_/l! 23 S/l S Ars . v T
LJ S W ST 2 f'l(,(_ﬁ.—)-) (‘/,_‘Ja-ﬂ— -
l\ﬁ - \ . { , N A A - . e =
= pdetebren D " LD poqr
)= Seokcw
R -- :
0= Sl | | i
Biun uk amjoysy A"_) _:\ (V\m—\M‘\ ‘ umnsamd A 1yy
I = @00 S Jeciesr




