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[bookmark: _Toc536129678]Risks 
With regards to OQS, due to the type of technology that it is, there is very little risk involved, the only risk(s) that can occur would originate due to the misuse of OQS. OQS is designed to help recover from risks, however, in every project, there’s always some form of risk involved. 


[bookmark: _Toc536129679]Fire
One of the risks involved with regards to developing OQS is an electrical fire, if there’s a faulty or old powers supply, then it is possible that an electrical fire may occur, delaying the project from being developed. Furthermore, once the project has been developed, it is also possible that due to OQS using more of the client’s CPU capabilities, if the machine is highly faulty, then it is possible that this could cause an electrical fire. 
Just with power distribution alone, it’s possible that this could cause a fire, roughly of all electrical fires, power distribution is the cause of roughly 20%[1]. However, having analysed some statics provided by the government, it’s clear to state that within Wales, the chance of developing a dwelling fire is around 0.0516%[2]. So, with having these statistics, it’s clear to state that the odds of developing a fire based from power distribution alone it is a reasonable assumption to state that the chance of developing is around 0.0103%.


[bookmark: _Toc536129680]Personnel Shortage 
[image: ]Due to the time of year in which OQS is being developed and published, there is a strong chance that there may be some form of personnel shortage to ensure that OQS meets the required deadline. Having analysed data published by the government, it is clear to see that during the winter period, it is likely for individuals to develop a raspatory virus, such as flu. As you can see within the chart provided by the UK Government, studying annual flu reports that during the weeks around the start and the end of the year, that is where most people develop a raspatory disease.[3]1. Source 3 - Stats on developing a raspatory disease during the winter period.


Having further analysed more data revolving around the development of raspatory disease during the winter period, GP consultants are dealing with more and more flu like illnesses compared to previous years. Furthermore, during the second week of January, the odds of a person per 100,000 has increased from 14.8% to 19.2%[4]. 

[bookmark: _Toc536129681]Faulty Implementation 
Having carried out research with regards to the likelihood of a faulty implementation, it is reasonable to state that there’s a strong chance that there may be some form of fault with regards to the software produced. Having processed some statistics produced by Parasoft, it seems that only 50% of developers even consider continuous testing, furthermore, to make that statistic worse, 21% of those developers have no intentions on using any form of continuous testing[5]. Furthermore, having analysed the odds of there being any form of bug(s) within the code, it is stated that there is often somewhere between 3 – 50 defects per 1,000 lines of code, which is a good statistic to have processed since OQS now consumes around 1,000 lines of code, after comments have been removed and it has been compiled into native JavaScript.[6]


[bookmark: _Toc536129682]Risk Evaluation Matrix 
With regards to having analysed some research with regards to the risks associated with OQS, below is a risk evaluation matrix, including the tolerance line. Based on the research state within this document, the tolerance line is plotted with some measure of accuracy. 
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With regards to OQS, due to the nature in how it works, it will partially help improve the sustainability of a lot of web-based applications, however, there are some associated problems. 


[bookmark: _Toc536129684]First Order Impacts
One issue that may arise from companies implementing their web applications that make use of OQS may result in a potential carbon footprint than if they didn’t make use of OQS. This is quite a grey area for the time being, as it depends on the servers that are being used to host the web application, and it also depends on the efficiency of the user(s) device that will be running OQS. However, due to the asynchronous implementation, OQS should in theory never consume too much of a user’s CPU should never throttle under load. If web workers are involved, this could further improve the over all efficiency of the application, as web workers allow for multi-threading to take place within the web browser[7][8].


[bookmark: _Toc536129685]Second Order Impacts
Due to the nature of OQS, one positive feature that will arise is the reduction in network traffic, if a user can simply query some data that’s on their own machine, there’s essentially no need to interact with another machine, or in most cases of web applications, a server. This may result in reducing the need for more complex, costly and inefficient network infrastructure(s), while improving the user’s experience as the data being retrieved will be reduced compared to if a user were to query a server/database for the same information. This could also lead to a reduction in power consumed by servers, not just the hosting server, but also DNS servers. The energy cost of running a server, on average is around 850KW per hour, compared to a standard desktop using a mere 200W per hour[9][10]. 


[bookmark: _Toc536129686]Third Order Impacts 
Due to the nature and general objectives of OQS, it’s reasonable to believe that it will only aid the movement of more eco-friendly web applications. Ones where the server may only be powered on when user requests are relevant, perhaps even leading to a state where web applications no longer need use of a server, but rather operate in a peer-peer style fashion, thus reducing the carbon footprint by having a central, governing node that must validate all users and all user actions, perhaps these responsibilities could be passed down to the user devices.



[bookmark: _Toc536129687]Ethical & Legal
There are a few scenarios where OQS could be involved with some legal issues, one of these issues may be due to developers misusing the technology, thus causing potential security issues arising. An example could be where the developer is storing the data on the user’s device and using OQS to interact with ‘z’ data, etc, however if the user’s device is then compromised, some companies and possibly even developers may presume that OQS is to blame. 
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One issue that may arise for many companies based within the United Kingdom is that overseas hosting may become more expensive as a part of the aftermath of Brexit[11]. OQS aims to aid this problem by potentially resolving the need for some overseas database hosting platform(s).  Having analysed the document titled “Digital Brexit” by BCS, OQS aids some of the goals stated within this document. As OQS originates from Britain, provided that it gains enough attention, that alone means that OQS will meet the target of aiding Britain of being an “exemplar and innovator in a data age”[12].


[bookmark: _Toc536129689]Code of Practice
Having analysed the code of practice published by both IEEE and BCS, it is reasonable to establish a fair, well documented and formal code of practice with regards to OQS. 
1. Consumer Usage
a. To implement high performing software that allows developers to enhance the over all user experience of their web application.
b. OQS aims to add support for web browsers as old as IE9, anything older will not be supported, this is partially due to the age and security issues tied to browsers of that period. 
2. Developers Usage
a. It is the responsibility of OQS to ensure that the use of OQS will do nothing but provide a better user experience, preventing any performance issues, rendering the application useless. 
b. It is the developer’s responsibility to implement any security necessary with the web application, if OQS is handling sensitive data, it may be best to limit that data to the user’s session, in the event the user’s device becomes compromised. 
c. A developer should only make use of OQS if they’re sure that it’s the correct tool for the relevant task at hand. I.E. If the app requires added security to ensure that authentication is required, then OQS is not a suitable technology to be used.
d. OQS will not take responsibility if too much data is passed to OQS, after all it’s running in memory, therefore it cannot handle billions of records of data on compact devices such as a mobile device. This will result in performance issues.
3. Ethical
a. OQS will be respectful & responsible for all individuals, including end users, developers or people whom may simply be querying information regarding OQS.
b. OQS will not store any personal data, if any personal data is stored within the web application, this is NOT a native feature of OQS.
4. Sustainability
a. Due to the nature of OQS, one of its aims is to reduce the power used within web applications, potentially aiming to ensure that power consumption is used more efficiently.
b. To minimise and reduce the need of e-waste, potentially reducing the number of servers required to be involved within the equation that produces the web application in question. 



[bookmark: _Toc536129690]Quality Assurance 
With any software project, quality assurance can be somewhat of an on-going issue there are many strategies that an organisation may make use of, including unit testing, integration testing, code reviews, to name a few. With software specifically, there are many areas in which quality can be measured, from the efficiency, to reliability, to maintainability through to the flexibility, and so on.[13] When there are so many variables to take into account, it may be considered hard to produce an easy to analyse metric(s) of the software’s quality, usually companies may prioritise certain properties above others. An example being how OQS prioritises the end user experience above all else, so from a software perspective, that would essentially relate to performance and/or efficiency. 
However, as OQS is implementing an API for other developers to use, it must also be usable, therefore usability is among the top of the priorities, also. With regards to developing an API, one of the largest focuses with regards to ensuring that the API is useable is by implementing a lot of abstraction[14]. To produce a thorough analysis of the quality of the software, there needs to be an array of metrics involved, some have already been stated, an example being performance alone. A simple way to test the performance of an application or a piece of software is to carryout a series of tests. These tests tend to simply measure the time taken to execute the relevant code as an accurate measurement of the quality. 
With asynchronous style coding, the performance is important, of course, however, it’s not the raw performance that needs to be analysed. One major focus of asynchronous code is to simply allow for multiplexing to occur[15], thus, the performance would have to consider more than just the raw performance (time taken to execute) of OQS.
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