MedData Scenario

MedData solutions, a healthcare analytics firm, suffered a major ransomware and data exfiltration attack. An attacker leveraged an unpatched zero-day vulnerability in an outdated legacy server (technological obsolescence) storing customer health records.
The incident: The attacker encrypted local databases and exfiltrating raw patient data send over unencrypted channels.

Organisation friction: Prior to the attack, the IT department had requested funding to upgrade the legacy server, but non-technical executive management rejected the budget request. Meanwhile the infosec manager had no formal enterprise information security policy or employee awareness training programme in place. The board of directors treated cybersecurity solely as an IT technical problem rather than an enterprise governance responsibility.

Task 1 – CNSS Model Analysis
The CNSS model considers three aspects of information security: the characteristics of information, its states, and the measures used to protect it. The MedData incident shows weaknesses across all three.
Information characteristics
Confidentiality was breached when the attacker stole patient health records. These records should only have been accessible to authorised people. The scenario also states that the stolen data was sent over unencrypted channels, leaving it without protection during transmission.
Availability was affected when the ransomware encrypted the local databases. Although the information was still on the server, authorised users could no longer access it in a usable form.
Integrity was also affected because the attacker changed the stored databases without authorisation by encrypting them. However, the scenario does not say that individual patient details were falsified. MedData would need to check the recovered records before trusting them again.
Information states
The scenario directly involves two information states:
· Storage: The patient records were held on the legacy server, where ransomware encrypted the databases.
· Transmission: The attacker transferred patient data out of the organisation using unencrypted channels.
Processing is the third state in the model, but the scenario does not provide enough detail to explain how information was affected while being processed.
Security countermeasures
Policy: MedData had no formal Enterprise Information Security Policy (EISP). There was no overarching policy setting out the organisation’s security expectations and responsibilities. This left a gap in how security decisions were directed and supported.
Education: There was no employee security awareness training programme. Staff therefore lacked a formal programme to help them understand security risks and their responsibilities. This was a weakness, although the scenario does not suggest that an employee mistake caused the attack.
Technology: Sensitive records were stored on an outdated server, and the attacker was able to exploit a vulnerability in it. IT had already requested funding for an upgrade, but management rejected it. The unencrypted transfer of patient data was another weakness. Since the vulnerability is described as a zero-day, it should not be assumed that a patch was available before the attack.
The case shows why these countermeasures need to support each other. IT recognised the need for an upgrade, but identifying a technical problem was not enough to secure the funding needed to address it.
Task 2 – Governance vs. Management and Communities of Interest
The board’s main failure was treating cybersecurity as something that belonged entirely to IT. Governance involves setting direction, overseeing risk and ensuring that resources support organisational objectives. Protecting patient records should therefore have been a concern for senior leadership.
Rejecting an upgrade request is not automatically a governance failure, as organisations have to weigh costs and priorities. In this case, however, the server remained in use and was later exploited. The scenario gives no indication that executives arranged alternative safeguards or formally assessed and accepted the risk of keeping it.
There were also failures at the management level. The InfoSec manager had not established an EISP or an employee awareness programme. These would have helped turn security expectations into practical responsibilities and ongoing activities. Senior leadership needed to provide support and resources, while security management needed to organise and carry out the work.
The three communities of interest involved were IT professionals, InfoSec professionals and non-technical management.
IT identified the need to replace the legacy server and requested funding. InfoSec should have helped explain what leaving the server in place could mean for the business, including the loss of patient records, disruption to services and recovery costs. Non-technical management then needed to use that information when deciding how to allocate resources.
The problem was that these responsibilities did not come together effectively. IT’s request was rejected, formal security policies and training were missing, and the board did not recognise its own role in managing cybersecurity risk.
Task 3 – Strategic Remediation Using the Six Ps
Planning
MedData should begin with an organisation-wide risk assessment to identify its most serious weaknesses. This should inform a security strategy and a planned schedule for replacing obsolete systems. Incident response, disaster recovery and business continuity plans are also needed so staff know how to respond to an attack and restore essential services.
Policy
The company needs an EISP that sets out its security objectives and assigns responsibilities, including those of senior management. Supporting issue-specific and system-specific policies should cover matters such as access to health records, encryption, patching and the use of legacy systems. There should also be a clear process for escalating risks when proposed security work is refused or delayed.
Programs
A Security Education, Training and Awareness (SETA) programme should give staff regular guidance suited to their roles. MedData should also introduce ongoing vulnerability management and security review programmes. These activities need owners and regular review dates, so they continue after the immediate response to the attack.
Protection
The obsolete server should be replaced through a controlled migration. MedData should strengthen access controls, encrypt sensitive information in storage and transmission, and monitor for unusual activity. Backups should be protected from ransomware, with restoration tested regularly. Patching remains important, but the company also needs safeguards such as network segmentation to limit damage when a vulnerability has no available fix.
People
Everyone needs to understand their part in protecting information. IT staff should maintain systems, InfoSec staff should coordinate security activities and communicate risks, and executives should oversee those risks and provide appropriate resources. Staff also need a clear way to report security concerns. The board must take responsibility for cybersecurity as a business issue.
Project Management
The improvements should be organised into projects with clear objectives, budgets, deadlines and named owners. For example, replacing the legacy server would involve selecting a replacement, migrating the records, testing security and confirming that services work correctly. Progress should be reported to senior management, with delays and unresolved risks raised early.

