[bookmark: _Toc511890416]Cyber Security Framework Report for Vigilant Trust & Asset Management (VTAM)
[bookmark: _Toc891503543]Introduction:
Modern security threats are increasing in such a complexity that many people cannot decipher a really threat from a normal email, the advances in today's technologies allows cyber criminals to come up with new threats to try and force organization to hand over hundreds of Pounds/dollars and they are doing this by using “Ransomware as a service” (SaaS), inside Attackers and Ai enhanced Social engineering, now a days most systems are being operated across multiple environments, as for this older systems cannot track what is happening in other enviroments and is leaving a hole in the security of the network
Due to several attacks at Vigilant Trust & Asset Management (VTAM), they require an overall of their systems, this report will propose the implementation of a zero-trust architecture supported by security controls such as SIEM monitoring, MFA security systems and continuous awareness training that will align with the recognized standards including NIST, CSF, ISO 27001 and CISA guidance
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1) [bookmark: _Toc681973290][bookmark: _Toc1493739631]Identifications of modern cyber threats:
[bookmark: _Toc1392088148][bookmark: _Toc595104512]Internal threats:
There are many threats that threaten the security of our systems but one that many people overlook are the employees and contractors, whether it is intentionally or unintentionally these people can expose sensitive information that can weaken our defenses, Common risks are:
· Weak passwords
· Sharing Confidential Data
· Falling for Phishing attacks
· Misusing high security clearances
Shadow IT:
Many people use Personal cloud service storages to help them keep their work and personal things save however this can hinder the safety of the network, these cloud services are not monitored by the It staff and can increase the risk of data leaks
Poor security awareness:
Many people make mistakes, if the people or employees are not trained to detect modern attacks, they can unintentionally compromise the company system
[bookmark: _Toc1100578266][bookmark: _Toc203233516]External Threats:
Ransomware as a Service (Raas):
Ransomware is a type of malicious software, or malware, that cybercriminals use to block access to, destroy, or publish a victim’s critical data unless a ransom is paid. [1]
Banks and other large Money central locations are highly more vulnerable when it comes to these types of attacks as they will pay larger sums to help resume operations more quickly
AI – Powered Social Engineering/Vishing:
AI has been implemented into so many sectors in today's world, and the criminal world is no stranger to it using AI people can create very immersive emails that can be used to trick people into click malicious links or logging into fraud websites that look realistic but are nor and just stealing your information
Unlike its traditionally email-based counterpart, vishing (voice phishing) uses a voice-based approach. Rather than sending an email with the hopes of garnering clicks, threat actors will instead place phone calls directly to individuals to earn trust and manipulate emotions, often by creating a sense of urgency. [2]
Supply Chain Compromise:
Many Businesses today use and rely heavily on Third-Party venders to help organize their massive data piles, these venders can be Cloud providers or SaaS platforms, many attackers focus on these vendors to try and gain indirect access into the main organizations data and systems 
Examples of this are Compromised Software updates and Malicious Apis 
Cloud Security Risks:
Using cloud Platforms such as Microsoft 365, AWS and SaaS applications, can create a misconfigured Cloud Storage, weak authentication and insecure Apis can expose sensitive Data Such as financial documents.
2) [bookmark: _Toc1399242796][bookmark: _Toc296974703] Zero-Trust Security Frameworks:
The zero-trust model follows 3 core principles that run its security.
These are:
· Verify Explicitly
· Use lowest user access
· Assume there is a breach
Rather than trusting users giving different levels of access to each member of the network, every access request is individually and continuously checked.
[image: ]
This model of the architecture ensures that all user and devices within the network are authenticated, monitored and authorised before access is given
3) [bookmark: _Toc1818131823][bookmark: _Toc1419852511] Modern Security Policies
[bookmark: _Toc433222485][bookmark: _Toc1799145078]3.1) Acceptable use Policy:
Employes must use devices that are given to them by the Company IT staff to making it so that only software and cloud applications for business purposes are used, this policy should prohibit unauthorized installation of third-party apps and unsafe internet usage.
Suspicious activity must be reported instantly to the IT staff
[bookmark: _Toc1881884024][bookmark: _Toc110507594]3.2) Incident Response Policy
There must be formal procedures that must be established for:
· Identification of threats
· Containment
· Eradication
· Recovery 
· Post incident reviews
These rules should align with the NIST incident response lifecycle
[bookmark: _Toc930610041][bookmark: _Toc1039920200]3.3) Third party Risk Management Policies
All venders or subscription should undergo heavy security assessments before access to the VTAM systems
Requirements should include:
· Compliance with ISO 27001
· Vulnerability management processes
· Incident report obligations 
4) [bookmark: _Toc106756205][bookmark: _Toc2094840433] Technical mitigations measures:
[bookmark: _Toc993992032][bookmark: _Toc421936178]4.1) Cloud security posture management (CSPM):
Cloud security posture management (CSPM) identifies and remediates risk by automating visibility, uninterrupted monitoring, threat detection, and remediation workflows to search for misconfigurations across diverse cloud environments/infrastructure, including: 
· Infrastructure as a Service (IaaS)
· Software as a Service (Saas)
· Platform as a Service (PaaS)

Risk visualization and assessments are only two small parts of what CSPM can do for you. CSPM tools also perform incident responses, remediation recommendations, compliance monitoring, and DevOps integration to hybrid and multi-cloud environments/infrastructures. Some CSPM solutions help security teams to proactively connect weak spots in cloud environments and remediate them before a breach happens. [3]
[bookmark: _Toc790930427][bookmark: _Toc315305091]4.2) Multi-factor Authentication (MFA):
· Multi-factor authentication (MFA) enhances security by requiring two or more independent credentials, such as passwords and security tokens, to verify a user's identity and prevent unauthorized access. [4]
· Implementing MFA effectively thwarts credential stuffing and phishing by ensuring that compromised passwords alone are insufficient for attackers to breach protected accounts or sensitive corporate data. [4]
· Common MFA factors include knowledge (passwords), possession (mobile devices), and inherence (biometrics), which provide layered defense-in-depth to protect digital identities against modern cyber threats. [4]
[bookmark: _Toc1869564220][bookmark: _Toc1184760174]4.3) (SIEM)
One essential component of effective cybersecurity is a security information and event management (SIEM) solution. These types of solutions collect, aggregate, and analyze large volumes of data from organization-wide applications, devices, servers, and users in real time. By consolidating this vast array of data into a single, unified platform, SIEM solutions provide a comprehensive view of an organization's security posture, empowering security operation centers (SOC) to detect, investigate, and respond to security incidents swiftly and effectively. SIEM solutions can help organizations of all sizes: [5]
 
· Gain visibility into their security posture by centralizing and analyzing data from disparate sources. [5]
· Detect and identify potential security breaches and threats in real time, minimizing the risk of compromise. [5]
· Investigate and triage security incidents efficiently, reducing the time and resources required for resolution. [5]
· Comply with regulatory and industry-specific security standards and frameworks.[5]


5) [bookmark: _Toc921630173][bookmark: _Toc484249910]Proactive Monitoring and incident response:
[bookmark: _Toc1568127920][bookmark: _Toc1920194512]5.1) Security Operations Center (SOC):
VTAM should establish either:
· An internal security team to monitor the system, or
· A managed security service provider (MSSP)
They should:
· 24/7 Monitoring
· Threat hunting
· Log analysis
· Incident reporting/escalation 
[bookmark: _Toc781819866][bookmark: _Toc770561854]5.2 Back-up and Recovery Strategies:
To defend against Ransomware:
· Regularly test recovery procedures 
· Maintain Encrypted offline backups
· Apply immutable backup storage here possible
6) [bookmark: _Toc1680952359][bookmark: _Toc214465950]Continuous Training and security awareness:
[bookmark: _Toc702459142][bookmark: _Toc1874431469]6.1) Security Awareness Programs:
Employess should under go training on topics like:
· Password security
· MFA usage
· VPN usage for remote working
· Identifying scam emails (AKA Phishing attempts)
· Secure data handling
This training should be updated regularly to keep on top of new threats.
[bookmark: _Toc1300998477][bookmark: _Toc446239401]6.2) Security culture development:
To help create a more positive security Culture within the company:
· Reward employees for identifying old/new threats
· Providing regular newsletters keeping everyone up to date
· Sharing how to spot threats with co-workers or management

[bookmark: _Toc922737091][bookmark: _Toc460366926]Conclusion:
[bookmark: _Int_qKbhwOOp]In today world modern threats are constantly evolving to try and break the defense of company's security systems especially in regard to companies that work heavily in the financial district or in hundreds of user's information 
To help strengthen the security of VTAM I propose of that they should adopt a zero trust frame network which will be supported by many security policies, continuous monitoring, new modern technical controls and employee awareness training, security tools such as MFA, SIEM and CSPM will help to detect and reduce Attacks, overall improving and enhancing the capabilities in incident responses.
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