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Task: The Pentester Files

Your role as a Junior Penetration Tester at PoweRanger Inc. has gone to the next level. As part of your first official engagement, you’ve been assigned to a client assessment alongside the senior pentesting team. 
Your target: Ultimate Warehouse Ltd., a rapidly growing logistics and distribution company. They rely heavily on a custom-built web application for the following:
· Staff use it to manage inventory and track orders.
· Admins manage users, roles, and reports.
· Customers can log in to submit feedback and place orders.
Owing to the sensitivity of product details, financial data, and customer information, the company wants to ensure their system is secure.

Conduct a detailed black-box penetration test on a live replica of the Warehouse web application running on the host server 192.168.56.40 (You do not have source code, database access, or internal architecture details.) Also, you need to test an internal jump host having the IP address 192.168.56.50, which must typically be used by the admins to access the application.
Your goal is to identify and demonstrate vulnerabilities that could compromise confidentiality, integrity, or availability.
Rules of Engagement
· You must think like an attacker but act professionally like a consultant.
· Document your steps clearly: testing method, observation, and potential impact.
· Do not “destroy” the system (e.g., avoid wiping databases). Instead, demonstrate vulnerabilities responsibly.
· Each finding should be backed up with evidence (screenshots, payloads, or steps).

Instructions for the Lab Exercise
1. Download the VMs ( LAB05-01.ova & LAB05-02.ova) from the shared folder, import them to your VirtualBox, and start the VMs. It might take 3 to 4 minutes for the VMs to get completely initialized.
2. Launch the web browser on your Attack VM and navigate to URL: https://192.168.56.40:3000/login for accessing the web application to be tested. Use the login credentials from previous labs
3. Once done with the testing, report all the information about the vulnerabilities and POCs for the exploits that you were able to discover.
a. For additional information and report writing, use lecture 7-8 to aid with this.
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