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[bookmark: _Toc32922954]1.0 Abstract

The author was tasked to create a website interface to allow a user to monitor data from three reporting weather sensors. Basic security measures are required to be met to protect the data. The site is required to provide a search facility with a filtered function to read the data from each sensor. Data visualisation is a criteria that must be met using graphs. The data is to be extracted from a source and then the source overwritten to avoid the duplication. 
[bookmark: _Toc32922955]2.0 Introduction

In order to meet the requirements of this assignment the author used Wampserver64 to create the databases. The source of the database is MySQL/phpmyadmin.  Brackets 1.14 was used to compile the html and php code. 
	Code
	Databases
	Tables
	Text

	Conninfo.php
	Rainfall.sql
	Rainfalldata.sql
	Rainfall1.txt

	Form.php
	Registration.sql
	Usertable.sql
	Rainfall2.txt

	Home.php
	
	
	Rainfall3.txt

	Makegraphsen1.php
	
	
	

	Makegraphsen2.php
	
	
	

	Makegraphsen3.php
	
	
	

	Wettestday.php
	
	
	

	Searchresult.php
	
	
	

	View.php
	
	
	

	Logout.php
	
	
	

	Registration.php
	
	
	

	Transferdata.php
	
	
	

	Validation.php
	
	
	


Figure 1: Created by the author. Table listing files : code, database, table, text  used to complete the task.
The journey of the user was taken into consideration and a brief overview is provided.
A user is prompted to login to the website, if no login is available the user can register for an account and then login. The user is unable to create duplicate accounts. The user session is created once login has been authorised, and once authenticated a personalised greeting is given identifying the user. The function of the website enables the user to get data from the three sensors and places them in a MySQL database. 
Once logged in, the user is presented with numerous options:
1. To search the website for particular keywords,
2. An option to log out, which ceases the active session and takes the user back to the login screen. 
3. A link to a page that a user can conduct and filter a search by sensor, and orders lowest to highest rainfall.
4. A link that posts graphical results from all sensors.
5. A link that calculates each of the values associated to the timestamp data across all three sensors and adds them up. Allowing the user to see what part of the day was the wettest.
In the following sections, we will examine the functions of each page separately to offer understanding on how they are intended to operate. A zip file containing the original code and database extracts has been provided separately for reference.
[bookmark: _Toc32922956]2.1 Conninfo.php

This is the script that defines the database credentials and connects to the database. We use the #include conninfo.php on the other pages to enable a simple connection to the databases.
[bookmark: _Toc32922957]2.2 Form.php

Provides the login / registration functionality for access to the website. They utilise the POST action to put data into a variable into ‘user; and ‘password’ that is later used by the validation script to check against duplicates into the table. The password field is obscured from over the shoulder view using the input type “password”, however for further security considerations, the password would be hashed for transit.
[image: ]
Figure1: Created by the author. Form.php
[bookmark: _Toc32922958]2.3 Home.php

Once authenticated the user will be presented with the home page which has been styled using inline bootstrap, and a personal greeting displayed with the username to identify who the session belongs to. The navbar situated on top of the page gives users options to navigate to other sections of the website. A search bar has been inserted to enable the users (in the future as the website expands) to search the entire webpages for a particular reference. A GET DATA option, forces the data to be pulled from the sensors. A subscription option is available that would allow users to receive newsletters for notices, creating another database for a mailing list.
[image: ]
Figure2: Created by the author. Home.php, displaying the authors name, thus identifying the session.
[bookmark: _Toc32922959]2.4 Makegraph(1)(2)(3).php

Users are able to view sensor data in graph form. This allows for data visualisation. Users can compare rainfall between sensors, and also get an overall glance, in chronological order. The graphs use MyGraph5.0 to standardise the format. The graphs are then echo’d on a separate page view.php.
[bookmark: _Toc32922960]2.5 View.php

The view.php echos the makegraph(1)(2)(3).php, providing the users a visualisationof the data in the form of a graph per sensor. 
[image: ]
[image: ]
Figure 3: Created by the author. Graphs of data from each sensor.

[bookmark: _Toc32922961]2.6 Wettestday.php

The data is echo’d, however, an overall sum is calculated from the 3 sensors and put against the date using the echo statement and [‘SUM(mydata)], allowing the user to view maximum rainfall across all three sensors. A graph could be used to display this data,  the author attempted this but was unable to get the graph to display on the view.php.
[image: ]
Figure 4: Created by the author. Wettestday.php.
[bookmark: _Toc32922962]2.7 Logout.php

The Logout tab enables the user to end their session and logout securely as the script clears all the session data with the session destroy(); statement and the redirection to location:form.php.

[bookmark: _Toc32922963]2.8 Registration.php

[bookmark: _GoBack]The registration section connects to the ‘registration’ database containing the users table. If the result of the username entered is matched to an entry in the username row then a message advising the user that the name has already been taken is generated, otherwise the name and password is injected into the table and checked against in the future for corresponding values.
[bookmark: _Toc32922964]2.9 Transferdata.php
[bookmark: _Toc32922578][bookmark: _Toc32922762][bookmark: _Toc32922815][bookmark: _Toc32922965]Transferdata is used when the GET DATA on the home page is selected. The files are placed into an array and a ‘for’ loop manages the extraction into the database. The function pulls the data from the 3 rainfall files and then places them in the SQL table. After the data has been collected, the rainfall files are overwritten so that the files are blank. This ensures that no duplicate data is entered into the tables that would generate false graphs / data.
[bookmark: _Toc32922966]2.10 Validation.php

The validation connects to the registration table and is used to validate the user at login. If the user is a match then a new session is created and the user is identified and diverted to the home page, with a personalised welcome.
[bookmark: _Toc32922967]2.11 Searchresult.php

This page enables the user to search data by sensor ID. The filter restricts by sensor ID and then filters by lowest rainfall to highest. 

[image: ]
Figure 5: Created by the author. Searchresult.php showing sensor 1.
[image: ]
Figure 6: Created by the author. Searchresult.php showing sensor 2.
[image: ]
Figure 7: Created by the author. Searchresult.php showing sensor 3.
3.0 [bookmark: _Toc32922968]Conclusion

Whilst the webpage meets the basic requirements for the user, further improvements could be implemented for user experience. The author considers that the login process could be in the form of two factor authentication, providing an extra layer of security, as well as the aforementioned hashing of password.
The site in its current form could be susceptible to SQL injection attacks therefore a protection against this should be used to prevent malicious use of the data. The author would utilise sharper graph visualisation, as the current one is very basic compared to the available ones today, combining this with a more “user controlled” data filtering, for instance showing the wettest day, or a day where rainfall was over or under a certain amount of milimeters. The author understands that implementing javascript would give the website more functionality. 
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< C @ localhost:45654/wettestday.php

Max Rainfall Readings

Date Rainfall (mm)
2019-12-14 14:15:51 19
2019-12-14 16:15:51 26
2019-12-14 18:15:51 13
2019-12-14 20:15:51 18
2019-12-14 22:15:51 4
2019-12-15 00:15:51 4
2019-12-15 04:15:51 2
2019-12-15 06:15:51 4
2019-12-15 08:15:51 6
2019-12-15 10:15:51 5
2019-12-15 12:15:51 10
2019-12-15 14:15:51 9
2019-12-15 16:15:51 8
2019-12-15 18:15:51 0

2019-12-15 20:15:51 24
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