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Q1. Create a mind map that includes some of the areas/concepts from Topic 1 of Unit 1 on Moodle and 
include some project ideas from areas of personal interest related to your programme of study.

•
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Q2. Select a project idea that you would like to take forward and add this to the map.•
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Project Choice : 
The project of choice for innovation and influence/change that is being selected for this assignment is 
VPN profile and Network Segregation 
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Q1. Create and document a single Aim and several Objectives for your project.
Scenario
A recent threat assessment by an external contractor identified direct access to critical infrastructure by 
any authenticated user via a Virtual Private Networking (VPN) application - Cisco AnyConnect Secure 
Mobility Client. 

As a result, a piece of work is to be undertaken to review whether there is an appropriate level of access 
provided to users to maintain security without impacting business workflows.

There are approximately 2000 users in the company, of which less than 10%  would require access to 
remote desktop sessions on the servers in question. 

Therefore the goal is to identify users who have been granted excessive permissions and reduce the 
number of users able to access the servers to those with business needs/justifcation. Due to the effort 
required for this, the timeframe is 3 months. This will ensure that further testing can be done by the 3rd 
party to verify new findings. 

There will be a number of stages to this project : 
Identification of user types►

Mapping of User Access Requirements►

Proof of Concept/Testing►

Phased Rollout►

All of the above is subject to a communications plan which will keep stakeholders updated throughout 
the process. 
As described by White, Day and Williams a RACI matrix will aid in identifying and maintaining lines of 
communications with stakeholders, including assisting forward notification of changes that may impact 
work on other team roadmaps. 

Q2. Identify an appropriate research philosophy for your project.
One of the largest aspects of this work will be to tackle a cultural change in respect of changing the way 
work is done, it is also important to maintain a sensitive approach to ensure that while a penetration 
test finding implies a failing, this is based on information that was available at the time of 
implementation. The questions asked of users will be factual, and responses to answers will need to be 
neutral yet reassuring to the users/implementers as the same teams will need to be engaged for the 
new journey to a reduced VPN footprint. 

Q3. Select and document appropriate search tools including some specific research databases to 
identify research related to your project area and use search strategies to identify relevant research
related to your project.

There will be a number of resources available to me for this project, both internal and external. 
Confluence - an internal resource utilised for knowledge base, documentation and more in-depth 
change management logs/technical readiness review findings.

►

Assyst CRM - The original repository for Incidents, Requests, Changes and Problem Tickets. This ►
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Assyst CRM - The original repository for Incidents, Requests, Changes and Problem Tickets. This 
will provide insight into what was done, and potentially the situation that prompted each decision. 

►

Cisco Products - Public facing aspect of Cisco.com providing product support►

The following portals will also be utilised as part of product research with the potential to utilise 
emerging technologies:

Microsoft Azure Resource Portal○

Amazon Web Services Resources Portal○

►

Internal Content will be checked in the following order:
Internal Portals Keyword Search 

Specific terms to project - vpn, virtual private network, cisco, anyconnect, gatewaya.
Filtering by Date, Department and potentially document type.b.

1)

Review of Project archives
Project documentation, reports or meeting minutesa.
Failed Initiatives, Gaps or areas lacking followupb.

2)

Department Specific Content
Check for strategy roadmaps, a.
Improvement Requestsb.
Budget listsc.

3)

Internal Collaboration tools :
Check Slack, Teams, Yammer for relevant topics or feedback. a.

4)

External Content will be checked and verified: 
Search Enginers (Bing, Google)

Boolean search terms to be utilised
Site:cisco.com or site:microsoft.comi.
"VPN profiling" or "Flexible VPN configuration"ii.

a.

Vendor Comparison sites
Gartner Magic Quadranti.

b.

Industry Forums and Blogs
VPNs have two main purposes: 

Access Commercial/Corporate resources securely1)
Whitepapers regarding similar solutions and implementations will be included 
from the largest manufacturers including Cisco, Fortinet and Palo Alto.
Access anonymization2)
Providers such as NordVPN, ExpressVPN and ProtonVPN all offer a service with 
the intent to hide a user's identity and encrypt the traffic between the end user 
and the public facing gateway. 

i.
c.

1)
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Task 3: Research Strategies

Q1. Consider and document strategies to enhance validity, reliability, generalisability and 
ethical considerations.

•

There are three main phases to the project : 
Data Gathering •
Testing •
Implementation •

During the Data Gathering stage, there are a number of routes that can be utilised : 
Logs - VPN, Active Directory-

Surveys - User experience collation-

Access Mapping -

The Testing phase will be conducted to ensure the solution is reliable, secure and user-friendly. 
A pilot (PoC) will be conducted with representative users -

Monitoring of the system performance will be conducted as standard by the Networking 
team. 

-

The Implementation phase is designed to ensure that deployment is done in a controlled, 
phased and measurable way. 

Maintaining parallel access to the old profiles while rolling out the new profiles, ensuring 
users are moved in a phased manner. 

-

All users will be added to teams channels to flag issues in near real time allowing the right 
teams to be able to respond quickly to genuine issues. 

-

There will be a minor update of documentation required in respect that starters will need 
to be classified as user type to ensure correct access is granted as part of a starter/mover 
process. 

-

By combining objective metrics such as the performance stats and logs and the subjective 
feedback of user surveys in the data gathering stage, a large amount of bias can be avoided, and 
testing/implementation should occur more smoothly. 

Q2. Select research strategies/data collection methods you would use to collect data for your 
project. And design a pilot data collection method appropriate for your project and acquire 
some feedback to improve the focus of your project (include in an appendix section/page and 
refer to in the main body of the proposal).

•

As an initial step to better understand user behavior, a brief Microsoft Form will be sent (as per 
appendix)  to the entire company with the intent to collate results and from those results form 
multiple personas. Sammy Sales, Techie Tessa, Andy Admin, Finance Fiona and similar other 
named groups as they are identified. This will help classify users into groups which will then help 
identify the trends for access across job role etc. Once this information in compiled and 
approved a small proof of concept (PoC) group of users will be identified, with representatives 
from each persona group being moved into a new VPN profile giving the permissions that have 
been identified as part of the data collation. During this PoC, the old service will run in parallel 
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been identified as part of the data collation. During this PoC, the old service will run in parallel 
so no impacts will be felt should there be any blockers noted by the testing group. Once run for 
a specific time, a formal change will be raised to transition the service to the new profiles for 
users in a phased rollout. As part of a Monitoring and Feedback Loop all users per tranche will 
be added to a Teams group containing a member of Service Desk, and also Networks who will be 
able to troubleshoot efficiently

Q3. Outline some different types of quantitative and qualitative analysis.•
To comprehensively evaluate the hypothesis, we will employ both quantitative and qualitative 
analysis methods. Quantitative data, such as numerical metrics and statistical trends, will be 
gathered and analysed using automated tools like pivot tables. This will help us identify patterns 
and validate the hypothesis that sales teams do not require remote desktop access to the 
servers within the company environment. Additionally, qualitative data, including narrative 
responses and regional nuances, will be collected to provide context and deeper insights into 
the trends observed. This mixed-method approach ensures a well-rounded understanding of the 
data.
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VPN Usage
Informati...
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