


Name of the author – Geraint Jones
Course – Computer Forensics
The Faculty name – School of applied computing
The date of submission – 21/03/2020
[bookmark: _Toc69823369]Declaration

The work of this report is completed under the supervision of Gareth Jones.  I declare that this report is the product of my own work and is not being submitted for any other degree etc.
[bookmark: _Toc69823370]Acknowledgement 

I would like to thank my family for giving me the additional time to undertake a degree, my employer for sponsoring the degree and the many lecturers for giving their time and knowledge to arm with the necessary to complete the tasks at hand. 

[bookmark: _Toc69823371]Abstract

This report is split into two sections.  Section one which attempts to out line the landscape of computer forensics, and section two which follows a fictional case, therefore putting what was discussed in section one into practice.  Combined the two sections cover the concept, method and tools used in computer forensic and their application.  Each section offers an introduction, with an overall conclusion to the report, with evidencing of studies provided via appendix and supporting material sections.
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[bookmark: _Toc69823374]Introduction

This paper is broken into two parts.  The research of forensic tools, and the application of the required tools, to solve a manufactured potential real-life scenario.  It aims to show case the authors fundamental understanding of computer forensics, the legal aspects, best practice and its relationship to IT in general.
[bookmark: _Toc69823375]1. Research

Is there anything in the modern human world which isn’t shaped by the computer ?  From conception they have made things easier and quicker to accomplish, to the modern networked world where exponentially growing amounts of data are at the end of a mouse click[1].  Of course, the same is true for nefarious criminal activities[2].  Perpetrators of which are afforded a fair trial[3], as do all UK citizens under law.
[bookmark: _Toc69823376]1.1 Concept

Forensics, is the use of scientific practice, to produce evidence for use in the court of law[4].  Digital forensics is a subset of this practice as defined by the Forensic Science Regulator[5], digital forensics is
“the process by which information is extracted from any digital system or data storage media, rendered into a useable form, processed and interpreted for the purpose of obtaining intelligence for use in investigations, or evidence for criminal proceedings”
As its ultimate purpose is, use in court, information must be meticulously gathered, stored and catalogue, so that upon its use it’s admissibility cannot be questioned[6]. 
[bookmark: _Toc69823377]1.2 Method

Due to the requirements of the court, methodologies have been constructed over the years to guarantee suitability for court.
[bookmark: _Toc69823378]1.2.1 Computer forensic investigative process (1984)

The “Computer forensic investigative process (CFIP) (1984)” created by Pollitt broke his method into four distinct phases[7]
[image: ]
Figure 1[7]
As shown in figure 1, this system runs from stage to stage starting on the left and finishing on the right.
The Acquisition phase deals with the start of an investigation, where authorisation to begin forensic work will be evidence, along with setting up a case and starting the documentation processes.
After which Identification would occur, where digital assets would be highlighted for evidence acquisition, and extracted data would be captured in a document “understood by humans”[7].
The third phase Evaluation would be reviewing the material from identification and ensuring it is relevant to the case.
With the final phase being Admission, where the case would be presented to the court of law.
[bookmark: _Toc69823379]1.2.2 Improvements

Due to the passage of time, changes in technology/scope newer models has been built upon and/or new ones created with the view to improve the methodologies of the time.  Some examples of newer models are the “Digital Forensics Research Workshop (DFRWS) Investigative Model (2001)”, “Abstract Digital Forensics Model (ADFM) (2002)”, “Computer Forensics Field Triage Process Model (CFFTPM) (2006)”, “Mapping Process of Digital Forensic Investigation Frameworks (DFIF) (2008)” or “The Advanced Data Acquisition Model (ADAM) (2012)”.
Process improvements will continue into the future, as recognised by the National Institute Of Forensic Science, when they commissioned and published “Strengthening Forensic Science in the United States : A Path Forward” in 2009[8].  This resulted in the first large scale black box test against the Computer Forensic community to give insight into it and methodologies used, for the purpose of advancement[9].
[bookmark: _Toc69823380]1.3 Tools

As an investigator could be looking at extracting data from physical storage, email, network/internet, software, a running system or mobile phone; an investigator will use a range of physical and virtual tools while following a method depending on the desired outcome.  When following CFIP, during the identification an investigator would gather all the tools they require for the specific case in hand.
Due to the already discussed outcome, of presentation of evidence in court, it is important that all equipment is continually maintained and calibrated to a satisfactory standard[10].
[bookmark: _Toc69823381]1.3.1 Hardware

A computer forensic investigator should have a well prepared toolkit, which contains basic IT tools for example screwdrivers, anti-static bags, wrist straps, cables etc[11].  They will also make use of crime scene kits, which include evidence/faraday[12] bags, labels, digital cameras, forensically clean storage media, report forms, gloves etc[13].  To bespoke requirements such as hard disk write blockers which will aid in ensuring evidence is not tampered with[14], as well as purpose built laboratories for evidence storage, which include powerful workstations and large capacity servers for working with forensically captured images[13][15].

[bookmark: _Toc69823382]1.3.2 Software

Software tools could be loosely categorised as[16]
· Computer forensics tools, dealing with retrieval of data from disk (hard disk, smart cards etc), which includes the operating system and application on a computer (including laptops).  This includes Windows, Mac and Linux file systems.
· Network forensics tools, packet analysis of network traffic, to discover a wide variety of information such as source and destination addresses, further incidents such as viruses and other malicious software.
· Mobile device forensics tools, which deal with IOS/Android operating system found on smart phones and tablets.
· Visual / Audio forensics tools, dealing with authenticity, steganography, recovering file data specifically related to the image, video or audio file.
· Memory forensics tools, or live acquisition which deals with retrieval of information from computers which are running.  As recently accessed data is temporarily held in RAM, it can hold a wealth of data, which needs to be investigated before the computer is shutdown.
Some example open source and commercial tools are noted in the following table, under the above categories -
	Computer
	Network
	Mobile
	Visual/Audio
	Memory

	Access Data FTK
	WireShark
	Oxygen Forensics Detective
	Gargoyle
	Volatility

	Autopsy/Sleuth Kit
	Network Miner
	Cellebrite UFED
	Xsteg
	WindowsSCOPE

	X-Ways Forensics
	Xplico
	XRY
	
	RAM Capturer

	EnCase
	NMAP
	
	
	



As well as individual tools, there are Forensic platforms of note which contain a range of tools built on top of Linux, such as Kali, Parrot or Cyborg.
Some of these tools are expanded upon on the next page.
1.3.2.1 Access Data FTK
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Figure 3[17]
Commercial, supported, complete suite of forensic tools built around best practice for larger forensic teams, which starts with case file generation which can be stored in a shared database.  The tool generates bit stream disk images, which are bit by bit copies[18] of all major operating systems (including mobile), during which data is indexed, as shown in Figure 3, allowing faster querying of registry, events, file and other data using keywords.  Built in preview system allows quick review of evidence, along with deleted data retrieval, export of files/folders and hash file generation[19].  Recently acquired by Exterro Inc, with a vision to add artificial intelligence, in the form of “Virtual Assistance” to speed the interrogation process[20].
1.3.2.3 Wireshark
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Figure 4[21]
Wireshark is a free, open source network packet analyser, which allows you to see the traffic which is flowing through your network in granular detail.  As well as monitoring live packets, captured data can be saved and imported, as well as searched and filtered[22].
Useful to many aspects of IT, in the forensic setting it allows network traffic to be base lined, so in the result of an attack new data can be compared against what was known, to speed investigation and recovery, as well as giving immediate insight if no base line exists.  This can allow an investigator to answer important questions like who was the attacker, how did they undertake the attack, is anything currently running and what steps can be taken to disable the attack now and in the future[23].
1.3.2.4 Volatility
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Figure 4[24]
Volatility shown in Figure 4 and tools like it, represent an important aspect of computer forensics, evidence retrieval from random access memory (RAM).  Computers contain small amounts of RAM which is much faster than the hard disk within a computer.  Data and applications, currently in use, are loaded in and out of RAM for the performance benefit it brings.  When a computer is shut down, intentionally or not, RAM is cleared, and all data within it is lost, as it is volatile storage[25].
Volatility allows an investigator to see the data within RAM (on all major operating systems including Android and Virtual machines memory files), data which might not be present on the disk, or could have been unencrypted, to be placed in memory, such as usernames and passwords (if common they could allow access to other information) or the contents of a chat program[26].  This data shows what the user of the device was doing in the moment of seizure, information which would be invaluable in a court case.  It is imperative that this data if possible, is captured before the device is powered off.
1.3.2.5 xsteg
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Figure 5[27]
Steganography is a process of hiding something secret in plain sight.  In computers this is done for the purpose of covertly moving data through the system, either to deliver a message, a file for someone else to use, either intentionally or unintentional where it could be used to install malware[28][29].
There are several ways a bad actor can accomplish this, such as using the least significant bit method.  This is where software is used to identify bits of information within a file, such as an image, which can be readily replaced with other information without compromising the original file.  The replaced information can then be recalled for its intended purpose, but to the casual eye, the file appears just like the original[28].
Xsteg is an open source tool for the analysis of “jpg” files.  It analyses the file to detect if Steganography has been used, and as shown in Figure 5 what process was used to achieve this, in this example “jphide”.  This information could allow an investigator to extract the hidden information which could be used in the court of law.

1.3.2.6 Kali Linux
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Figure 6[30]
As touched upon above, Kali Linux describes itself as a platform for cyber security, a section of which is dedicated to computer forensics.  It is a complete operating system, which can be installed on a device, or made into a bootable USB drive which importantly does not make changes to the host system[31].
It contains over six hundred pre-installed tools, with over 20 specifically for forensics[32][33].  It can be configured to run in “Live Forensic Mode”, which never touches the internal hard disks, swap partition, or mounts removal media which guarantees the source disk remains forensically sound.
Kali Linux is open source and community driven, which saves the professional user time maintaining and updating their own image.  This allows them to focus on the job at hand although they are able to customize their installation, as well as feed into the development of the platform[32].
1.3.2.7 MD5 hash calculator

[image: ]
Figure 7
As discussed, it is paramount that integrity of any digital information gathered is maintained.  One way of achieving this, is using a piece of software to generator a MD5 hash.  MD5 is an algorithm ran against a string, which will result in an output.  Provided the string remains the same, the output will.
[bookmark: _GoBack]Consider for example, a bit stream copy is taken of a hard disk.  That bit stream copy must not change.  Instead of working on the original, a copy will be taken, which will then be investigated.  However, how can we guarantee that during this copy, that nothing changed ?
A tool such as HashMyFiles, can be ran against the original bit stream image (the string), which will result in a MD5 hash.  If the same process is then ran against the copy, if the string is the same, the MD5 hash will match[34].
[bookmark: _Toc69823383]1.3.3 Information

As well as software and hardware, information is a corner stone of forensic investigation.  This is true in two sense, the processing of and knowledge of.
1.3.3.1 Chain of custody

[image: ]
Figure 8[35]
It is important that information which is collected and could be used in court remains admissible.  For this to be true, forensic investigators will generate a range of documentation, one such piece is a chain of custody document an example of which is shown in figure 8.
This is a document which clearly shows how compromised systems and evidence have been preserved.  It will give reassurance that neither could have been comprised by recording how assets are transferred between bodies, by recording each parties signature and date[36].  The log will also contain
· Details of the device, serial number, media access control (MAC) addresses, IP information, make, model
· Name, title, contact number of individual handling or transporting equipment
· Time/date of above transaction
· Location of where the evidence is stored
· Reason
1.3.3.2 Knowledge

“If you know the enemy and know yourself, you need not fear the result of a hundred battles – Sun Tzu, The Art of War”
Across many walks of life, knowledge is a powerful weapon, the same is true in the cyber security space.  With 2020 breaking all previous records when it comes to data loss and breaches, the scale of innovation and adaptation of malicious actors is clear[37].  It is not a stretch of the imagination to understand that these actors would have a sound understanding of computer forensics, which gives them the ability to undertake counter computer forensics, for example data destruction[38][39].
With that said it is important to understand the internet, is made up of three sections
	Name
	Description

	Surface web
	Websites which are indexed by search engines, such as Bing, Yahoo and Google.  Accessible to all.

	Deep web
	Websites which are not indexed but are in the public interest.  For example, your bank account, which requires authentication to access, and websites such as Government and Education systems.

	Dark web
	Websites hidden from search engines, which rely on word of mouth transfer of complicated web site links.  Can require specialised web browsers and systems to access content, if it is necessary to bypass country wide censorship.


[40][41]
The dark web is the section of the internet used by criminals to communicate, share ideas, digitally meet, distribute etc, and as such can be a valuable resource of information for the cyber security industry.  It is important to be respectful of using the dark web, both legally and from the perspective of the forensic information you will leave when visiting it, and it would be advisable to use virtual private networking[42],  proxy chaining[43] and other tools to mask your source[44].


[bookmark: _Toc69823384]2. CEC Mobile Manufacturing Company

Barry Lynch a CHFI and CEH certified professional, has been hired by the CEO of CEC Mobile Manufacturing Company, Ms Dee Ford, to investigate alleged fraud by an ex-employee, Rob Jengelley.
The company designs mobile phone interfaces, using Autodesk Maya.  After Rob left the company, CEC’s engineers noticed many of the mobile phone designs he was working on are missing from his computer.  The belief is Rob sabotaged the design before he left, and there is no backup known to the company.
[bookmark: _Toc69823385]2.1 Documented Forensic Methodology

The following sections outline the steps taken by Barry while investigating the case, following the DFIF methodology[45] which is summarised in figure 9
[image: ]
Figure 9[45]
[bookmark: _Toc69823386]2.1.1 Preparation

Once Barry is contacted by Ms Ford, an informal discussion will occur to understand what is required.  During this conversation Barry instructs Ms Ford that CEC engineers/ and or other should no longer use any of Rob Jengelley’s devices, and those that have not been powered off prior to his resignation should be left powered on.  Barry will confirm Ms Ford’s contact numbers, address and will explain that he will be in touch with a high-level plan, which she will need to sign giving him permission to begin working on the case.  Barry will confirm with his team that they are able to progress with the request ensuring there is capacity to take on a new case.
From the first point of contact, to the very last step in the case, all actions pertaining to the case will be documented in a case file.  The case will be given a unique number, as well as retaining all administrative information such as case owner, case initiator, contact numbers, dates, details, steps, issues, risks etc.  It is of paramount importance, to ensure that everything is documented for the court of law.

[bookmark: _Toc69823387]2.1.1.1 Plan

With confirmation Barry can work on the case considering the specifics
· CEC engineers have been on the computer
· Data may have already been lost, overwritten in memory or the hard disk.
· Autodesk Maya
· Forensic data may need to be retrieved from mobile phones, both IOS and Android[46].
· The product supports all major operating systems will need to confirm scope[47].
· Design data can be large, appropriate storage devices will be required during first response and for the multiple copies Barry will need to undertake an investigation[48].
· Only Rob Jengelley had access to the designs, he has resigned and left CEC
· Will need the company to confirm all devices he could have used, is Bring Your Own Device (BYOD)[49] a consideration.
· No backup was taken
· What licensing does the company have with Autodesk, as their “Autodesk Drive” may have been enabled, and some data could be provided from there[50].
Barry will look at best practice documentation which has been generated from past cases, to confirm any lessons learnt and to accelerate his preparation for this case.
Based on the above, a variety of tools will be required to undertake the work
	Name
	Purpose

	Laptop and mobile printer
	Run tools from, produce documentation materials (for example witness statements)

	Camera
	To record the crime scene

	Faraday bags
	Store any data, such as hard disk

	Screwdriver kit etc
	Tools to remove hardware from a computer

	Permanent markers, pens
	For labelling

	Anti static kit
	Straps and bags

	Write Blocker
	To stop writes to hard disks

	Access Data FTK
	Recovery of Volatile memory of personal computers, capture image of local media, investigate files

	Kali Linux with Autopsy
	Capture Android data

	Elcomsoft iOS Forensic Tookit
	Or similar, to capture iOS data

	WireShark
	Network analysis



He will ensure that the above tools are up to date, both individual software and the operating systems they run on.  That they are appropriately charged, and/or external power source is available in his pack ready to travel to site.


[bookmark: _Toc69823388]2.1.1.2 Authorization/notification/Confirmation

Barry will produce a high-level plan based on the above, which will be put into an authorization document which will be forwarded to Ms Ford.  This high-level plan will include informing Rob Jengelley of the investigation.
Once Barry has received signed confirmation from Ms Ford, authorising him to begin the investigation, he will begin executing the plan, by sending notification to Rob Jengelley and inviting him to give an account of the missing files which would be recorded in a witness statement, he would be asked to sign.
[bookmark: _Toc69823389]2.1.1.3 Chain of custody

A chain of custody document will be produced, to capture the ownerships of devices.  This document is used in a court of law to prove a devices integrity was not compromised.  When Barry begins working on the devices, the first line will be filled in, containing his and Ms Fords signature and date.  It will continue to be filled in for example if someone working with Barry was to move the equipment to an offsite location for storage, this would be reflected in the document.  For each collection of evidence, one will exist, and each time it is transferred a line will be added to the document.  An example is shown in figure 10.
[image: ]
Figure 10[51]


[bookmark: _Toc69823390]2.1.2 Collection and preservation

All devices would be photographed in their initial locations and labelled appropriately.
[image: ]
Figure 11[52]
Paying specific attention to the order of volatility the investigation would follow the order of figure 11.
Barry would begin trying to preserve this information
· Starting with mobile phones or devices with little power and no power source
· Then personal computers without a battery or UPS
· Then on to other personal computers/mobile phones which had a power source
In the first instance, a Wireshark trace would be captured of the network traffic to see if anything was left running from the endpoints Rob Jengelley had used.  This information could be stored in a log file to analyse later.
An over the network capture would then be attempted of devices which had remained powered on, so information within their memory could be preserved.  By doing it over the network it should result in the best possible results[53].
If that was not possible then a run time version of FTK imager, would be launched from a USB key, via FTK Imager Lite, to capture memory in a forensically sound manner, as this does not make changes to the original disk[54].  The page file would also be captured.
The same process would then be used to capture a disk image.  Saved as the appropriate file format, for example Raw, .dd[55].
After this the machines would be powered down, and the hard disk removed.  It would then be connected to a hard disk write blocker (following anti-static measures), which in turn would be connected to Barry’s laptop.  From here he would do another capture to ensure a sound image[54][55].
Each file that was captured, would have a MD5 hash number generated, and it would be backed up using the appropriate methods.  All of which would be entered into the case documentation.
Once this process is complete devices would be appropriately stored, for example in faraday bags, with accompanying documentation.  A hard disk would need to be stored with a label noting the serial numbers, mac address, model information etc of the computer it was taken from.  Further digital photographs can be taken, to add to the documentation.
With forensically sound images having been captured, all original evidence would be physically transferred to secure remote storage, as well as a copy of the forensically sound image.  If required, a copy of this image could be retrieved if something was to happen to the copies.  The chain of custody document would be updated to reflect any change of ownership.
Witness statements will be taken from Ms Ford, and any engineers involved with Rob Jengelley or his devices.  These witness statements will outline any areas of concern and any steps which were taken on the devices.  They will be signed and dated by Barry and the witness they were taken from.
Exports of data from key Infrastructure components should be taken and recorded in a forensically sound manner.  For example, log files exports from proxy servers, or backup of Exchange email systems which could contain information about those under investigation.  MD5 hashes would be captured of these backups, and they would be stored appropriately[56].
Barry would travel with a copy of the forensically sound image back to this base of operations.
[bookmark: _Toc69823391]2.1.3 Examination and analysis
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Figure 12
At Barry’s base of operation, he would transfer the forensically sound images from his laptop, to larger capacity servers.  These would allow more copies of the data to be taken, as well as backups (allowing them to be recovered easily if something was to go untoward), and an increase in CPU and RAM would speed the interrogation of the images.  Using the appropriate software this work would begin on copies of both the volatile and non-volatile images of Android, iOS or personal computer operating systems.
Using FTK Imager as an example, shown in Figure 12, a case file would be generated, and the image file to be worked on imported.  Once complete the image can be interrogated in multiple ways, for example Figure 13 shows a keyword search, where the investigator is attempting to search for the Maya file type .iff.
[image: ]
Figure 13
Anything could be entered into this keyword search, for example if/when the same search is repeated against Rob Jengelley’s email, it is found he sent .iff attachments to someone, and on further inspection that was found to be the Samtech domain then that could be used as a keyword, to find further evidence.
Files which appear relevant should have their file metadata gathered, information like file creation, last access, written etc, as this will help build up patterns which could be relevant to the case.  This is important for building a timeline which can add context to many aspects of a case for a court[57].  For example, mass copying of files regarding trade secret theft would show last access times across multiple files that were being copied.  Although not in itself proof, if is still evidence[58].
Deleted files may appear in “Unallocated” section, in the example of this case, this would be a good place to start looking, shown in Figure 14
[image: ]
Figure 14
Files which could be relevant to the company, or investigation can be exported as shown in Figure 15
[image: ]
Figure 15
Once all images have been thoroughly investigated, repeating as necessary if more keywords, or other information comes to light, Barry would move onto pulling the documentation into a formal report.
[bookmark: _Toc69823392]2.1.4 Presentation and reporting

The documentation created during the investigation, such as the chain of custody, diary of each step of the process meticulous recorded in chronological order, templated documentations such as witness statements or reports exported from tools such as Access Data FTK shown in figure 16, would be condensed down into formal documentation shown in figure 17 in the supporting material section.  This report would be read by the prosecutor, investigators, expert witness and opposing parties.
[image: ]
Figure 16
The formal documentation usually contains[13]
· Reporting agency identification
· Identification numbers pertaining to the case
· Identify of the person submitting the case and the investigator
· Dates or report and receipt
· Detailed description of evidence submitted, including serial, model, has numbers and so on
· Identity of the examiner
· Description of the steps taken during the examination process
· Results and conclusions
It is important to remember
· No assumption should be made while writing the report
· Refrain from specifying the leads
· Reports should be well structured
· Follow a logical order
· Avoid slang, colloquial terms and jargon
· Define any acronyms and abbreviations
· Employ active voice in writing
[bookmark: _Toc69823393]2.1.5 Disseminating the case

After a case has concluded, which maybe after a court case, all property must be returned to the proper owner.
Any criminal evidence must be removed by the appropriate authorities.
The case should be reviewed to identify any areas of improvement, and any lessons learnt preserved.
A final invoice would be submitted to Ms Dee Ford an example is shown in figure 18 in the supporting material section.
[bookmark: _Toc69823394]3. Conclusion and Evaluation

Computer forensics is a complicated topic area, which is honed through field experience.  This is compounded by the fact that as an industry, it must be respectful of the additional complexities of the count of law.  Due to this, an investigator must document, document and document further.  This all starts with good preparation and following the right methodology for each case. Being successful in this discipline would be both rewarding and challenging, due to the pressures of keeping up with cutting-edge technology, and the various laws and procedure which apply gravity to the investigator.
[bookmark: _Toc69823395]3.1 Future work

I would like to better understand iOS forensics, as there seems to be some challenges here.  Along with what benefits block chain could bring to computer forensic documentation, such as the chain of custody.
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Digital Forensic Report

1 Introduction

The purpose of this report i to provide carroborative evidence of the motiation,opportunity and
intent leading t th fraud perpetrated by I Sungund. The factspresented within tis report are
those within the preparer's own area of expertise and knowiedge and do no extend to maters and
knowledge outside such expertise.

1.1 Summary of case and tasking
I the period between 2014, and 2017, I Sungundi was hired as the CFO for IS
Ouring this time, he perpetrated a fraud that involved the transfer o payments intended for Payroll
expense payments o his person for his own use at the disadvantage of the Organiztion.

s resultof this faud,th institation suffered a fnancialfossof K& 000000008 an s become
bl o the Kenya Revenue Authorty for Payrol Taxes notpad and thscouple wi th fnancia o5,
may hinder the abiity of the organiztion's peratons.

The forensic expert was therefore engaged to reconstruct o the best of their bilty, the documentary
evidence showing the actvites of I Sungundi as wel s find corroborative evidence of
professional negligence on theside of the External Auditor.

12 Statement of compliance
understand my duty 35 expert witness to provide independent assstance by way ofabjective
unbiased opinion i relaton to matters within my expertis. | wilnform ol parie i the event that my
opinion changes on any materil ssues

2 Forensic Examination

Al examinations, measurements, tests and experiments related to the Digital image of the accused's
computer were performed by the expert and we have summarised our indings on which the expert
reles

21 Tools
The forensic tools employed in the performance of this investigation were s follows:

= Boot stage Disk imaging software - OSF Clone Version 121

Forensic Software that allows non-ntrusive data imaging, where files are copied from the hard
drive whilst preventing write access to the hard drive n order preserve evidential integrity. The
files are then compressed into what we cal an image of the dive (Designated with extension
“dd).

Prepareaby. “Date of Report
Ge /0372019
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