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1. [bookmark: _Toc140468585]Introduction
This report serves to document and discuss the key findings of this task, and to discuss key concepts of network administration, and includes a short reflection from the author on their experience with the task.



2. [bookmark: _Toc140468586]Managing and Maintaining Network Resources Using Network Policy and Security Practices
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3. [bookmark: _Toc140468587]Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices
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Client2 successfully connected to the FTP service on server2 and logged in.

From this point on, the author was unable to complete the task, as there were issues with connectivity that could not be resolved, despite researching solutions and troubleshooting methods. The issues included connectivity issues between servers, and the text file to be uploaded not showing in the FTP interface in command line. For this reason the author was unable to complete this task further.



4. [bookmark: _Toc140468588]Observational Tasks
4.1. [bookmark: _Toc140468589]Enhancing Security on a Small Home Office Network
To enhance the security of a small home office network the network administrator could consider a number of different strategies that utilise group policies to tighten their networks security. This section of the report will detail these strategies and their benefits.
4.1.1. [bookmark: _Toc140468590]Password Policy
Enforcing a password policy is a great way to ensure that user accounts are being routinely resecured. This will present difficulty for any unauthorised users that may have memorised or seen a user’s password, as policies can force a user to change their password at certain intervals and can force the user to set a password of a desired complexity or length to combat memorability from unauthorised parties. 
“Passwords that aren’t regularly rotated, are too simple or use common passphrases are at risk of being hacked through brute force. GPOs can be used to establish password length, complexity and other requirements.” [1]
4.1.2. [bookmark: _Toc140468591]Account Lockout Policy
“The Active Directory account lockout policy is designed to safeguard user accounts from unauthorized access by disabling them if an incorrect password is entered repeatedly within a specific period.” [2] This will help prevent brute force attacks by locking a user’s account if too many incorrect passwords are entered, by disabling the account, the unauthorised party has lost a potential access point to the network, and this account can only be reinstated by a network administrator. 
4.1.3. [bookmark: _Toc140468592]Software Restriction Policy
Implementing a software restriction policy will significantly reduce the risk of virus infection from malpractice or misuse of network resources by users [3]. This will stop users that the policy is applied to from installing any software on the client machine. This also adds another layer of resource control to administrators, as they will have sole access to software installations. As an added benefit this will also drastically reduce the need for cleaning drives of redundant or unnecessary programs. Thus, improving security and efficiency. 



4.2. [bookmark: _Toc140468593]Failover Clustering for High Availability Systems/Services
When considering using a failover cluster in Windows Server, there a re several key concepts that need to be considered. Namely:
Clustered Storage: this is crucial for ensuring the high availability that allows users continuous access to data. Using shared storage allows the nodes in the cluster to access the same data. If a node fails or goes into maintenance, that node’s workload can be passed onto or failed over onto another. This will not affect the availability of the data. This allows for the elimination of single points of failure, and boosts data resilience. The key here is to minimise downtime.
Network Configuration: Essential for establishing redundancy [3]. This ensures seamless communication between nodes and enables failover events. Correct configuration of network adapters, IP addresses, and resources to maintain an uninterrupted access to apps and services during failover.
Health Monitoring & Failover Policy: This is vital for proactive failure detection and automating failover [4]. It also helps to maintain the availability of system critical applications. It ensures quick responses to issues and will further minimise potential downtime.
Resource Groups and Roles: The resource groups and roles assign resources to specific nodes. This ensures efficient resource management, load balancing and facilitates automated failover of apps and services. Thus, further ensuring high availability and optimal performance.



4.3. [bookmark: _Toc140468594]Draft Network Policy for Enterprise Network Operating in Multiple Locations
[bookmark: _Toc140468595]4.3.;1. Purpose
This network policy serves to establish guidelines and best practices to ensure security and efficient operation of the network across multiple locations. It encapsulates the aim of protecting the network infrastructure, resources, and data, while offering smooth connection and collaboration.
[bookmark: _Toc140468596]4.3.2. Network Access
Only authorised personnel shall have access to the network resources. User access will be granted to the network on the basis of the lowest privilege with administrators having the highest privilege. 
Users will be required to authenticate themselves using unique credentials that conform to password complexity requirements.
Remote access to network resources must only be conducted through secure channels such as a VPN, encryption, and multi-factor authentication.
[bookmark: _Toc140468597]4.3.3. Network Security
Firewalls will be in place and deployed to protect incoming and outgoing traffic. This will be updated regularly.
Anti-malware software will be employed to ensure prevention and detection of infected files. This will also receive regular updates.
Vulnerability assessments will be carried out regularly, as will penetration tests in order to identify any potential vulnerabilities.
[bookmark: _Toc140468598]4.3.4. Data Protection
Encryption will be utilised to protect data during transmission and storage.
Backups will take place regularly, and disaster recovery plans shall be established to ensure data availability and resilience.
Access controls will be implemented to safeguard data stored on mobile/portable formats.
[bookmark: _Toc140468599]4.3.5. Monitoring and Incident Responses
Network traffic will be monitored for suspicious/anomalous activity using intrusion detection systems.
Security incidents and breaches will be reported immediately, investigated and responded to as per the response plans.
Logs will be stored for auditing purposes. These will be regularly reviewed to detect security threats and ensure compliance.
[bookmark: _Toc140468600]4.3.6. Network Usage
An acceptable use policy will be implemented to ensure all users are aware of the code of conduct within the organisation, and within the network. These will pertain to email, internet browsing, social media and software installs.
Network resources will not be used for unauthorised activity.



5. [bookmark: _Toc140468601]Reflection
During the build, the author had initially had great success with setting up and applying group policies, and implementing security practices, this came almost naturally. However, in the second task of this assignment the author faced an issue with connectivity that could not be resolved with their current level of knowledge, and issues with the FTP service not showing the text file in the FTP interface, although it was in the file explorer, in the same directory. After applying all the troubleshooting and solutions they knew and had researched the outcome was still the same, and they could not continue with the second task. In theory, the author found creating network policies like second nature, with many security considerations seeming like common sense. Given the complexity of the assignment, the teamwork aspect of the assignment would have been much to the authors benefit, as FTP servers are not one of the author’s strongest fields. In future endeavours the author will certainly plan ahead for mistakes and commit more time to researching the areas they are aware that they lack key knowledge to create impactful network resources. Additionally, more consideration will be given to time management, a s this project was admittedly rushed in some areas.
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Microsoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

C: \Windows\systen32>Ftp 172.16.2.1

Connected to 172.16.2.1.

226-Microsoft FTP Service

226 Welcome to the FTP server!

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (172.16.2.1: (none)
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Microsoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

:\Windows\system32>ftp 172.16.2.1
Connected to 172.16.2.1.
226-Microsoft FTP Service

226 Welcome to the FTP server!

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (172.16.2.1:(none)): Server2\ftpuser123

331 Password required

Password:

236 User logged in.
Ftp>




