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This report will discuss requirements for ensuring confidentiality, integrity, and availability of organisations confidential information. Cybersecurity is a crucial aspect for businesses and organisations working whit confidential information like military information, financial, personnel etc. It will also propose a solution to the given data breach case and explore the data protection compliance audit.
[bookmark: _Toc60482706]Basic requirements
Security requirements can be viewed as protection requirements. These define how a system will protect itself from internal faults, stop system failures, stop attacks or accidents that can damage the system, and enable recovery of the system in the event of failure. To determine these requirements, we need to understand and explore the risks that the system and its environment can be exposed. Security-critical system developers widely use the risk-driven requirement specification. In security-critical systems, the threats come from insider or outsider attacks intended to exploit the system’s vulnerabilities. The stages in general risk-driven specification approach are:
1. Risk identification. Possible risks to the system are identified.
2. Analyses and classification. Each threat is considered separately.
3. Risk decomposition. Each threat is analysed in search of root causes. These are the reason why a system can fail.
4. Risk reduction. Proposal of a way to reduce or eliminate the identified threats.
Confidentiality, integrity, and availability are also known as “CIA triad”; this is a model designed to guide organisations’ information security policies and considered three of the most crucial security elements. Confidentiality is a set of rules limiting access to the information; integrity ensures that information is accurate and trustworthy, and availability guarantees reliable access by authorised people. 
[bookmark: _Toc60482707]Confidentiality
Confidentiality policies prevent sensitive information from reaching the unauthorised people, while at the same time is available for authorised personnel. Training for people working whit sensitive information is essential. Such activity includes introducing risks and ways to guard against those threats, such as creating complex passwords and password related best practices. Another important aspect of this training is information about social engineering, to prevent authorised personal from bending or ignoring data handling rules whit good intentions and potentially disastrous consequences. Data encryption is also crucial to data confidentiality, user IDs and passwords constitute a standard procedure. When transferring sensitive information over a wireless network, good encryption can prevent from reading the information in case of a successful breach. 
[bookmark: _Toc60482708]Integrity
Integrity involves maintaining consistency, accuracy, and data trustworthiness over its entire life cycle. Steps must be taken to ensure data is not changed in transit or by unauthorised people [2]. File permissions and user access control are crucial for data integrity, and version control can be used to avoid erroneous changes or accidental deletion. Also, detecting if unwanted changes arise as hashing or checksums must be in place, and backups copies must be available to restore the affected data to its correct state.
[bookmark: _Toc60482709]Availability
The system must be timely and rigorously maintained, to ensure high availability a correctly operating system environment free of software conflicts must be in place. Equally important is keeping up to data necessary system updates, and providing adequate communication bandwidth. When hardware issue occurs, redundancy, RAID, failover, and even high-availability clusters can prevent severe consequences. Also, unpredictable events should be taken in to account like fire and natural disasters, data loss can be mitigated whit backup copy of the data. Data backups can be automated and scheduled a couple of times a month and should be stored in different geographical location. Extra security measures like firewalls and proxy servers should safeguard these backups against denial-of-service attacks and network intrusions. 
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When considering the previous security issue, we have to look at the software and infrastructure on which the system and software are built. In this case, both have failed to protect against this security breach.
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The Man-in-the-Middle attack could have been detected and prevented by incorporating dynamic and static addresses certification in DHCP server, internet switches or other network devices. For example, “AntiARP” provides Windows-based prevention and notification on the kernel level, “ARPStar” is it’s Linux and Linksys routers alternative. There are also static ARP entries, although this is not a practical approach for large organisations. Due to many nodes, conventional security technics like security credential may prove difficult, in some cases impossible. This is why an Intrusion Detection System (IDS) nodes can be strategically placed across the network when combined whit data encryption this method can detect and prevent an attack.
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Passwords are one of the main security measures but also the primary target for attacks. The password cracking could have been prevented by training of the authorised personnel. As mentioned in the “Basic requirements” section, training should include introducing risk factors and best password related practices. The most significant issue with passwords is that people use words, phrases, and even names to remember it. This practice helps “brute force” and “dictionary” attacks, and password managers can solve this issue. This software generates and securely stores passwords; these complex passwords makes attacks like “brute force” not viable.
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One of the most convenient connective future of modern devices WIFI is also convenient breach point. Because devices using WIFI “scream” data in every direction is very easy for unauthorised individuals to intercept it, and this is why WIFI networks must use the best encryption possible. In this case, the “Asymmetric Cryptography” methods would be best suited. This encryption method uses two mathematically linked keys “private” and “public”. The public key is used to encode the information, and the private key decodes it. Even in the event of a breach, the stolen data is unreadable. Equally essential is for an authorised user to know how to use browsers and email applications when working whit confidential information, using only browsers and online resources that support secure protocols. Equally essential is to enforce “bring you own device” known as “BYOD” security policies like using business-grade VPN and antivirus software on personal devices.
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A data protection audit is time-consuming; various vital people need to be interviewed, which means many meetings need to be organised. The audit must be carried out in a strict timeframe to ensure a consistent outcome. Any audit needs to take the organisations structure into account. In general, an audit consists of three main stages, as follows below.
[bookmark: _Toc60482715]Auditing process
[bookmark: _Toc60482716]Pre-audit stage.
This stage is essential for determining the resources required for the audit itself. The time and resources spent on planning the audit, the more accurate the audit will be. This stage’s primary goals are defining objectives and scope, determining processes and personnel to be covered, and measuring compliance and status reports.
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The audit consists mainly of completing questionaries and providing supporting documents like internal guidelines and procedures. The questionaries must be tailored to take into account the structure and scope of the organisation. Written questionaries are cost-effective and ensure the audit is standardised across the organisation.
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Once the audit is conducted correctly, a review of responses and supporting documentation must be done. Once non-compliance areas have been identified, they must be described in detail and given priority according to their seriousness. And finally, an action plan should identify proposed action, the person responsible, and date by which the action should be completed. This plan provides easy to follow and monitor the checklist for the organisation.
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This report has covered the basic requirements for securing “CIA” for the information, the security policies and procedures needed. Regarding the previous security breach solutions, techniques, and security policies have been suggested to detect and prevent future attacks. Also, data protection audit has been explained and divided into stages; thus, the Council can demonstrate compliance whit global data privacy laws and requirements (GDPR).
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