
2

[bookmark: _Hlk109030497]ACCA5025_BIRM
Cloud Computing Architecture
Assessment 1 –
Understanding of Cloud Computing Perceptions for UWTSD staffs








Ivan Naydenov 
Std. No: 2025312
                                                 Cloud Computing BSc





Introduction

The idea of Cloud Computing dates to the end of the sixty’s of the 20th century. Firstly, John McCarthy proposed publicly this concept and later Leonard Kleinrock continued the discussion on the topic. Both authors were speaking by the time using the term “computing utilities.” The first utilities of these kind that became widely accessible for the public were email and search engine services by “Yahoo”, “Google” and later publishing platforms like Myspace, YouTube and Facebook were massively adopted. They introduced the concepts that built up the modern understanding for cloud computing. The end of 90’s and beginning of the new 21st century marked the first tries for providing computing resources with commercial purposes. It wasn’t long after, when many companies began to launch numerous services targeting enterprises and allowing them to run their applications by leasing external (provisioned on the “cloud”) computing resources consisting, but not only, of processors’ power, remotely accessible storage, and business services.[1]
This consultation paper is purposed to give core knowledge and in-depth understanding about the main concepts, terminology, and implementations of Cloud Computing in the context of “as a service” provisioned applications for the needs of University of Wales Trinity Saint David staff members. The author aimed to introduce a simple and comprehensible narration and thus help UWTSD employees gain the necessary information, mitigating the migrating of University’s wide range of services from on-premises model to a cloud-based one. 












Cloud Computing Concept, Background, Characteristics, Services, and Models.

Definition
[bookmark: _Hlk109063408]Cloud Computing is a type of on-demand access to computing resources that usually are accommodated on a remote server in premises called data centres. These resources might be and not only, physical, or virtual servers, applications, network virtual infrastructure and capabilities, data storages, tools built specially for and provided to developers, gaming platforms and more. The provider of these services usually owns the physical servers, and it is called Cloud Service Provider (CSP). In its core Cloud Computing is a business model that implements the pay-as-you-go services.[2]
Based on the listed characteristics, the key words that define the meaning of cloud computing are IT resources, availability, elasticity, scalability, security, agility.

Cloud Computing concepts and terminologies
IT Resources are all assets of informational technologies – physical or virtual, including equipment, hardware, software, technical knowledge, and data. These resources are accessible via internet by a computer, or any other object connected to a computer.
In terms of the source (location) of these resources we could differ two types of assets:
· on-premises – those resources deployed within an enterprise network infrastructure. Every resource is hosted in-house hence all company’s applications are installed on local servers own by the company behind its security system, as it were. 
· cloud-based – third party provider hosts most of the informational resources which gives great flexibility and scalability for companies to operate their activities without bothering for the management complexities and availability of their services.[3]

Availability 
Availability is one of the core benefits of the cloud-based services. Nowadays CSP’s servers are so reliable that they got secured against threats like power outages, cooling failure, intrusions, hackers attacks, viruses, and network failure. This is achieved via redundancy. In simple words redundancy is provisioning many times from the same (in the context of cloud-based hardware resources – we speak about the servers). When a Cloud Service Provider use redundancy, it does not have to own the best hardware configuration available on the market. It just needs to be able to switch between a failed server and available one rapidly, and thus minimize the downtime as much as it is possible. On the contrary, if an enterprise organization has a server failure and need to replace it, it would have to buy a new server machine, configure, and install it which usually takes a lot of time.[4]

Scalability
In terms of Cloud Computing scalability means the ability of the system to handle increased workload by maintaining the same or satisfactory level of performance. The process of adopting a larger amount of tasks is called rescaling.[5] Scaling a system could go vertically – when the current servers are boosted in hardware power or horizontally – more servers are added and the increased load of tasks is shared between them. Cloud computing providers prefer going horizontally than vertically because  the implementation is easier  and hardware improvement is less costly.[4] However, the need of proper design usually emerges if solutions for scalability are going to be implemented later.
Scalable Design Principles:
· Scaling by Reduction – when most common read request are cashed and could be served directly from the Content Delivery Network layer allowing the server to handle more complex write requests
· Scaling by Partition – example for scaling by partition could be load balancing (customers are routed randomly to servers split beforehand into distinct groups)
· Dynamic Scaling – when an application can allocate more resources if workload increases and releases those resources when they are no longer needed. This ability to dynamic scale is known as elasticity.
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Figure 1 illustrates a model of vertical scaling as more CPUs have been added to the initial server configuration while, Figure 2 represents horizontal scaling via creating Virtual Machines onto physical servers satisfying the increased requests demand.

Reliability
Except high level of availability and scalability the Cloud Computing characterise also with reliability. The reliability defers from the concept for availability and levels up as a requirement because it demands not only for a service to be accessible but also to behave or function as it is expected to. Speaking about software applications, reliability means less bugs (unexpected behaviour of the latter).
In order to achieve a reliable software, developers apply mainly two types of bast practices[4]:
· Unit Testing – testing whether the expected output from our methods meat the business logic requirements
· Defensive Coding – using exceptions and error messages when wrong or out-of-range parameters have been passed to the functions


Cloud Delivery Models
Cloud providers offer a package of services that contain certain IT resources and by the way these resources are delivered to the users of Cloud Computing we can distinguish three main delivery models:
· Infrastructure-as-a-Service (IaaS)
· Platform-as-a-Service (PaaS)
· Software-as-a-Service (SaaS)[1]

Infrastructure-as-a-Service (IaaS)
IaaS is one the of the three main forms of cloud computing that provide virtualized computing resources over the internet. With IaaS, a third party provides IT infrastructure components, traditionally found in a on-premises data centres. These components might be servers, storage, networking hardware infrastructure and virtualization. IaaS is the costliest of all Cloud Computing forms and is usually the one that depends most on the cloud provider. In this model vendors are responsible for managing four computing resources while the users of the service are responsible for the application, data, runtime, and middleware. The service is delivered via pay-as-you-go model just like the other two main types of cloud computing.[6]
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Figure 3

Platform-as-a-Service (PaaS)
Platform as a service delivery model offers a predefined IT environment that is ready for use and provides tools and IT resources for software developers and supports the delivery of the entire lifecycle of an application. Usually PaaS operates on a per-use bases, making it more affordable for projects. It is often used for mobile app development and cross-platform app development as well as DevOps tools. PaaS frees developers from installing a new software or running a new application. It usually incorporates various underlined infrastructure components like Operating Systems, Databases, Servers, Middleware, Storage Services or Network Equipment – all owned, operated ana maintained by the service provider. What left for the business itself to provide is just Data and Applications.[1]
The investment in PaaS by consumers of cloud services is made because three main reasons:
· The users want to benefit from the scalability and economic reasons by extending the on-premises IT environment of their business model.
· Cloud service consumers want to entirely substitute the on-premises environment and migrate it to the cloud
· When users are willing to deploy their applications using cloud services and thus become a cloud provider themselves offering these services (applications) to other external cloud consumers[1]
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Software-as-a-Service (SaaS)
SaaS is every software delivered to the end users using the model “as-a-service”. In other words, SaaS is a third-party application available over the internet with no physical connection to anyone device. All apps which are accessed over the inter via a client (such as browser) are types of SaaS. Examples of SaaS are Google Docs, Microsoft Office 365, and most email clients.
This model of cloud service provisioning characterises with the limitations in administrative control granted to the cloud consumers over SaaS implementation. The cloud provider is the one usually provisioning the administration, but the owner may be another entity that deploys the application using PaaS and then make it available to other cloud consumers as SaaS. The most common way of leasing Software-as-a-Service model is by subscriptions made by the users of the cloud services. These subscriptions might be daily, weekly, monthly, or yearly and represent  the pay-as-you-go model inherent to cloud computing.

[image: Diagram

Description automatically generated]Figure 5
















Cloud security and mitigation of security issues

Basic terms and concepts of Cloud Security
Confidentiality
Confidentiality means the access to data in transit or storage being given only to those who has authorised themselves. The parties granted with that availability of cloud resources usually use their credentials to receive that access.
Integrity
Integrity determines how data has been stored, processed, and retrieved by cloud services and IT resources based on cloud.
Authenticity
As the word speaks by itself, authenticity guarantees that the information comes from a source that has authenticated itself for having the proper authorisation and thus providing credible and reliable data.
Availability
It was already mentioned that availability means that cloud service will be accessible and usable by its users for a specific timeframe.
Threat
Threat is a type of violation of the security implementations and policies that could possibly cause breach or harm to data integrity and users’ privacy. Threats are designed with the purpose to exploit already known vulnerabilities of the system and most often they are executed as attacks.
Vulnerabilities
Respectively vulnerabilities are weaknesses in the cloud architecture or a single component of the system that is exploited due to lack of securitisation or just the attack has managed to overcome the set of defences.
Risk
Risk is the probability of a harm or breach that is determined by the threat level and the number of existing vulnerabilities. The threat level on the other hand could be measured using metrics such as:
· Probability of occurring of a particular threat 
· The expectation of any losses caused by compromised IT resources

Security controls
Countermeasures that are undertaken to mitigate or avoid security threats. A description of countermeasures implementations is outlined in the set of rules and practices known as security policies.

Security policies
Security policies built the frame of rules and regulations established by the business in its attempt to introduce a valid security control, lowering the risk factor to acceptable levels.[1]



Virtualisation concept including Hypervisor I & II


In computer science the term virtualization is defined as the process of creating a virtual model of a physical computer hardware (workstations, servers etc.), systems for data storage and networking devices.[7] Or we might also say that virtualization is the process of converting a physical IT resources into a virtual IT resources.
By means of different criteria and the context of implementation and usability, different types of virtualizations could be defined. The hardware virtualization also known as a platform virtualization represents the creation of a fully functional equivalent of a physical device, most often a computer. Desktop virtualization is another type which logically differentiate desktop working environment from a physical machine. Common implementation of such virtualization is the VDI (virtual desktop infrastructure).
Nested virtualization allows running virtual machines in another virtual machines or in other words it is an additional layer of abstraction, added on the top of already abstracted physical hardware. In nested virtualization on level 0 is physical host with its hypervisor. This level 0 can host numerous virtual machines which are now level 1 layer. There is another hypervisor that operates on level 1 virtual machines and in turn is used to instal level 2 virtual machines[8].
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Figure 6 – Nested Virtualization

So, what is a hypervisor? With clarifying what is virtualization and its different models we could conclude that Hypervisor is the technology (software, firmware, or hardware) which is responsible for creation and management of virtual machines. Based on the types of architecture of different virtualization solutions, hypervisors could be conditionally separated into two major categories: 
· Type 1 (bare metal)
· Type 2 (hosted)

As it could be concluded from the name, a bare metal or Type 1 Hypervisor is the one that allows running guest operating systems straight on the hardware of the host machine. Hence, the operating system plays the role of a server while the hypervisor creates and manages the virtual machines services directly to the hardware. This architecture is mainly implemented in corporate data centres environments. 

On the other hand, Type 2 Hypervisor is a software that operates on a host operating system and thus provides services to the guest OSes by isolating them from the host OS, sharing the resources given by the host OS to the guest OSes.  This one is commonly used by a single user who wants to install multiple operating systems on a single physical computer device[9].
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The two main benefits that come with Type 1 Hypervisor solutions are the Higher security and the much faster performance compared to the hosted virtualization software solutions. These are the main reasons why bare metal hypervisor implementation have been preferred by enterprise users. On the other hand, the implementation and maintenance of Type 1 solutions is much more complex and needs greater initial investment.
Type 2 also has advantages as it allows easier maintenance because no need of additional software is required for virtual machines to be run. When it comes to testing a new software or different research projects Type 2 is more convenient and simpler to use. [10]


A comparison of IaaS, PaaS, and SaaS with respect to UWTSD requirements

What is difference between IaaS, PaaS, and SaaS.
Various aspects of Cloud Delivering models determine when and in what use cases are appropriate for model implementation. According to the levels of control that is granted to the end users of the cloud services, three main cloud delivery models characterise respectively with usage and usage-related configuration for SaaS, limited administrative control for PaaS and full administrative control for IaaS.
In terms of the common activities performed by the cloud consumers, in SaaS model of cloud delivery the users can use and configure different cloud services while the providers maintain and manage all other levels of abstraction of the cloud service layers. Platform as a service provides cloud consumers with the freedom to develop, test, deploy and manage cloud-based solutions and services and leaves the responsibility for configuring the platforms and underlying infrastructure to the cloud providers. Cloud providers also need to monitor usage by cloud consumers and are responsible for middleware and additional IT resources if necessary. Finally, IaaS allows users to set up and configure the bare infrastructure, to install the needed software applications while managing and monitoring it by themselves, thus leaving for the provider management of the physical aspect of the cloud infrastructure, the provisioning of the servers and additional hardware as well as storage, networking and hosting and monitoring their usage by the cloud consumers.
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Figure 8







For the needs of a complex and huge amount of data generation facility, what a university institution is, the model of SaaS is limited by the allowed activities (intrinsic for the delivery model). The insufficient levels of control also would not be suitable for all types of services UWTSD needs to provide to their students.  That is why the model of IaaS or PaaS would be much more reliable, and the wider level of access given to the university employees (IT department and Developers team responsible for university applications) should allow them to maintain and keep high level of quality of their services provisioned to their staff, students, and educational partners.


Modern cloud services


Containers
By its nature, containerization is a type of virtualization. With containerization there is no need for hypervisor. The container packs everything that is needed for an application or microservice to run in an isolated environment. Hence, in comparison with traditional virtualization, containerization does not virtualize the hardware but the Operating System, thus each individual container contains only the application, its libraries, and dependencies. The containers are faster and lighter lacking the need of guest operating system and what is known as a container file allows its users to run an image of a pre-configured container anywhere regardless of the hardware requirements. Even though containers have been available for decades, the modern era of containerization is considered started with the Docker introduction in 2013.  Docker is an open-source platform allowing running containerised applications.[11]

Kubernetes
When multiple applications or microservices need to run in virtualised environment, the need for “orchestration” or management software emerges. Kubernetes is an open-source system originally developed by Google. This type of management system is a mean for automation of operational tasks and consists of built-in commands for deploying applications, rolling out changes made to the applications as well as scaling them up or down and monitoring them, all this with the purpose of making our applications more manageable.[12]

FaaS
Function-as-a-Service is a Cloud Computing technology that allows developers to build, run and maintain application packages without the need of providing their own infrastructure. FaaS is a type of serverless computing implementation and event-driven execution model which manage server-side logic and gives the developers the opportunity to write business logic completely maintained by a platform. With this type of cloud service developers can run web applications in response to events without managing servers. The service model is metered on-demand by the cloud service provider and does not require server processes running in the background continuously like Platform-as-a-Service delivery model.
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