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[bookmark: _Toc235189443]Scope
This Risk Assessment is assessing the Brimstone Missile, specifically the Brimstone 2. It does not cover the different launch platforms and vehicles. It includes the Lifecyle from production to use or disposal.
[bookmark: _Toc235189444]System
The Brimstone system consists of 4 primary systems; guidance, targeting, propulsion and payload. The guidance system allows personnel to define a controlled area in which to search for a target, the targeting system allows personnel to define what they will target, the propulsion system is what carries the payload to the target, and the payload is what destroys the target. [9] [10]
[bookmark: _Toc235189445]Hazards
The hazards posed by the Brimstone system can be split into 6 main categories: 
Failure of the guidance system, due to things such as Electrical failures, mechanical failures or interference. Without controls or mitigation this can result in the system leaving its designated target zone, potentially resulting in the death of non-combatants. [3][9]
Failure of the targeting system due to things such as Electrical failures, mechanical failures or interference such as ECM (Electronic countermeasures). Without controls or mitigation this can result in the system targeting and striking an unintended target, potentially resulting in the death of non-combatants. [3][9]
Failure of the Propulsion system due to things such as Electrical failures, mechanical failures or chemical failures (failures related to the fuel). Without controls or mitigation this can result in the system failing to launch, posing a threat to personnel, or launching uncontrollably, potentially resulting in the death of non-combatants. 
Fire hazards occur primarily from exposure to prolonged heat, which for some explosives can cause degradation that makes them more vulnerable to that heat, exposure to high temperatures which can cause ignition, and direct exposure to flames. Without controls or mitigation, prolonged exposure can cause unexpected changes in performance and fire can result in a threat to personnel, or spreading uncontrollably, potentially resulting in the death of non-combatants. [11]
Handling hazards are the hazard posed by attempts to move or maintain the system, the most likely causes involved in this without controls are dropping, whether during manual or assisted lifting, or improper maintenance. This can result in the crushing of personnel and unexpected changes in performance that can threaten the lives of non-combatants. [1][7]
Inadvertent detonation can occur due to a variety of reasons, but the primary threats are ESD, shock, humidity and vibration. Without controls or mitigation inadvertent detonation can result in sympathetic detonations. Any inadvertent detonation can result in the death of multiple personnel, whilst sympathetic detonations pose a major risk to the lives of non-combatants. [1]

[bookmark: _Toc235189446]Pre-Control Risk Estimate
As civilian fatality is considered the highest severity; all 6 hazards, when uncontrolled, are considered to have a hazard severity of 5.
For the four primary systems, the likelihood of failure requires the bypass of an existing system which lowers the likelihood, as such these four are characterised to have a likelihood of 4. [8]
Handling hazards however relies entirely on humans, and as such is prone to human error, which is a frequent concern: as such it has be characterised to have a likelihood of 5. [7]
Without controls fire hazards are a considerable issue, as a heatwave or deployment or storage in a hot region can result both in direct exposure to outside flames due to local ecology, and the heat itself has a risk to cause ignition or degradation over a period. Because of this it is also initially characterised to have a likelihood of 5. [11]
Based on these all 6 hazards, when uncontrolled, are considered to have a hazard risk of 6, meaning that it is completely unacceptable.
This information can be seen displayed in table 1.
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The simplest controls, that can be applied to all hazards are firstly that the system is only operated, transported and maintained by suitably qualified and experienced personnel, reducing risks due to human error for all hazards, secondly that regular maintenance and checks for the system should be done to ensure continued safe functionality, and thirdly that a fuze such as an acceleration-deceleration triggered fuze is used to stop inadvertent detonations, combined with a direct guidance based safety, a safety that deactivates when guidance instructions are given. [1][3][5][6]
Other controls to avoid fire hazards are to have the system stored separately to flammable materials, in a sheltered space, in non-flammable insulating packaging and at a distance to other buildings or areas, both military and civilian. [2][8]
Other controls to avoid handling hazards are to have personnel properly equipped to lift the system and to do so within a designated area without disturbance. [7]
[bookmark: _Toc235189448]Mitigations
The Brimstone 2 also already has multiple methods built into the system to mitigate risks. The use of separate guidance and targeting systems mean that if one fails the other still reduces the risk of the highest severity events. For example, if the targeting system fails but the guidance system still works then the operator has directed the area that it had to pick targets from, meaning that so long personnel are trained to avoid designating areas close to civilians, the risk is reduced. This measure is supplemented by the systems self-destruct capability, ensuring detonation prior to any accidental civilian casualties if no designated target is present in the guided area. [1][5][8][9]
The failure of the propulsion system can be mitigated by an acceleration-deceleration triggered fuze, a secondary ejection system for if it fails to fire from the launcher and the self-destruct of the system. [6]
The threat posed by a fire hazard can be mitigated by enclosed packaging to avoid exposure to people or chain reaction, by storage and use in areas a minimum safe distance from civilians or unneeded personnel, by storing the system without fuels when possible and by having an ejection system and self-destruct for mitigating damage if ignited whilst in use on launch platform, or if prolonged exposure has changed results unexpectedly. The addition of a sprinkler system , whilst potentially damaging to the long term health of the munition, does mitigate an imminent threat by fire. [2][11]
The risk of injury or damage to the system caused by handling hazards can be mitigated with proper lifting technique, such as contoured lifting and by the use of safety equipment like steel capped boots and hardhats. [7]
[bookmark: _Toc235189449]Post-Control Risk Estimate
With these mitigation strategies and controls in place there are now 3 well maintained lines of defence that must fail to result in a civilian casualty through a failed guidance system; the guidance system itself, the targeting system and the self-destruct system. Based on having three lines of defence before there being a credible risk to civilians, the likelihood of a civilian death is estimated to be rare, and thus the risk is estimated to be tolerable. [6][5][3]
With these mitigation strategies and controls in place there are now 2 well maintained lines of defence that must fail, in combination with human error to result in a civilian casualty through a failed targeting system; the targeting system itself, the self-destruct system and failure by personnel to identify civilians within guidance area. Based on having two lines of defence before there being a credible risk to civilians, and the need for further human error, the likelihood of a civilian death is estimated to be unlikely, and thus the risk is estimated to be tolerable if provably ALARP (As Low As Reasonably Practicable). [6][5][3]
With these mitigation strategies and controls in place there are now 2 well maintained lines of defence that must fail to result in a civilian casualty through a failed propulsion system; the propulsion system itself and the self-destruct system. Based on having two lines of defence before there being a credible risk to civilians, the likelihood of a civilian death is estimated to be unlikely, and thus the risk is estimated to be tolerable if provably ALARP. [6][5]
With these mitigation strategies and controls in place, due to the minimum safe distances, there is no credible threat to civilians; there is, however still a credible threat to cause multiple personnel fatalities.  There are now a minimum of 2 well maintained lines of defence that must fail to result in multiple fatalities through a fire hazard; the isolation from sources of fire or heat and safe packaging of the system. Due to the minimum safe distances, there is no credible threat to civilians; there is, however still credible threat to cause multiple personnel fatalities, estimated to be unlikely and thus tolerable if provably ALARP (As Low As Reasonably Practicable). [8][6][5]
With these mitigation strategies and controls in place, due to the minimum safe distances, there is no credible threat to civilians; there is, however still a credible threat to cause multiple personnel fatalities.  There are now 3 well maintained lines of defence that must fail, in combination with human error to result in a fatality through a handling hazard; the fuze, the storage container and a secondary guidance safety as well as operator error to drop it. Based on having three lines of defence before there being a credible risk of fatalities, and the need for further human error, the likelihood of multiple fatalities is estimated to be rare, and thus the risk is estimated to be tolerable. [8][6][5]
With these mitigation strategies and controls in place, due to the minimum safe distances, there is no credible threat to civilians; there is, however still a credible threat to cause multiple personnel fatalities.  There are now 2 well maintained lines of defence that must fail to result in a fatality through an inadvertent detonation; the fuze, the storage container and a secondary guidance safety. Based on having three lines of defence before there being a credible risk of fatalities, the likelihood of multiple fatalities is estimated to be rare, and thus the risk is estimated to be tolerable. [8][6][5]
This information can be seen displayed in table 2.
[bookmark: _Toc235189450]Risk Classification Matrix
See Figure 1





















[bookmark: _Toc235189451]Section 2 – ALARP Justification (Fire)
[bookmark: _Toc235189452]ALARP Justification (Fire)
Firstly the severity classification of a fire hazard has not been reduced by control measure put in place, as whilst the risk of a civilian fatality has been mitigated, there is still a risk of multiple personnel casualties, this was primary achieved by putting in place minimum safe distances that the system can be stored from, this distance would vary depending on numbers of the system stored in one place. Based on this, and the system only being operated, transported and maintained by suitably qualified and experienced personnel, the system should not then be exposed to civilians in the first place. [8]
The severity is further limited by storing the system without its fuel, as to minimise the spread of fire and the size of a potentially resultant detonation. This would actually save money as over long storage the fuel would otherwise need replaced. Whilst a simple thing to implement it would greatly reduce the severity and reduce the risk of sympathetic detonation, the worst case result of a fire hazard.
Things considered to further limit the severity of the hazard are reducing the number of people at risk by operation and handling being done solely by one person, however this substantially increases risk to that one person, requiring they move the system themselves whilst also being ineffective unless they are also the only person within the minimum safe distance. This however increases the risk of operator error and makes management and oversight of the site impossible, because of this the risks created by it are greater than the risks it mitigates. [7]
Another method to reduce the number of people exposed is remove people entirely and have the system operated and handled remotely, this would be very expensive, requiring custom equipment, a great degree of training for those using this equipment, and right now is not sufficiently developed technologically to be done without increasing the risk of accidents substantially. It is also of note that in event of any kind of handling error there would still need to be personnel sent to fix it manually. [12]
Because of these the worst case scenario for a fire hazard is considered to be the death of multiple personnel and this has been result has been reduced to be as low as reasonably practicable.
In regard to the likelihood, multiple controls and mitigations have been put in place to minimise the chances of a hazard occurring or resulting in that worst case for severity. The first thing is the operation, transportation and maintenance by suitably qualified and experienced personnel, this does carry high costs however the risk of human error are greatly lowered and it ensures that in event of an error the personnel present are aware of what they should do in response, thus also helping to minimise exposure.
Another key control is the regular maintenance and checks of the system, allowing personnel to check for potential degradation or electrical issues that could cause ignition or developing flaws that expose the payload to any occurring fire hazard to a greater than designed extent, thus minimising the risk of the system starting a fire and minimising the consequence if one does.
Other controls to avoid fire hazards are to have the system stored separately to flammable materials, making the starting of a fire by another source nearby or the spreading of the fire from somewhere else in the area more difficult. Making the storage area an otherwise sterile area with no unnecessary flammable materials is an effective way to minimise this risk and carries a relatively low burden, as there a few flammable materials that would be necessary on site. [2]
 Ensuring that the system is stored in a sheltered space, where it is not directly exposed to wind, precipitation and sunlight, both reduces exposure to weather that could degrade the system and make it more prone to a fire hazard and more likely to become a fire hazard, and the reduce exposure to sunlight helps to control the environment around them to be cooler and thus less vulnerable to fire hazards. This is a relatively expensive option however the cost is front loaded, requiring much less for prolonged use, whilst the risk of alternatives is to great for it not to be used. [2]
Packaging the system properly in a non-flammable insulating packaging also reduces the risk substantially as the packaging will reduce the exposure of the system to fire, reduce the spread of a fire from the system, and control the risk of sympathetic detonation, with the packaging of both copies of the system needing to be overcome. The packaging is not inexpensive but can be reuse if checked and recertified for use, it also helps majorly in controlling the risk for all plausible fire hazards.[2]
Building the storage site at a minimum safe distance from other buildings or areas, both military and civilian also reduces the likelihood of exposure to a fire hazard, as the chances of a minor fire outside of the site successfully spreading to the site are made very low. This can be difficult in some areas, however it is vital, as the safe operation of the system is improved for all hazards by minimising exposure to civilians. [8]
The implementation of a proper sprinkler system to a building is a low cost method to control the risks of a fire spreading from and to munitions. It does, however, increase the risk of humidity or water damage to the system, and though these are reduced by proper packaging, all systems involved in such an incident would need to be thoroughly checked and could not be then useable, though this is expensive it is effective. [2]
In event a fire occurs on the launch platform, and ejection system to remove it and prevent potential damage to the platform or sympathetic detonation of the other copies of the system or other explosives carried by the platform should be used, as this is a part of the design, such a change would be very expensive and a more specific cost-benefit analysis would have to be done to measure the relative value added by this.
The final major proposed method to reduce the risk posed by a fire hazard is the storage of the system without and separate from its fuel. When the system is not intended to be used the inclusion of fuel is a risky and unnecessary decision and its absence removes a vector by which fire could spread or have occurred.
Alternative or additional measures discounted due to grossly disproportionate costs are storage and transport of the munition being done on an individual basis. Whilst this does remove the risk of sympathetic detonation it creates a huge and unjustifiable cost at every step of logistics and imperils its ability to be used for its purpose.
Another example of a considered method to reduce first risk that creates disproportionate costs or burdens is the completed defoliation of the entirety of the region around the site, this does reduce the risk of fire substantially but requires a great use of time, money, creates great ecological damage and requires these things to continue to maintain the clear region. 
To further reduce risks all munitions could be stored and transported, when not in use, within a container filled with water, this would certainly massively reduce the risk of a fire hazard by reducing exposure from an outside source and increasing the difficulty of proliferation from one munition to another. However, this firstly massively increases the size and weight of the system and its packaging, making transport and storage more cumbersome, more time consuming and more expensive. More importantly it also creates a separate hazard, the storage of the munition in water results in a humid environment damaging to the payload and the risk of degradation making the system behave unreliably and unpredictably is not considered as a worth trade-off for a munition, where reliability is key. [11]
Based on the suggested and implemented methods to control and mitigate fire hazards and the consideration of alternatives methods to reduce the severity and likelihood of such a hazard the system risk from fire hazards can be considered sufficiently justified As Low As Reasonably Practicable.
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Figure 1
	Risk Matrix
	Insignificant (No Injury, Negligable Damage) 1
	Minor (Injuries/ No injury to Civilians/ Limited Damage to System) 2
	Significant (Serious Injuries/ Minor Injury to Civilian/ Repairable Loss) 3
	Major (Fatality/Serious Injury to Civilian/ Major System Loss) 4
	Severe (Multiple Fatalities/Single Civilian Fatality/ Total System Loss) 5
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	Intollerable
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	4
	Tolerable, If demonstated ALARP

	Moderate (10^-5)
Known to Occur 3
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	Tolerable

	Unlikely (10^-6)
Could Occure Occasionally 2
	 
	 
	 
	 
	 
	
	2
	Broadly Acceptable Risk

	Rare (10^-9)
Extreemly Unlikely to Occur 1
	 
	 
	 
	 
	 
	
	1
	Broadly Acceptable Risk




	ID
	Keyword
	Cause
	Consequence
	Controls
	Recommendations
	S
	L
	R
	Action
	Comments

	001

	Guidance System
Failure
	Electrical Failure
Mechanical Failure
ESM Interference
Loss of communications
	Hits wrong target. Death of civilians.
	
	
	5


	4
	6
	
	



	002

	Propulsion System Failure
	Electrical Failure
Mechanical Failure
Chemical Failure
	Hits wrong target. Death of civilians.
Fail to launch. Death of Personnel

	
	
	5
	4
	6
	
	



	003
	Targeting 
Failure
	Electrical Failure
Mechanical Failure
ESM Interference
	Hits wrong target. Death of civilians.
Fail to launch. Death of Personnel

	
	
	5
	4
	6
	
	



	004
	Fire
	Slow heating
Fast heating
Sustained Exposure
	Detonation. Death of civilians.
Sympathetic detonation. Death of civilians.
Burning. Death of civilians.
	
	
	5
	5
	6
	
	



	005
	Handling
	Dropping
Improperly Fitting
Lifting Failure
Maintenance error
	Crushing. Death of personnel.
Detonate. Death of civilians.
Loss or increase of performance. Death of civilians.
	
	
	5
	5
	6
	
	



	006
	Inadvertent Detonation
	ESD, Shock
Humidity
Vibration
	Detonate. Death of civilians.

	
	
	5
	4
	6
	
	




Table 1

Table 2
	ID
	Keyword
	Cause
	Consequence
	Controls
	Recommendations
	S
	L
	R
	Action
	Comments

	007
	Guidance System
Failure with controls
	Electrical Failure
Mechanical Failure
ESM Interference
Loss of communications
	Hits wrong target. Death of civilians.
	Self-destruct
Targeting system
	System only operated, transported and maintained by suitably qualified and experienced personnel
 Regular maintenance and checks
System not fired at targets in close proximity to civilians 
	5
	1
	3


	
	

	008
	Propulsion System Failure with controls
	Electrical Failure
Mechanical Failure
Chemical Failure
	Hits wrong target. Death of civilians.
Fail to launch. Death of Personnel

	Acceleration /Deceleration based fuzes and safeties.
Self-destruct
Secondary Ejection system.
	System only operated, transported and maintained by suitably qualified and experienced personnel
Regular maintenance and checks, including for fuel.
System not fired at targets in close proximity to civilians
	5
	2
	4
	
	

	009
	Targeting 
Failure with controls
	Electrical Failure
Mechanical Failure
ESM Interference
	Hits wrong target. Death of civilians.
Fail to launch. Death of Personnel
	Based fuzes and safeties.
Self-Destruct
Guidance system
	System only operated, transported and maintained by suitably qualified and experienced personnel
Regular maintenance and checks
System not fired at targets in close proximity to civilians
	5
	2
	4
	
	Like Propulsion and guidance, but is more likely to be in closer proximity to intended target, reducing likelihood of civilian casualties so long as target is distant to civilians as recommended.

	010
	Fire with controls
	Slow heating
Fast heating
Sustained Exposure
	Detonation. Death of civilians.
Sympathetic detonation. Death of civilians.
Burning. Death of civilians.
	System stored in a non-flammable environment
System enclosed in insulating packaging
System kept in non-public sites with a minimum safety distance from civilian areas

Use of sprinkler system.
	System only operated, transported and maintained by suitably qualified and experienced personnel
Regular maintenance and checks
Store Unfuelled when possible
	5
	2
	4
	
	

	011
	Handling with control
	Dropping
Improperly Fitting
Lifting Failure
Maintenance error
	Crushing. Death of personnel.
Detonate. Death of civilians.
Loss or increase of performance. Death of civilians.
	Acceleration /Deceleration based fuzes and safeties.
Storage container.
	System only operated, transported and maintained by suitably qualified and experienced personnel
Regular maintenance and checks
Use of lifting techniques like contoured lifting
Implementation of a safe method to lift, ie minimum of two people. 
Maintenance done with weapon in safe state, ie safeties, removable fuse.
	5
	1
	3
	
	

	012
	Inadvertent Detonation
	ESD
Shock
Humidity
Vibration
	Detonate. Death of civilians.

	Transport in shock absorbent packaging
Transport in enclosed environment
Acceleration /Deceleration based fuzes and safeties.

	System only operated, transported and maintained by suitably qualified and experienced personnel
Regular maintenance and checks
	5
	1
	3
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