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Introduction 
In this research paper, I aim to research hypervisors and their respective types, 

discuss advantages and how they are structures, and I will also create a virtual 

topology given in the task. 

 

 

Task 1 
A hypervisor is software that makes virtualization possible by creating virtual 

computers and able to run such virtual computers on a single physical computer, 

ensuring that each virtual system has its own operating system and applications. 

There are 2 types of hypervisors namely; TYPE 1 hypervisor and TYPE 2 

hypervisor. TYPE 1 hypervisors run directly on the host system and employ bare 

metal architecture, which does not require an operating system. While TYPE 2 

hypervisors run on an application installed on the host system and adopt an 

architecture type called the hosted architecture. The hypervisor allows the 

physical system to allocate computer resources such as the CPU and memory to 

each virtual system as required. The two types of architecture in a hypervisor are 

hosted and bare metal. The hosted architecture requires the operating system to 

be installed on the hardware which then allows the hypervisor to be installed 

which consists of a hypervisor layer, partitions, and virtualization stacks as shown 

in fig.1 



 

In the bare metal architecture, no operating system is required in installation only 

the physical system is required as shown in fig.2 

 

 

There are many features of hypervisors, such as-  

• Partitioning – hypervisor can use the computer hardware efficiently and 

allows multiple independent software to run in the hardware concurrently. 

• Resource distribution – hypervisor can find the best way to distribute 

limited resources between multiple applications.  



• Isolation – hypervisor makes sure all the virtual machines are independent 

of each other which prevents the problem of one virtual machine from 

infecting another virtual machine. 

• Communication – hypervisor handles all communications between each 

virtual machine 

• Scalability – hypervisors allow easier management of resources like adding 

or removing. 

 

Using a hypervisor requires your hardware to have some baseline requirements, 

such as  

• A 64-bit processor with a with a second level address translation (SLAT) 

capability 

• 4GB RAM minimum processor 

• Virtualization support enabled in BIOS 

• A CPU with multiple cores like AMD for optimal performance  

• Gigabit ethernet network 

• A fast storage like SSDs 

Benefits of hypervisors - 

• Improved security – since hypervisors use virtual machines that run 

independently on the hardware any crashes or virus attacks are isolated 

and have no hope of affecting other virtual machines like a sand box. 

• Improved flexibility – the use of VMs makes it easier to manage resources  

• Cost reduction – hypervisors eliminate the need of more physical hardware 

with the use of VMs 

 

The IP address is a unique sequence of numbers or letters that is specific to a 

computer on the network and acts as the device's identifier. It is normally in an 

octet form. The IP stands for Internet Protocol. In terms of the functionality of the 

network, the IP address acts as a unique postal code address. Like in the sense 

that if packets of data need to be sent to a computer would need its correct IP 

address to receive the correct information. The IP address also manages traffic on 



the network by creating subnets of itself, allowing communication between 

devices on different networks through switches and routers. There are 2 types of 

formats regarding IP address, the IPv4 and IPv6. The IPv4 address structure is in 

the form of a numerical string divided into octets like (192.0.2.1) where each part 

of the octet has a specific function for the network. The IPv4 format explains that 

the first octet (192) identifiers the network ID and the remaining octets identify the 

host ID as shown in fig3. 

   

The IP address also had a subnet mask which acts as an identifier that tells 

network specialist which part of the IP address belongs to the network. IPv4 

addresses also have various classes like class A, class B, class C, class D 

(multicast addresses) and class E. IPv6 addresses are in a 128-bit format divided 

into eight 16-bit blocks (or hextets) divided by colons as shown in fig 3.2 



 

The IPv6 format is the newer format which was made 20 years ago and was 

meant to replace the old IPv4 format because as the years go by the number of 

computers connecting to the internet has increased and the IPv4 format is not 

able to satisfy the needs of all the devices which the IPv6 is able to. 

Difference between IPv4 and IPv6 
IPv4 IPv6 

32-bit address 128-bit address 

Allows fragmentation No fragmentation 

Network address translation  No network address translation 

needed 

Address config. Manually or with 

DHCP 

Automatically configurated 

 



There are many applications of IP addressing mainly - 
• Cloud computing – this is used to manage and provide services to 

companies or homes that desire to keep secure data in a cloud, only 

allowing IP addresses familiar to the company or home, shown in fig4.

 

•  Online gaming – IP addresses are used in online games to connect various 

accounts to a local server or a session. 

• Local area networks – the management of devices and communication of 

devices connected to the same router by a LAN cable is done with all 



devices having the same IP address as shown in fig 5.

 

Routing is a process in which a network path is selected for communication 

between each computer on the network. Routing protocols are a set of rules 

designed to find the best pathway possible for forwarding data and ensuring 

routing information is sent between routers regularly allowing routers to build up 

network topologies. There are many types of routing protocols namely; static 

routing, dynamic routing, distance-vector routing, and link-state routing. 

Static routing also called non-adaptive routing is a type of routing that the 

network administrator needs to manually configure the routing for example if we 

have 3 different paths the network administrator needs to pick a certain path for 

the nodes to transmit data from one to the other. The network administrator is 

InCharge of routing data packets to their destination. 

Dynamic routing- in this process the routing of pathways is automatous because 

the pathways chosen are the shortest route due to various shortest path 

algorithms and pre-determined metrics. This routing process is also called 

adaptive routing, and the router makes changes to the routing table when new 

paths are taken. 

Distance-vector routing – this method routers use by finding the best path for data 

to travel across a network. Each router keeps a router table with the number of 

hops used to get the data to its destination which will then show the shortest 

distance each router took and shares the information with its neighbors to update 

their tables and find the most efficient route. 

Link-state routing- this routing method is like the opposite of distance-vector 

routing because instead of using an algorithm, link-state routing uses link-state 



routers to exchange information amongst each router allowing them to lean the 

entire network topology. 

Difference between static routing and dynamic routing. 

STATIC ROUTING DYNAMIC ROUTING 

 The routing is manually configured The routing is automatically 

configured 

Does not adapt to changes in the 

network topology. 

 Adapts to changes in the network 

topology. 

 

Requires manual updates  Updates routing routes automatically  

This routing is less scalable as it is 

mostly used for small and simple 

networks 

This routing is more scalable as it is 

mostly used for large and complex 

networks 

 

A VPN is an application that makes a secure network when using public networks 

by encrypting online traffic and hiding your online identity. Making it more 

difficult for third parties to steal information. A VPN has many key features and 

concepts  

Concepts and features of a VPN 

CONCEPTS FEATURES 

Creates a secure and encrypted 

connection between two parties over 

the internet 

VPNs mask the IP address and location 

of users  

Encapsulates data packets within 

another protocol to create a secure 

connection 

VPNs enable remote access to 

networks and resources 

Can verify and identify users and 

devices 

VPNs enables firewall protections to 

block unauthorized access  



 

The DHCP (dynamic host configuration protocol) is a protocol used to assign IP 

addresses automatically. It is also the main protocol where users on an enterprise 

network communicate. 

Concepts and features of a DHCP 

CONCEPTS  FEATURES 

Automatically assigns Ip addresses 

and other network setting to devices 

on a network  

Provides options for configuring 

additional network settings like a DNS 

server and subnet masks  

Assigns IP addresses from a pool of 
available addresses 

DHCP is scalable and able to support 

substantial number of resources 

Able to temporarily assign IP 

addresses to devices and able to 

renew or release it  

Manages a pool of IP addresses, 

ensuring they are not duplicated. 

 

Active directory domain services are the core functions in active directory which 

manage users and devices to arrange them in a hierarchical order. It allows 

companies to customize data to suit their own needs, managing AD DS can be 

done from any computer, to be able to use AD DS there are some key terms you 

need to understand like; schema, replication service, global catalog, and sites. 

Certificate authorities – this is a trusted organization that issues certificates to 

businesses, websites, and individuals. This is done as a form of encryption 

because attackers could make fake websites with stolen information from other 

verified websites. 

Task 2 

I chose a type 2 hypervisor as I found it easier to use and manage compared to a 

type 1 hypervisor. In terms of installation time and use compared to type 1 as well 

as the fact that most type 2 are free of cost. The type 2 hypervisor I used is called 

virtual box but at first that was not my decision as shown below in fig6. I had 

downloaded QUMU which is also a type 2 hypervisor, but it required a 



considerable number of downloads to install the application and I did not feel it 

was safe as shown in fig 7, then I tried to use Hyper-V which is a type 1 but later 

found it to lack in management compared to the later used virtual box as shown in 

fig8.  

Fig 6 

Fig 7 

Using the virtual box, I used a Linux ios operating system called Ubuntu. I picked 

Ubuntu because it was easier to download and get used to deploying networks as 

well as configuring the virtual machines. I also tried a windows iOS operating 

system but found challenges as a product key was required as shown in fig 9, 

then I settled on using Linux for both VMs shown in fig 10. 



Fig 8 

Fig 9 



Fig 10  

After configuring both VMs I then set the network IP Address and Subnet masks 

and ran both the VMs to make sure they both worked, then used a code “IP appr 

show.” This code is a Linux code which shows the IP address of the virtual 

machine, and it worked. 

 



Then to show if both virtual machines could send messages between each other I 

use code “ping IP address –c 5” this code shows how many messages I wanted to 

send in ping format to the other virtual machine and it went successfully as there 

was no packet loss between each VM over the network. 

 

Conclusion  

Hypervisor type 2 is better than hypervisor type 1 because of the ease of use, 

availability, and ease of leaning. 
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