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The scope of the following diagram and tables is to represent the network topology used for the achievement of the tasks required by the first paper.
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[bookmark: _Toc40168392]Figure 1. Network Topology
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[bookmark: _Toc40168393]Figure 2. IP addressing scheme
As visible in the first picture, the network is composed of 2 servers and 2 clients. Each client is connected to a server through a private network connection, called privatenetswitch1.
The servers are then interconnected using another network called publicswitch.
In the tables above is possible to see which IP addresses have been used to configure the various NICs (Network Interface Controllers) to allow the various devices to communicate with each other.
The used addressing scheme does not allow the 2 clients to communicate with each other, but allows the 2 servers to exchange data, through the puclicswitch network.
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The following screenshots show the results of the accomplished tasks required in the Worksheet 1.
The aim was to give to Server1 the role of Domain Controller, create an AD Domain and adding client computers and object in the AD.
After the creation of the Client computer in the AD, was required to connect the physical one, Client1, to the domain.
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[bookmark: _Toc40168394]Figure 3. Domain Controller installed
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[bookmark: _Toc40168395]Figure 4. Client computer creation
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[bookmark: _Toc40168396]Figure 5. Client1 after the connection to the domain
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In worksheet 2 was required to create an OUs, in this case, the various departments of the domain created before and define policies to apply to users.
Once defined these, was required to create groups objects to assign different privileges to the users of the different departments.
The screenshots below, represent the steps followed to achieve the goal.
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[bookmark: _Toc40168397]Figure 6. Task 1 - Creating OU hierarchy
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[bookmark: _Toc40168398]Figure 7. Task 2 - Defining Account Lockout time
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[bookmark: _Toc40168399]Figure 8. Task 2 - Create user accounts
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[bookmark: _Toc40168400]Figure 9. Task 2 - Create Department Managers accounts
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[bookmark: _Toc40168401]Figure 10. Task 2 - How to manage individual accounts
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[bookmark: _Toc40168402]Figure 11. Task 2 - Error message after account disabled
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[bookmark: _Toc40168403]Figure 12. Task 3 - Create user groups
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[bookmark: _Toc40168404]Figure 13. Task 3 - Create managers group
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In the 3rd worksheet was required to create a shared folder with different access permission from the users. Also, was required to set up policies for the management of the Clients for the domain used.
To accomplish this was required to set up Share and NTFS Permissions.
The pictures below, show the various steps and the results of the steps used to complete the worksheet.
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[bookmark: _Toc40168405]Figure 14. Task 1 - Creation of the shared folder and file
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[bookmark: _Toc40168406]Figure 15. Task 1a (Share and NTFS Permissions)
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[bookmark: _Toc40168407]Figure 16. Task 1b (Share and NTFS Permissions)
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[bookmark: _Toc40168408]Figure 17. Task 1c (Share and NTFS Permissions)
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[bookmark: _Toc40168409]Figure 18. Task 1d (Share and NTFS Permissions)
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[bookmark: _Toc40168410]Figure 19. Task 1e (Share and NTFS Permissions)
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[bookmark: _Toc40168411]Figure 20. Task 2a (Group Policy setup)
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[bookmark: _Toc40168412]Figure 21. Task 2b (Group Policy setup)
[image: ]
[bookmark: _Toc40168413]Figure 22. Task 2c (Group Policy setup)
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[bookmark: _Toc40168414]Figure 23. Task 2d (Group Policy setup)
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[bookmark: _Toc40168415]Figure 24. Task 2e (Group Policy setup)
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[bookmark: _Toc40168416]Figure 25. Task 2f (Group Policy setup)
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The Worksheet4 was related to the DHCP service.
In the following screenshots, it is possible to see how this has been implemented and how it looks on both server and client-side.
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[bookmark: _Toc40168417]Figure 26. Task 1 Part A - DHCP Service installation
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[bookmark: _Toc40168418]Figure 27. Task 1 Part B - Client IP before DHCP
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[bookmark: _Toc40168419]Figure 28. Task 1 Part B - Client IP after DHCP
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[bookmark: _Toc40168420]Figure 29. Task 1 Part C1
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[bookmark: _Toc40168421]Figure 30. Task 1 Part C2
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[bookmark: _Toc40168422]Figure 31. Task 1 Part C3
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[bookmark: _Toc40168423]Figure 32. Task 1 Part D – (DHCP Lease and scope)
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[bookmark: _Toc40168424]Figure 33. Task 1 Part D – (DHCP Lease and scope)
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[bookmark: _Toc40168425]Figure 34. Task 1 Part D – (DHCP Lease and scope)
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[bookmark: _Toc40168426]Figure 35. Task 1 Part D – lease renew from client
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[bookmark: _Toc40168427]Figure 36. Task 1 Part D after renewing

[bookmark: _Toc40168391]WORKSHEET 5

In the final worksheet, was required to deploy a DNS on the Server1 and to install the Web Server functionality on Server2, in order to test one of the services that rely on the correct DNS configuration.
The pictures below, aim to show how the DNS is implemented and how the IISS server is configured to allow the services it hosts to be reachable.
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[bookmark: _Toc40168428]Figure 37. Task A - Server1 hostname
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[bookmark: _Toc40168429]Figure 38. Task A -  Server2 hostname
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[bookmark: _Toc40168430]Figure 39. Task B -  Server1 DNS installed
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[bookmark: _Toc40168431]Figure 40. Task 2 - Record verification for the hosts on the network
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[bookmark: _Toc40168432]Figure 41. Task 3 - IISS installation
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[bookmark: _Toc40168433]Figure 42. Task 3 - Virtual directory creation and permissions
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[bookmark: _Toc40168434]Figure 43. Task 3 – web page creation
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[bookmark: _Toc40168435]Figure 44. Task 3 - Web server test from Server1
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Connection-specific DN§ Suffix’ .

(C:\Users\n.chiare1lo>ipconf iy
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(C:\Users\adn-n.chiare1lo.UNTSD>ipconf iy

jiindous TP Configuration

[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . @
Link-local IPu6 Address . . .

IPud Address. . . - - . .
Subnet Mask . . . . . . .
Default Gateway - . - . .

. FeBo: £ 0c0:ce20:26d3 1h102211
ol 192.168.100.3

ol 255.255.255.0

Tunnel adapter isatap.uwtsd.com:

Media State . . Media disconnected
Connection-specific DN§ Suffix’ uutsd.com

(C:\Users\adn-n.chiarello. UNTSD>_
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\Users\adn-n.chiarello.UNTSD>ipconfig /release
jiindous TP Configuration
An error occurred while releasing interface Loopback Pseudo-Interface 1
lstem cannot find the file specified.
[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . @

Link-local IPué Address . . . . £080::d0c0:co20:2643 :h102711
Default Gateway - - - - . . .

Tunnel adapter isatap.uwtsd.com:

Media State . . L. . .. .: Media disconnected
Connection-specific DN§ Suffix’ [ 2

(C:\Users\adn-n.chiarello.UNTSD>_

The sy
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[C:\Users\adn-n.chiare1lo.UNTSD>ipconf iy /renew
indous IP Configuration
in_error occurred uhile releasing interface Loopback Pseudo-Interface 1 : The
lsten cannot find the file specified.
[Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix uutsd.con
Link-local IPu6 Address . . . £080::d0c:ce20:2643:h102711
IPud Address. . . . - . . . . 192.168.100.3
Subnet Mask . . . . . ... 255.255.255.0
Default Gateway . - . . | .
Tunnel adapter isatap.uwtsd.com:

Media State . . . . .. . . . . Media disconnected
Connection-specific BNS Suffix uutsd.com

(C:\Users\adn-n.chiarello.UNTSD>_
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[C:\Users\adn-n.chiare1lo.UNTSD>ipconf iy /all
ltindous TP Configuration

Host Name . . . .
Prinary Dns Suffix’ |
Node Type . . . N
IP Routing Enabled.
UINS Proxy Enabled:

DNS Suffix Search List

[Ethernet adapter Local Area Connectio

Connection-specific DNS Suffix uutsd. con
Deseription . - . - . . . . . Inte1{R> PRO/1688 MT Desktop Adapter
Physical Address. . . 1 . 08-08-27-FO-85-7D
DHCP Enabled. . . . . Yes
Autoconfiguration Enabied Yos
Link-local IPu6 Address . £080: :d0c0:c020:26d3 :h102/11 (Preferred>
IPud Address. . . - - . . 192.168.100.3CPreferred)
Subnet Mask . . 255255255 0
Lease Obtained. 15 April 2020 10:25:22
Lease Expires 23 April 2020 10:25:22
Default Gateuay
192.168.100.1

DHCP Server . .
DHCPu6 IAID . 235485351
00-01-B0-81-25-F5-33-40-08-80-27-F6-85-7D)

DHCPu6 Client DUiD

DNS Sexvers . . . 127.0.0.1
NetBIOS over Tépip. . Enabled

Tunnel adapter isatap.uwtsd.com:

Media State . . Media disconnected
Connection-specific DN§ Suffix’ uutsd.com

Description . . . . . . . Microsoft ISATAP Adapter
Physical Address. . . 1 1 1] 00-08-00-00-06-00-00-E6
DHCP Enabled. . . . . ol No
Autoconfiguration Enabied [ Yoo

(C:\Users\adn-n.chiarello. UNTSD>_
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[C:\Users\adn-n.chiare1lo.UNTSD>ipconf iy /renew
jiindous TP Configuration
An error occurred while releasing interface Loopback Pseudo-Interface 1 : The syl
lstem cannot find the file specified.
[Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . : uwtsd.com
Link-local IPué Address . . . . £080::d0c:ce20:2643:h102711
IPud Address. . . . . . . . . . 192.168.100.3
Subnet Mask . . . . ... ... 2552552550
Default Gateway . - - . . 1 1. 19211681100 1
Tunnel adapter isatap.uwtsd.com:

Media State . . . . .. . . . . Media disconnected
Connection-specific BNS Suffix uutsd.com

(C:\Users\adn-n.chiarello. UNTSD>_
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[C:\Users\adn-n.chiare1lo.UNTSD>ipconf iy /all
lindous TP Configuration

Host Name . . . . . . ..
Prinary Dns Suffix’ 1 [
Node Type . . . -
IP Routing Enabled. [ [
WINS Proxy Enabled. @ 1 [
DNS Suffix Search List. . : uutsd.com
[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix uutsd. con
Deseription . - . - . . . . . Inte1{R> PRO/1688 MT Desktop Adapter
Physical Address. . . 1 . 08-08-27-FO-85-7D

DHCP Enabled. . . . . Yes

Autoconfiguration Enabied Yos

Link-local IPu6 Address . £080: :d0c0:c020:26d3 :h102/11 (Preferred>
IPud Address. . . - - . . 192.168.100.3CPreferred)

Subnet Mask . . . . . 255255255 0

Lease Obtained. . . . 15 Aprii 2020 18:25:22

Lease Expires . . . . 23 April 2020 11:01:07

Default Gateway . . . 192.168.108.1

DHCP Server . . . . . 192.168.100.1

DHCPu6 IAID . . . . 235485351

o : 00-01-B0-81-25-F5-33-40-08-80-27-F-85-7D)

DNS Sexvers . . . 127.0.0.1
NetBIOS over Tépip. .

DHCPu6 Client DUiD

Tunnel adapter isatap.uwtsd.com:

Media State . . Media disconnected
Connection-specific DN§ Suffix’ uutsd.com

Description . . . . . . . Microsoft ISATAP Adapter
Physical Address. . . 1 1 1] 00-08-00-00-06-00-00-E6
DHCP Enabled. . . . . N

Autoconfiguration Enabied [

(C:\Users\adn-n.chiarello. UNTSD>_
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[C:\Users\Adninistratorhost
"host’ is not recognized as an internal or external command,
operable progran or batch File.

C:\Users\Adninistrator>ipconfig /all

iindous TP Configuration

Host Name . . . . . SERUERL
Prinary Dns Suffix uutsd.con
Node Type . . . Hybrid

IP Routing Enable No

UINS Proxy Enabled: No

DNS Suffix Search List.
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C:\Users\Adninistrator>ipconfig /all

iindous TP Configuration
Host Name . . . . . . SERUER2

Prinary Dns Suffix’ |

Node Type . . . N

IP Routing Enabled’
WINS Proxy Enahbled.

Hybrid
No
No
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