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Abstract (Synopsis)
The need for Cyber security practitioners is needed now more than ever before due to the increase of usage of technology. The most commonly daily used technology is Web Applications. Web Applications have made life easier for a lot of people all over the world from food deliveries to talking to family members on the other side of the world they have become part of everyday life. Unfortunately, Cyber criminals have realised how reliant and trusting people have become with everyday technology including web applications and are constantly coming up with new ways of exploiting the technologies for personal gain. The following report is in two parts, the first is based on Web Application security and gives an in depth look into the exploits commonly used through the use DVWA (Damn Vulnerable Web Application) tool and illustrations. This report also includes solutions to mitigate the potential attacks and costs to provide the services just mentioned along with a time frame setting out the time it would take to implement a penetration test. The second part of the report is based on computer forensics and the techniques used to recover lost/stolen data, including cost calculation for the job of forensics investigator. The report comes with a separate report which has screenshot evidence of the DVWA exercises which have been carried out in combination with what is stated in the report.
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[bookmark: _Toc102586263]1.0 Introduction
Throughout the evolution of all technologies of the past, present and future cybercriminals always have and always will (as predictions and analysis shows over the coming years) use complex evasive methods to attempt and even sometimes successfully exploiting said technologies. Adversely affected by these actions organisations and other entities have had to implement the correct security infrastructure to stop or at least mitigate the effects of such attacks, the most effective way of doing this is that professionals from the cybersecurity field called Penetration testers are paid to commence Penetration Tests on the infrastructure to resolve and provide solutions to any vulnerabilities found during the testing. Other professionals that are also known to assist in organisations security are Hacking Forensic Investigators however, unlike Penetration testers Hacking Forensic Investigators are mainly used after a cyber combatant has been successful with their attack because their main focus is to recover any lost data/information and maintain the integrity of the system whilst gathering evidence about the attack for future analysis and possible prosecution (1-3).
Through research into the techniques and procedures of penetration testing the following report clearly states to the reader the many different types of attacks that can be used on a targeted system along with the tools that could be used to initiate the attacks. As stated previously Hacking Forensic Investigators are sometimes necessary during cyber-attacks thus another part of this report is based on the methodologies and techniques used to gain intel of a successful attack and how recovery of any lost data/information is commenced.
Regardless of the type of professional dealing with issues within a network infrastructure or on a technological solution accident can and still do happen which can have the same effect as a successful attack, so it is best practice for professionals to have contingencies in place should any unplanned issues occur so they can rectify as soon as possible (4).
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Table 1: Contingency plan for potential risks
Figure 1: Experiment Gannt Chart
Table 2. List of Penetration tools to use for Web Application Penetration
Figure 2: Visual representation of a Brute Force Attack
Figure 3: Command Injection representation
Figure 4: Cross Site Request Forgery illustration
Figure 5: File Inclusion attack illustration
Figure 6: File Upload Attack illustration
Figure 7: Captcha example
Figure 8: Illustration of SQL Injection attack
Figure 9: Illustration of Weak Session ID Exploit
Table 3: Costs and time frames of solutions
Table 4: Cost of Security Consultancy
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Figure 10: Invoice for Forensic Services

[bookmark: _Toc102586265]1.2 List of Acronyms
XSS – Cross Site Scripting, SQL, OWASP - Open Web Application Security Project, PTES - Penetration Testing Execution Standard, WhoIs, WafW00f, XML, ZAP.









[bookmark: _Toc102586266]2.0 Contingency Plan
In order for penetration tests to be successful there needs to be a set of contingency policies which needs to be followed so that no sensitive data or information is accidentally leaked, changed or deleted but also not interfere with the daily running of the systems/network or in this case web application in any way (4).
	
Risk

	
Impact
	
Prevention
	
Mitigation

	Possible interruption to websites operation affecting its daily running.

	Medium
	No offensive methods that cause this are being used during the penetration test and are out of scope.

	Report incident(s) should they occur immediately to relevant staff of HPC.

	Applications used for penetration test have different applicability and functions such as for system penetration testing rather than web application.

	Low
	Thorough research and analysis completed before penetration test to verify the tools being used.
	Other tools used by professional penetration testers have been installed on separate VM as a contingency plan.

	Current security measures restrict penetration test causing failure to detect some vulnerabilities.

	Medium
	Relevant staff of HPC has been informed of penetration test and agreement has been made of what can and cannot be done
	Only tests that have been stated in case scenario to be implemented so only vulnerabilities in agreed scope will be detected.


	Cannot access website to perform penetration test on the pharmacy’s website healios-pharma.com

	



High
	Contingency plan has been discussed to use Damn Vulnerable Web Application tool 
to show and explain that whilst the attacks would work against a vulnerable web application, they wouldn't against a secured website.

	Contingency plan discussed below including the use of other tools should the Damn Vulnerable Web Application fail for any reason.

	Excess network traffic may interfere with targets operation.

	
Low
	All traffic used in test to be monitored.
	Report any changes and revert to other techniques. Use contingency plan if needed.




[bookmark: _Hlk101638924](Table 1: Contingency plan for potential risks)
[bookmark: _Toc102586267]2.1 Scope of work
The work not being conducted is the contingency plan of the use of Damn Web Application to experiment to show and explain that whilst the attacks would work against a vulnerable web application, they wouldn't against a secured website due to not being able to access the HPC website healios-pharma.com, although not an actual penetration test the experiment will be presented with in a penetration test report to show how one is presented to the reader of this report.	Comment by Carlene Campbell: Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

[bookmark: _Toc102586268]2.2 Out of scope
No live penetration test on actual website due to not having access to any at the time of writing this report.

[bookmark: _Toc102586269]2.3 Experiment timetable
[image: Graphical user interface, application

Description automatically generated with medium confidence]
(Fig 1. Experiment Gannt Chart)




[bookmark: _Toc102586270]3.0 Penetration testing framework
Due to the primary tools being used is based on Damn Web Application the OWASP (Open Web Application Security Project) framework in combination with the PTES (Penetration Testing Execution Standard) framework seems to be the sensible option for the mentioned experiments (5-6).
[bookmark: _Toc102586271]3.1 Penetration testing tools
As stated previously the primary tool that has been agreed to be used is the Damn Web Application tool for the experiments on a Kali Linux OS VM with Burp Suite, GCHQ Cyber Chef and Mozilla Fire Fox with Foxy Proxy Addon. However, contingency tools have also been mentioned previously in this report should the primary fail due to unforeseen circumstances or events. Without a doubt the first go to reconnaissance tool for web applications is Whois as it provides intel about the target (7-14).
If a full penetration test was to be conducted, then the following tools would have been likely to have been used (15-19):
	Tool
	Type
	Method
	Tool Use

	Kali Linux
	Open Source
	Storage and the updating of Penetration tools
	Operating System used for Penetration Testing with built in Penetration Testing tools.


	Parrot Security
	Open Source
	Storage and the updating of Penetration tools
	Operating System used for Penetration Testing with built in Penetration Testing tools. (Would have been used as contingency Operating System should Kali Linux had failed for any reason.)


	Nmap
	Open Source
	Active Reconnaissance
	Used to gather information about the target by scanning ports and finding vulnerabilities.


	Nikto
	Open Source
	Active Reconnaissance
	Provides information about Web Vulnerabilities


	WAFW00F
	Open Source 
	Active reconnaissance
	Identification and fingerprinting of Web Application Firewall (WAF) thus the name.


	Dirb
	Open Source
	Active Reconnaissance
	Identification and fingerprinting of hidden directories within a website.


	Whatweb
	Open Source
	Active and Passive Reconnaissance
	Fingerprinting and Enumeration


	Google-Fu
	Open Source
	Passive Reconnaissance
	Passive information gathering


	CRT.sh
	Open Source
	Passive Reconnaissance
	Passive information gathering


	ZAP
	Open Source
	Attack
	Detect and exploit vulnerabilities


	Burp Suite
	Paid and Community version

	Attack
	Detect and exploit vulnerabilities




[bookmark: _Hlk101639222](Table 2. List of Penetration tools to use for Web Application Penetration Tests)














[bookmark: _Toc102586272]4.0 Types of cyberattacks
By using Damn Vulnerable Web Application, the following cyberattacks can be initiated so for the purpose of the report this what the focus will be on. The following diagrams were created in https://app.diagrams.net/. These are the following attacks (20): 
(See Appendices 1.A for DVWA Report for lab screenshots)

[bookmark: _Toc102586273]4.1 Brute Force
A Brute Force attack uses a list of possible to try and guess the targets password through trial and error, encryption keys and login credentials (21).
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Hlk101639287](Fig 2: Visual representation of a Brute Force Attack)
As can be seen from the diagram above if web application is not properly configured to mitigate Brute Force attacks it allows the attacker to keep attacking time and time again until they eventually create a list which ends being successful.















[bookmark: _Toc102586274]4.2 Command Injection
In order for an attacker to implement a Command Injection they would first need to find a vulnerability within the target an example of such a vulnerability is insufficient input validation as this will allow the attacker to put in their own rogue commands which is called Command Injections (22).
[image: Diagram

Description automatically generated]
[bookmark: _Hlk101639320](Fig 3: Command Injection representation)
As can be seen by the representation once Command Injection is successful it provides the attacker with enough access to go on to another attack based on the server and operator.














[bookmark: _Toc102586275]4.3 Cross Site Request Forgery 
This attack works by the attacker normally using social engineering platforms which is intended to trick the target into clicking on bait such as a URL disguised link or an image with malicious code embedded within it. Once the target clicks on the link, they then become a victim and their own browser sends the malicious code to the targeted web application (23).
[image: ]
(Fig 4: Cross Site Request Forgery illustration)
The main focus of Cross Site Request Forgery (CSFR) attack is to cause a state change on the server of its victims’ credentials which are normally email address or password changes.

[bookmark: _Hlk101372879]















[bookmark: _Toc102586276]4.4 File Inclusion

This type of attack is commonly used by cyber criminals to trick an application (in this case Web Application) into running and/or exposing files on its server, depending on the configuration of said server it can also allow the attackers to execute arbitrary commands and/or allow them to gain access to sensitive data/information if the server is not configured properly in combination with running high privileges (24).
[image: ]
(Fig 5: File Inclusion attack illustration)
As can be seen from the illustration above once the payload has successfully been injected into the server the results requested from payload are then provided to the attacker through the attacker’s own browser.












[bookmark: _Toc102586277]4.5 File Upload

A File Upload attack is when the web server allows users to upload files to the filesystem without validating them first. Failure to validate the name, type, contents and/or size has obvious vulnerabilities in regard to the potential of damage that can be caused (25).
[image: ]
(Fig 6: File Upload Attack illustration)
As can be seen from the illustration above should a malicious file be uploaded to the web server depending on its intent it could possibly give the attacker full access.















[bookmark: _Toc102586278]4.6 Insecure Captcha

Mainly used to stop malicious bots an Insecure Captcha attack is implemented when the developer has not recognised that users can perform actions before captcha confirmation, this is usually the case due to the developer believing that all users will all use a specific part of an application a certain way such when submitting contact forms (26).
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Description automatically generated]
(Fig 7: Captcha example)



















[bookmark: _Toc102586279]4.7 SQL Injection

Probably one of the best-known cyber-attacks SQL Injection is used to manipulate the backend database to access data by use of malicious SQL code (27).
[image: ]
(Fig 8: Illustration of SQL Injection attack)
As can be seen from the above illustration dependent on the malicious code or SQL query it is possible for the attacker do almost anything to the database the same of which a verified engineer could do.

[bookmark: _Toc102586280]4.8 Blind SQL Injection

Different to SQL Injection, Blind SQL Injection retrieves from the database differently by asking the targeted database a set of true or false questions when there is no output from the database to the web page (28).







[bookmark: _Toc102586281]4.9 Weak Session IDs
Weak session IDs provide a vulnerability to be exploited by using an attack method called session hijacking. Session Hijacking works by exploiting the web session control mechanism (29).
[image: Diagram, schematic

Description automatically generated]
(Fig 9: Illustration of Weak Session ID Exploit)
As can be seen by the illustration above vulnerable session ids can allow the attacker to gain access to the user’s login credentials.


















[bookmark: _Toc102586282]4.10 XSS(DOM)

A Cross Site Scripting attack but different from others of its type of this attack focuses on the execution of the payload to the modification of the DOM environment within its target’s browser by the original client sided script enabling client-side code to run abnormally than it normally would run (30).
[bookmark: _Toc102586283]4.11 XSS (Reflected)

Also, another form of Cross Site Scripting Attack this attack is dependent on the web application receiving data through a HTTP request which includes data in an unsafe manner. The aim of this exploit is for the attacker to gain control of the targets browser which allows the attacker to do the same things as the target which includes allowing the attacker to gain access to other applications as if they were said target which would now be victim (31).


















[bookmark: _Toc102586284]5.0 Solutions to mitigate and/or stop cyberattacks
The following describes methods and solutions that will help prevent and mitigate the cyberattacks previously discussed.
[bookmark: _Toc102586285]5.1 Brute Force
There are many different methods and solutions that can prevent Brute force attacks, and these are as follows (32):
· Limiting failed login attempts – When a user fails to login successfully after so many attempts the user account can be locked and will not be able to be accessed until the user has followed set guidelines on how to unlock it which will normally be sent through their email address.
· Disable root user login through SSH – This is done by editing the sshd-config file.
· Use a defined port rather than a default one – This done by editing the port line in the sshd-config file.
· Use of Captcha – When appropriately implemented captchas are a perfect defence against attacks which are automated by bots.
· Limiting any logins to IP addresses.
· Enable two-way factor authentication – This method provides not just the login credentials to login but usually a code that is sent to the user by whatever method they have set, this can be either a mobile number via a text message or email to a verified email address.

[bookmark: _Toc102586286]5.2 Command Injection
The best way to prevent Command Injections from occurring is by implementation of input validation as this will stop the attacker from inputting malicious commands. Also, it is possible add a whitelist of possible inputs which only allows pre-approved input (33).

[bookmark: _Toc102586287]5.3 Cross Site Request Forgery 
The most common method to mitigate against Cross Site Request Forgery attacks is through implementation of synchronizer token pattern from the server. Synchronizer token pattern works by generating a token on a per user session basis or for each time the user enables a request, the server then validates and verifies the tokens existence should there be problems with validation or when verifying the session or request is then aborted (34).
[bookmark: _Toc102586288]5.4 File Inclusion
The following implementation of these methods are the most successful (35):
· Restrict use of arbitrary input data within a literal file.
· Dynamic whitelist implementation.
· Filter which detects possible file inclusions.
[bookmark: _Toc102586289]5.5 File upload
The main purpose of this type of attack is to get at the code of the application so if one of the applications main requirements is for files to be upload then separating them into a separate storage medium rather than the same as the code to the application is a great mitigation technique, this can be done through using a cloud solution for example. If this is not an option, it is possible to allow them to be uploaded without having any malicious code from running by checking the write and read permissions within the directories which are used to store such files or even set up an automation to change the names of files during upload to something the user doing the upload would know (36).
[bookmark: _Toc102586290]5.6 Insecure captcha
The best mitigation for captcha insecurity is to make sure that any user requests cannot be completed until verification of a completed captcha (37).
[bookmark: _Toc102586291]5.7 SQL Injection and Blind SQL Injection
The most effective mitigation is through input sanitization throughout every part of the application and not restrict sanitization just login or forms, by preparing statements within parameterized queries and input validation is a guarantee fix for this form of attack (38).
[bookmark: _Toc102586292]5.8 Weak Session IDs
The following are best solutions to protecting Session IDs (39):
· The longer the better as it makes it harder for the attacker to guess.
· Implementation of a built-in management system to assign automated random session IDs which are hard to guess.
· Tamper proofing of cookies so the server can tell if a cookie has been manipulated in any way.
[bookmark: _Toc102586293]5.9 XSS(DOM) and XSS(Reflected)
Very difficult to mitigate the most successful to protect against these are to implement input sanitization of ALL untrusted data. Only use user input in text context and NEVER as potential code or HTML tags (40). 








[bookmark: _Toc102586294]6.0 Costs and Timeframes for discussed solutions
	
Solution for
	
Start Date
	
End Date
	
Estimated Cost

	
Hourly Cost
	
Task

	Brute Force 

	01/06/2022
	01/07/2022
	£9500
	Developer cost £46 per hour

	Bespoke alterations and additional code to existing code to mitigate Brute force attacks.


	Command Injection

	02/07/2022
	16/07/2022
	£6000
	Developer cost £38 per hour

	Bespoke additional code to the existing for Command Injection vulnerability mitigation (this includes the SQL and Blind SQL injection).


	Cross Site Request Forgery

	25/07/2022
	21/08/2022
	£12000
	Developer cost £48
	Additional code added to existing to provide all relevant mitigation.

	File Inclusion

	17/07/2022
	24/07/2022
	£2250
	Developer cost £46 per hour

	Additional code added to existing to provide File inclusion and File Upload mitigation.


	File Upload

	N/A
	N/A
	N/A
	Developer cost £46 per hour

	Implemented same as File inclusion

	Insecure Captcha

	N/A
	N/A
	N/A (Included in Brute Force cost)

	Developer cost £46 per hour
	Implementation of secure Captcha. To be performed as Brute Force solution.


	SQL Injection and Blind SQL Injection

	N/A
	N/A
	N/A
	Developer cost £38 per hour

	Bespoke additional code to the existing. Implementation alongside Command Injection.


	Weak Session IDs

	21/05/2022
	28/05/2022
	£1500
	Engineer cost £30 per hour

	Changes to current session IDs to make them more secure

	XSS(DOM) and XSS(Reflected)

	N/A
	N/A
	N/A
	Developer cost £48
	Implemented along with cross site request forgery



(Table 3: Costs and time frames of solutions)

[bookmark: _Toc102586295]7.0 Cost for Security Measure Consultancy

	Consultancy
Type

	Start Date
	End Date
	Hourly Rate £
	Total Cost
	Description

	Penetration test

	01/12/2021
	15/12/2021
	£32 per hour
	£2800
	Documented penetration test of Web Application using Damn Web application tool.




(Table 4: Cost of Security Consultancy)











[bookmark: _Toc102586296]8.0 Cybersecurity incident and defensive techniques

Whether it be accidental or from a successful cyber-attack losing data/information can be costly to a an individual or business from all points of view this where it is critical computer forensic investigators become involved. With use of relevant forensic tools and procedures computer forensics investigates and examines data/information stored on relevant systems by identifying, retrieving, maintaining, analysing, recording and presenting the data/information in a manner understandable to non tech savvy professionals such as for court or business. Computer Forensics has multiple steps to be successful which are the following in the exact order (41-42):
· Collection
· Preservation
· Analysis
· Reporting
In regard to the scenario given in the assignment the previous discussed steps will be used to adapt to the investigation and the recovery of the deleted files of HPC.
The first stage of the investigation is to begin development of documentation which will provide preservation to the chain of custody, which will contain the following:
· Time obtained
· Date
· Location
· Unique case number
· Professionals signature
· Reason
When a suspected device is obtained by a forensic professional in this case from HPC it is important that the following details about the suspected device are recorded (43):
· Serial Number
· Type of Device
Whilst preserving the integrity of the suspected device when a forensic professional first goes to retrieve it data acquisition should be used using a relevant forensic tool but must not tamper or damage the suspect device, the forensic tools used throughout will be selected on its unique features which is relevant to the unique scenario dependent on the needs or reasons of HPC which in this case is to retrieve or recover deleted data/information from a suspected former employees device. An ideal tool to recover the data/information from the suspects device in this case is FTK imager due to its capability of acquiring an image of the suspected employees’ devices storage solutions. Another tool which is recommended to aid in this recovery is one that is capable of copying the image of the suspected devices RAM before the device can be shutdown. Multiple copies of backed up files should be created so the loss of one will not affect the investigation. It is paramount that a relevant forensics lab be made available to the professional alongside everything previously stated which should include relevant top spec computer systems capable of supporting the tools (44-45).
Once successful copies of the images have been created, they will then need to be verified using SH1 and MD5 value to keep the copies integral in relation to the chain of custody process, it is required that the images be quarantined to keep it safe and stop any modifications from occurring to keep integrity in line with the process of chain of custody in secure container with read only access. To prove these steps have been implemented to prove chain of custody has been adhered to it is necessary for the implementation of documentation be used filed during this process in relation to the chain of custody (46).
After completion of the preservation stage, it is necessary for the professional to prepare the forensic tools which they intend to use dependent on the need of the investigation as not all forensic tools are relevant to all scenarios but in this case, it is the FTK tool, the professional can begin investigation and examination on the copied image data/information using the FTK tool to look for hidden and deleted files along with encrypted files using several techniques. At the start of this stage the professional will begin by searching for files using extensions which are relevant to what they are searching for, this would be aimed at searching for Rich Text Format (RTF). Microsoft Word and PDF files including all password protected files and files in all locations of the device’s storage (47).
Due to the loss of files being purposely deleted and not accidental it is possible that the suspect changed the file extensions and used other techniques such as steganography to hide relevant data and information as well as ciphering or masking them thus it would also be wise for the forensic professional to use other forensics tools in combination with the FTK tool to analyse any found data further, however if this is the case due to the encryption methods used it would be reasonable for the professional to manually check the files themselves as tools are not always 100% accurate (48).
Due to the amount of work that has been lost and the amount of time that the suspect has put into the workload it is also very likely that the suspect had made copies or sent early versions or parts to other people, so it is it also going to be necessary for the forensic professional to examine the suspects work email and other forms of communication to attempt any types of the files and any relevant information/data be recovered (49).







[bookmark: _Toc102586297]9.0 Forensic Report

	Task
	Description

	Organisation Name:
	HPC

	Objective:
	Recovery of deleted 270 pages of formula for Covid 19 human Vaccine and related mathematical codes.

	Operating System:
	Windows 10 Professional

	Device Type:
	Laptop: Toshiba Satellite Pro

	Serial Number:
	4123615H

	Offence:
	Suspected purposeful deletion or/and changes of data and information.

	Evidence Reference:
	HPC-001

	Case Investigator:
	Joe Bloggs

	Forensic lab location:
	Swansea Forensic Lab (SFL), Swansea, Wales, United Kingdom.

	Tools Used:
	Autopsy, Paraben Email Examiner and FTK tool

	Assessment:
	1. Documentation Chain of Custody
2. Equipment evidence analysis at lab

	Acquisition:
	To preserve original data copies were made multiple times including data from the memory and system configuration has been documented to preserve the original data.

	Investigations:
	Obtained hard disk image of device using FTK tool. Date: 05/01/2022       Time: 10:15am

Analysis/search of all related files to PDF, RTF and DOC. Date 06/01/2022 Time: 11.40am

	Recommendations:
	During the successful recovery of the files, it is evident that the suspect Nera Star had purposefully deleted them. It is recommended that the company regularly backs up all employee works using both onsite storage and off-site storage securely. Due to the nature of the information being backed up it is recommended that all information is encrypted by 256-bit encryption.



(Table 5: Forensic Report (50))





[bookmark: _Toc102586298]10.0 Forensics Invoice

[image: Graphical user interface, application
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(Fig 10: Invoice for Forensic Services)
(See Appendices 2.A) for Invoice document)




[bookmark: _Toc102586299]11.0 Conclusion
Web applications have become implemented as solutions as technology has advanced over the years with a large majority of organisations and individuals using them in their everyday activities to make their life easier and to solve problems that no other solution can solve, this is due to the simplicity, efficiency, scalability and accessibility. Due to this Cybercriminals consider web applications a main target which is also due to the information which is stored on the servers of the web applications which as proven in this report can be exploited due to vulnerabilities within the web application. The risks posed to companies which are reliant on web application technologies are very high when they have not considered the vulnerabilities that are currently documented and can mean the difference between an organisation surviving or not due their reliability on said web applications should a cybercriminal launch a successful attack. As long as organisations can assess their web environments security posture through the use penetration testing by employees who are up to date with the relevant training so they can identify the latest threats this will allow the organisation to improve and mitigate the vulnerabilities thus reducing the risk of being victim to a successful attack, it also allows for organisations to understand their unique security needs which can allow for bespoke software or other solutions be implemented by the organisation. In this report Web Application vulnerabilities were exploited through the use of DVWA (Damn Vulnerable Web Application) tool to allow for a real analysis on the vulnerabilities and the solutions to stop and mitigate the vulnerabilities to which the results showed that Cross Site Scripting vulnerabilities are the hardest to protect against and that it is important for developers to consider all the vulnerabilities when they begin developing the web applications and implement proper sanitisation and validation to mitigate SQL Attacks and Command Injections. The report has also shown how sophisticated attacks have become over the years such as through cyber criminals using files to exploit servers such as photos with embedded code within them.	Comment by Carlene Campbell: Avoid long paragraph
There is no doubt that as technology advances so will the vulnerabilities within web applications and this is why it is important that organisations adapt as they are found. It is paramount that all technology users are trained respectively to recognise such attacks for themselves.
DVWA (Damn Vulnerable Web Application) tool is an excellent tool which is underestimated. DVWA is a great way to train and educate people about the vulnerabilities within Web Applications and has levels for all types of people from normal civilians to experienced cybersecurity professionals with the constant modifications which are continuously being implemented to it when new vulnerabilities are found it provides the opportunity on its own to continue educate its users.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have demonstrated that you have carried out research.  However, you have only used websites mainly from the tool’s sites (which is ok).  Peer reviewed articles for general research would have enhance this section. (Grade mark: 60.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above that can be used to improve your knowledge and understanding in aiding critical analysis. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have used the DAM tools to discuss part 1. Part 2 done but more procedures could be included for instance the first procedure should be: 
• All the ceased devices carefully placed in anti-static bags and transported them to a forensics laboratory. 
Schedule to execute the potential solution done, cost solutions done, recommended solution given. Invoice for the forensics investigation portion. Sample generated report done (Grade mark: 88.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]The Damn tool was used to demonstrate Pentest; SQL injection, password (brute force attack). Documentation tests were done with screenshots. No evaluation analysis of these were done to draw a conclusion of how they could be related to a live website pen test.  Pity you have waited last minute when no access to the live website was no longer permitted.  (Grade mark: 80.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]20

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]A presentable work but could do with some formatting alignment. There are some grammatical errors.  You should use paragraph to enhance your report writing (Grade mark: 70.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]78

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Page 1 of 1

image1.png
|25 Apr 22

102 May 22

w
2 start Finish
E Tue 19/04/22 Add tasks with dates to the timeline Wed 04/05/22
=
Task 18 Apr 22 25 Apr 22 02 May 22 0oMay22 A
® Mode v TaskName - Duration + Finish  » S M T W T F S S M T WT F S s MTWTEFSSMTWTEFS S MTwW
1 > Setup lab 1day Tue 19/04/22 Tue 19/04/22 =
2 <> Install necessary tools 1 day Tue 19/04/22 Tue 19/04/22 -
3 <> Start experiments 7 days Tue 19/04/22 Wed 27/04/2: ——
4 <> End expirements 1day Wed 27/04/2; Wed 27/04/2: -
5 <> Analyse Findings 3 days Wed 27/04/2: Fri 29/04/22 —
. - > Finish report 4days Fri 29/04/22 |Wed 04/05/2: ——
E
T
S
E
z
<
U]
v
e b ———————————— >
Ready > New Tasks - Manually Scheduled B O BR OB O - x4




image2.png
2

Attacker

= o °

Attack list Repeats Login Attack succesful
Attempts untillist is
exhausted
or successful
login




image3.png
Attacker

Server being affected

Injected Commands

Web Application
Attacker Command
Injection Input
Remote Operator

2417 remote




image4.png
Victim clicks on bait

2—0—@

Attacker  Attacker Forge request
embedded in an image
or an anchor (Bait)

Attack succesful




image5.png
Attacker

Modified URL/Image
Results on Browser
attack successful

Web Application & Server

Payload Injection

into server




image6.png
Web Application




image7.png
Please check the box below to proceed.

™
I'm not a robot R

1eCAPTCHA
PrvacyTerms.




image8.png
Attacker can now view
and make changes
to database

Malicious SQL
Code/Query

Database

B
Web Application

SQL codelquery
execution enabled to
database




image9.png
Attacker

User Session ID

Taget o ©

Login Credentials




image10.png
Swansea Forensics Lab INVOICE
(SFL)

- Invoice No: HPC-001

" ‘ Customer Number: [ 38756
Coome io EC—
— =
P _—

Description
Data Analysation and Recovery. ‘£20000
Forensics Lab. 5000
Forensics Tools £6500

Sub Total: =
VAT: B
Shipping detais null dueto work aiready being | Shipping: B
Complets and no hardvars purchasec.
Discount: B
ToTAL: =

Swansea Forensic ab (SF), 2 Quarry Way, Morriston, Swanses.
Phone: 01752123456 Email: FL@hotmaicom




image11.emf
DVWA Report.docx


DVWA Report.docx




Table of Contents
1.0 Introduction	2
1.1 Tools Used:	2
2.0 Brute Force	3
3.0 Command Injection	5
4.0 CSRF	7
5.0 File Injection	10
6.0 File Upload	12
7.0 Insecure Captcha	13
8.0 SQL Injection	14
9.0 Blind SQL Injection	15
10.0 Weak Session ID’s	16
11.0 DOM Based XSS	17
12.0 Reflected XSS	18
13.0 Stored XSS	19
14.0 JavaScript Attacks	21






























[bookmark: _Toc102578658]1.0 Introduction

The following is a report containing screenshot evidence of techniques and tools used on the DVWA labs to promote the written report provided based on the assignment brief.

[bookmark: _Toc102578659]1.1 Tools Used:

· Windows 11 laptop

· Virtual Box

· Kali Linux virtual Machine

· Burp Suite

· Mozilla Firefox with Foxy Proxy add on

· GCHQ’s Cyber Chef















































[bookmark: _Toc102578660]2.0 Brute Force

[image: ]

(Fig 1: Brute Force DVWA using Burp suite 1 of 3)
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(Fig 2: Brute Force DVWA using Burp Suite Snipe 2 of 3)
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(Fig 3: Brute Force successful using Burp Suite snipe 3 of 3)





































[bookmark: _Toc102578661]3.0 Command Injection
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(Fig 4: Command injection vulnerability 1 of 3)
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(Fig 5: Command Injection vulnerability 2 of 3)

[image: Graphical user interface, application

Description automatically generated]

(Fig 6: Command Injection showing commands used as well as retrieved data3 of 3)





































[bookmark: _Toc102578662]4.0 CSRF
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(Fig 7: Cross Site Forgery Request 1 of 4)
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(Fig 8: Cross Site Forgery Request 2 of 4)
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(Fig 9: Cross Site Forgery Request 3 of 4)
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(Fig 10: Cross Site Forgery Request 4 of 4)
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(Fig 11: Cross Site Forgery Request vulnerability 1 of 1)





























[bookmark: _Toc102578663]5.0 File Injection
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(Fig 12: File Inclusion 1 of 4)
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(Fig 13: File Inclusion 2 of 4)
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(Fig 14: File Inclusion 3 of 4)
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(Fig 15: File Inclusion 4 of 4)





[bookmark: _Toc102578664]6.0 File Upload

[image: Graphical user interface, text, application

Description automatically generated]

(Fig 16: File Upload Screenshot)

Unable to do file upload due to working with limited space on Kali virtual machine.























[bookmark: _Toc102578665]7.0 Insecure Captcha

[image: ]

(Fig 17: Insecure Captcha screenshot 1 of 1)

Unable to do insecure captcha due to limited space within Kali virtual machine.



















[bookmark: _Toc102578666]8.0 SQL Injection
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(Fig 18: SQL Injection vulnerability example 1 of 1)



































[bookmark: _Toc102578667]9.0 Blind SQL Injection
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(Fig 19: Blind SQL Injection example 1 of 1)



































[bookmark: _Toc102578668]10.0 Weak Session ID’s
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(Fig 20: Weak Session ID example screenshot 1 of 1)

Predictable cookie as value increases by one each time and can easily manipulated.



































[bookmark: _Toc102578669]11.0 DOM Based XSS
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(Fig 21: DOM Based XSS screenshot 1 of 2)

Added new language selection with a script to provide an alert message when selected stating “Hacked”.
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(Fig 22: DOM Based XSS screenshot 2 of 2)

[bookmark: _Toc102578670]12.0 Reflected XSS

[image: A screenshot of a computer

Description automatically generated]

(Fig 23: Reflected XSS Example 1 of 2)
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(Fig 24: Reflected XSS Example 2 of 2)
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(Fig 25: Reflected XSS script used in DVWA lab 1 of 1)

[bookmark: _Toc102578671]13.0 Stored XSS
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(Fig 26: Stored XSS Screenshot 1 of 4)
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(Fig 27: Stored XSS Screenshot 2 of 3)
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(Fig 28: Screenshot of link that was used to run script when entered)
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(Fig 29: Script that was used to exploit)

Can be used to redirect to another website using window.location script and anyone that clicks on DVWA XSS stored will be redirected to specified website in script until the guest book has been cleared.
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(Fig 30: Stored XSS Screenshot 3 of 3)

When inputting success as stated in the lab is stating invalid token.

















[bookmark: _Toc102578672]14.0 JavaScript Attacks
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(Fig 31: changing source code for JavaScript vulnerability 1 of 2)

Changing token from hidden to make it easier for myself
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(Fig 32: Screenshot of JavaScript vulnerability 2 of 2)



Uses Caesar cypher Rot13 in combination with md5.

[image: ]

(Fig 33: Use of GCHQ’s cyber chef to alter token 1 of 1)



[image: ]

(Fig 34: Original DVWA JavaScript attack token value)
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(Fig 35: Success after inputting token from GCHQ Cyber Chef)
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(Fig 36: Actual token used to implement JavaScript Attack)
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