I have completed a survey in which I have asked multiple police officers in Gwent Police to complete. The survey aims to analyse the perspectives of police officers on cybercrime and the strategies employed to combat it. The survey was open for 3 weeks, resulting in 29 surveys being completed by police officers.
By examining the responses of police officers of varying experience levels, from 1-5 years to more than 10 years, valuable insights can be gleaned on the evolving nature of cybercrime and law enforcement responses.

[image: ]Figure 1 represents the question, “What is your current role in law enforcement?”. The chart shows that 69% of people who completed the survey were police officers, whilst there we 14% detectives, 10% cyber crime specialists and 7% of other officers in the force.
Figure 2 represents the question, “How many years have you been in law enforcement?”. The chart shows that 34% of officers have been in law enforcement for more than 10 years, 10% -10 years, 52% 1-5 years and then there was 1 response who has been in less than 1 year.
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Figure 3 represents the question, “How significant do you perceive the threat of cybercrime to be compared to traditional crime?”. The chart shows that 14% found it very significant, 38% significant, 41% moderately significant, 7% slightly significant and 0% found it not significant.



[image: ][image: ]Figure 4 represents the question, “In your opinion, how has the prevalence of cybercrime changed over the last decade?”. The chart shows that 72% found that it has greatly increased, 28% found that it has increased whilst there were zero responses stating that it has stayed the same or decreased.

[image: ]Figure 5 represents the question, “What new strategies or technologies has your department implemented in response to the rise of cybercrime? (Select all that apply)”. The chart shows the there were 8 responses for advanced training programs, 14 for cyber forensics tools, 19 for collaboration with other agencies, 15 for public awareness campaigns and 10 for hiring cybercrime specialists.


[image: ]Figure 6 represents the question, “How effective do you think these new strategies have been in combating cybercrime?”. The charge shows 1 response for them being very effective, 28% effective, 38% moderately effective, 17% slightly effective and 14% not effective.

Figure 7 represents the question, “What proportion of your department’s resources (time, personnel, budget) is now dedicated to cybercrime compared to a decade ago?”. The chart shows the 28% found it significantly more, 52% more, 21% about the same and there were no responses for less.
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Figure 8 represents the question, “To what extent has cybercrime investigation required changes in traditional law enforcement practices?”. The chart shows 38% believe major changes, 55% some changes, 7% few changes and 0% for no changes.
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[image: ]Figure 9 represents the question, “How would you rate your current level of training provided to law enforcement personnel in dealing with cybercrime?”. The chart shows 1 response for excellent, 14% good, 38% fair, 28% poor, 17% very poor.



[image: ]Figure 10 represents the question, “How important is inter-agency collaboration in addressing cybercrime? The chart shows responses being 45% extremely important, 34% very important, 14% moderately important, 7% slightly important and 0% not important.

[image: ]Figure 11 represents the question, “Has your department increased collaboration with other law enforcement agencies or private sector entities in response to cybercrime?”. The chart 38% being yes, 17% no and 45% being not sure.
[image: ]Figure 12 represents the question, “Are current laws and regulations sufficient to combat cybercrime effectively?”. The chart shows 24% responses being yes, 34% no and 41% not sure.




The survey also asks the following questions and allow open responses;

· “How has your department’s strategy towards combating cybercrime evolved in the last decade?”
· “How has the rise of cybercrime impacted the daily operations of your department?”
· “What legislative changes do you think are necessary to improve the fight against cybercrime?”
· “What do you believe will be the biggest challenges for law enforcement in combating cybercrime over the last decade?”
· “In what ways do you think technology will aid law enforcement in their fight against cybercrime in the future?”
· “Do you have any additional comments or insights regarding the impact of cybercrime on law enforcement strategies and operations?”


By analysing the responses received I can see the following;

1. Awareness and Training:
- Police officers highlighted the importance of public awareness campaigns and advanced training programs in combating cybercrime effectively.
- There were mixed responses regarding the effectiveness of existing training programs, with some officers emphasising the need for continual training to address new threats.

2. Collaboration with Other Agencies:
- Collaboration with other agencies was identified as a key strategy in fighting cybercrime, with officers recognising the importance of sharing resources and information.
- Challenges related to data sharing and cross-border investigations were highlighted, pointing to the need for streamlined processes and international cooperation.

3. Use of Cyber Forensics Tools:
- The deployment of cyber forensics tools was deemed essential in investigating cybercrimes and gathering digital evidence.
- However, concerns were raised regarding the time-intensive nature of digital investigations and the need for adequate resources to expedite the process.

4. Recruitment of Cybercrime Specialists:
- Hiring cybercrime specialists was seen as a crucial step in building expertise within law enforcement agencies.
- Officers emphasised the necessity of dedicated teams and upskilling officers to effectively combat cyber-enabled crimes.

5. Impact of Cybercrime on Workload:
- The increase in cybercrime incidents was noted to have escalated the workload for police officers, necessitating additional resources and specialised training.
- Officers highlighted the challenges of keeping pace with technological developments and the evolving tactics used by cybercriminals.

6. Legislative Challenges:
- Concerns were raised about outdated legislation and the need for legal frameworks to address modern cyber threats effectively.
- Officers stressed the importance of adapting laws to encompass digital offenses and enhance the capabilities of law enforcement agencies.


The analysis of police officers' perspectives on cybercrime reveals a complex landscape characterised by rapid technological advancements and evolving criminal tactics. As cybercrime continues to expand in scope and sophistication, law enforcement agencies face significant challenges in combating this pervasive threat. The findings underscore the importance of ongoing training, collaboration with other agencies, investment in cyber forensics tools, and recruitment of specialized personnel to strengthen responses to cyber-enabled crimes. The results from this survey sheds light on the challenges and opportunities faced by law enforcement agencies in addressing cybercrime and emphasises the importance of continuous adaptation and innovation in the fight against digital threats.
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