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Abstract—This paper outlines key information and network security considerations for FinSecure Ltd (“FSL”), a medium-sized financial services company. The paper begins by identifying both internal and external threats to FSL’s security and then outlines the implementation of threat mitigation measures. The paper then suggests practical measures for monitoring and responding to threats identified, and outlines training and awareness techniques and programs for FSL staff. The paper concludes with a summary of its key findings in implementing effective threat reduction within FSL. 
Keywords— Information security, training and awareness, networking, threat landscape, human error, phishing

i. [bookmark: _Toc172991663][bookmark: _Toc197781508]INTRODUCTION

FinSecure Ltd (“FSL”), a medium sized financial services company, has recently experienced an array of security incidents including phishing and unauthorised network access.
As a result, the board has requested a systematic review of its networking and security policies with a view of threat identification, mitigation, and reduction.
The issues faced by FSL are not suffered in isolation – the UK’s Cyber Security Survey 2024 outlined that 1,111 UK business has identified a security breach in the last 12 months, with 84% of these businesses reporting phishing attacks during that period [1]. This study clearly identifies a problem for companies such as FSL in today’s dynamic security environment, further emphasised by a study of Zimbabwe’s financial sector, which reported that the top cybersecurity barriers were emerging threat identification, limited technical skills, and emerging technologies [2]. 
It is no surprise to note that emerging technologies are raised as a primary focus within the sector, given, for example, the developing use of Artificial Intelligence in infiltration techniques, such as in enhancing network monitoring to expose vulnerabilities in critical corporate infrastructure [3] or by, as described by Song et al, the risk-dense ‘Internet of Things’ which has “expanded connectivity but also introduced vulnerabilities”, such as an increased attack surface for DDos attacks [4].
With an acknowledgement of the ever-evolving threat landscape and FSL’s legal and regulatory responsibilities, this report will seek to carve out a robust and, crucially, an evolving security strategy for FSL to not only mitigate, but anticipate the internal and external risks the company faces. 
ii. [bookmark: _Toc197781509]IDENTIFICATION OF THREATS
A key preliminary measure in many risk management strategies includes the requirement that companies must “ascertain potential threats and vulnerabilities” [5]. Such threats may be segmented into different categories, such as adversarial threats, accidental threats, and environmental threats [5] for the purpose of policy creation specific to each threat type. The below diagram provides context surrounding how a selection of the threats identified below are categorized.
Figure 1 – Threat Classification
[image: A diagram of a system
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Below, several key threats which FSL should implement security considerations for are identified and described.
Phishing 
As reported in the UK Survey, phishing is a significant attack vector for FSL. Phishing is described by Abroshan et al as “a scam email that is designed to lure a victim” [6]. Given FSL’s medium size, the company may employ hundreds to thousands of employees, all of which may play victim to a phishing attempt. Such attempts involve “cognitive and behavioural” [6] techniques to lure victims to click on spoofed links, download malicious material, or upload company data.
Malware
Malware is described as “malicious software.. designed to disrupt, damage, or gain unauthorised access to computer systems” [7].  A particularly dangerous form of malware is Ransomware, through which malware encrypts key files and payment is demanded for their release. Technologies such as LockBit have been used to target financial companies using phishing methods [8] and can cause significant data breaches, such as those suffered by Evolve Bank & Trust resulting in the release of 7.6 million customer details [9]. 
Packet Sniffing
Packet sniffing, a computer program utilised to intercept packets travelling through a network [10] can also be used maliciously to disrupt applications and consume network resources [11].  Information gained via packet sniffing technologies can inform attackers as to, for example, vulnerabilities in servers to perform Denal of Service Attacks [12].
Man-in-the-Middle Attacks
Man-in-the-Middle (“MITM”) attacks involve interception of communications, such as those between banking servers and users which can result in “financial theft and unauthorised access” [13]. As such, these attacks raise concerns about the continuing accuracy of data transmitted and has resulted in the creation of authentication technologies intended to ensure data is transmitted and received without interception [14].
Human Error
As highlighted in the UK Cyber Survey above, phishing is a major attack vector for many domestic businesses. As such, thought should be given to a potentially overlooked aspect of information security – that of human error, which in conjunction with other threats described can increase the likelihood of successful attacks. Evans et al describes humans as “the weakest link with regard to information security” [15] with regards to security incidents, and FSL must give due consideration to its employees when carrying out any risk assessments to enhance security.
Environmental threats
Threats to the physical environment of FSL are wide-ranging, including risk of fire, flood, unauthorized physical access and hardware failure. 
Other threats
Various other threats exist to FSL, including SQL injection and password hacking attempts.
iii. [bookmark: _Toc197781510][bookmark: _Toc172991666]SECURITY POLICIES
To address the security risks identified, FSL must first turn its mind to the creation of policies and procedures which dictate to the organisation how information security should be implemented.
An initial policy-creation step should include communication with Communities of Interest (“COIs”) within FSL. The below diagram outlines how this can be achieved. Involving end users in policy creation in particular will serve a dual benefit of not only creating effective policy, but also will ensure initial employee awareness of the risks posed to FSL, which is particularly important in reducing human error and, as explored by Delso-Vincete et al, may foster familiarity with such policies when later drafted, which can “profoundly shape workplace behaviours” where cyber security is concerned [16].
Figure 2 – Community of Interest involvement
[image: A diagram of a diagram
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Following COI input, policies can be drafted which seek to defend the risk landscape faced by FSL. FSL may begin by drafting an Enterprise Information Security Policy, which would describe, in broadbrush terms, it’s approach to information security. An example of what this may include is noted in Figure 3 below:
Figure 3 – EISP Policy considerations
[image: A diagram of a document
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[bookmark: _Toc172991667]The overarching aim of the EISP should be to accord with established security principles, such as the CIA (confidentiality, integrity, and accessibility) triad to ensure data is kept secure, intact, and can be accessed when needed. Issue or technology specific policy can then follow. Given the threats identified above, specific policies should aim to ensure that users cannot access information to which they do not require access (thereby reducing the scope of successful phishing attempts), should ensure emails are used for company purposes only and internet use is restricted and monitored (to reduce malware/MITM/phishing risks), and should ensure data is retained for only as long as necessary.
The below figure outlines several useful policies FSL could implement. 
Figure 4 – Issue Specific Policies
[image: A yellow and orange text on a white background
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The policies outlined above fall in line with accepted best practice in academic literature [17] and those outlined by prominent security frameworks, such as NIST which advocates for specific access control, physical and environmental protection, and information processing [18]. 
i. [bookmark: _Toc197781511]MITIGATION METHODS
In order to compliment and implement the policies set, FSL will require mitigating technologies to reduce the risk of threat realisation. Suitable technologies are outlined below.
Intrusion Detection
Intrusion Detection and Prevention systems are technologies with the objective of recognizing, logging, reporting and stopping malicious action [19]. These systems may be placed on key host systems or on a network to monitor and prevent cyber-attacks. Such technology should be implemented within FSL on both key networks (such as data networks) and key host based systems (such as those housing databases or key applications). 
Firewall and VPN technology
Virtual Private Networks (“VPNs”) provide “a secure connection across the open internet” [20] and, given home working is common in today’s employment landscape, could assist FSL in ensuring secure connections between employees working remotely and the company network. Coupled with firewall technology which can be utilised to “connect… safe internal networks with hostile environments [21] via implementing rules on permissible traffic in and out of the company network, both technologies can prevent, for example, man in the middle attacks by encrypting traffic (using VPNs) and by filtering unwanted traffic (using firewalls). 
Network security – SSL/TSL certificates, scanning technology
SSL and TSL certificates can be used to encrypt data and authenticate network connections [22]. As such, FSL should consider installing such certificates on its severs to ensure customer transactions are performed securely.  Academic literature supports the benefits of such encryption technology in safeguarding sensitive data insofar that it prevents traffic interception [23] and as such FSL could implement this technology on all financial transactions to ensure data integrity. 

Secure File Transfer Technology
Secure File Transfer technology could be utilised by FSL for larger form document and data sharing. By using platforms such as MoveIt, which logs data transfers for monitoring purposes [24] FSL could ensure that data is transferred securely inside and outside of FSL. 
Intruder baiting technology – honeypots
Honeypots describe purposefully placed vulnerabilities in a corporate cyber landscape. Such technology exists purposefully to “fool the attacker... allowing the admin to… protect against fresh threats” [25]. FSL could utilise honeypots to expose weaknesses in its cyber security landscape and take action to mitigate said weaknesses.
ii. [bookmark: _Toc197781512][bookmark: _Toc172991668]MONITORING AND RESPONSE
Effective monitoring and incident response are essential for FSL insofar that such procedures accord with NIST requirements for “monitoring operations” [26] and ISO standards which lists “incident response” as a core tenant of its recommended practices [27]. Several methods of monitoring and response are outlined below.
Security Information and Event Management 
For FSL to effectively orchestrate its mitigation technologies, a process of Security Information and Event Management (“SIEM”) can assist FSL. The core benefit of a SIEM process is to “collect, aggregate, store, and correlate events” [28] within a security-aware organisation.
For example, an attacker may successfully carry out a phishing attack on FSL which results in the installation of malware. Through the SIEM, these initially isolated incidents could be coordinated, catalogued, and analysed to determine if a co-ordinated attack is occurring. The information gained from this could assist in improving policy (such as email policies) and assist in understanding, assist with best placement of intrusion detection technology, and assist with mitigating any open attack vectors (such as human error or software vulnerabilities) through further training or software updates. 
As such, a SIEM programme allows for continuous improvement within FSL of its security posture – issues raised can support amendments to processes, lead to further technology being required, or lead to additional training requirements. Given the emerging risks of artificial intelligence and ever-evolving threats, the requirement of self-improvement is crucial for FSL.
An outline of a recommended SIEM process is set out below in Figure 5.
Figure 5 – SIEM Flowchart
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Security Orchestration, Automation, and Response
As an additional process to SIEM, FSL should utilise Security Orchestration, Automation, and Response (“SOAR”) technology. Such technology serves as an effective complimentary monitoring and response process to SIEM insofar as it allows security personnel to go beyond the human intervention required with SIEM and automate threat responses, through, for example, the use of “automated playbooks and workflows” [29], which could include automated actions if phishing was detected (to automatically quarantine an email) or quarantining of a malicious program. Implementing SOAR technology has been shown to significantly reduce incident response times and improve analyst productivity [30] and as such both technologies serve to benefit each other mutualistically, as outlined in the diagram below.
The below diagram outlines how these two approaches could  complement each other in FSL’s security environment.






Figure 6 – Benefits of SIEM and SOAR
[image: A diagram of security and security

AI-generated content may be incorrect.]
iii. [bookmark: _Toc197781513][bookmark: _Toc172384826][bookmark: _Toc172991672]TRAINING AND AWARENESS

Whitman et al specifies the importance of training and awareness as an essential step following policy creation, with an aim to lower the instance of security incidents caused by employees [31]. FSL should therefore be mindful that the policies outlined above are only a starting point in employee awareness, and active efforts must be made to ensure employees understand and retain FSL’s security best practices.
Security Education, Training, and Awareness Program 
One method FSL may implement to achieve this aim is a Security, Education, Training and Awareness Program (“SETA”). Given a challenge in arming employees in organisations such as FSL can include user engagement and knowledge retention [32], a SETA program can assist in maintaining a trained, educated and aware workforce on the cyber security risks faced by FSL. 
A SETA programme can be implemented via first ensuring employees are aware of cyber risks relating to specific threats (as a baseline). Training can then be provided as an additional complimentary element to enhance awareness. For employees requiring in-depth knowledge (such as security personnel, who may be responsible for using technologies to quarantine phishing examples) specific security training could be supplied such as CompTIA accreditation [33].


Figure 7 – example SETA for Phishing 
[image: A chart of steps to phishing seta elements
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Ensuring effectiveness of SETA program
Academic research details that an initial assessment of security training/awareness/education needs is a key first step in any SETA program [34]. As such, FSL may wish to conduct surveys on security awareness, conduct internal security breach mock-ups (such as internal phishing simulations), and consult industry wide standards such as NIST to determine how to focus its training efforts. 
iv. [bookmark: _Toc197781514]CONCLUSION
This paper outlines various methods through with FSL can combat the ever-increasing cyber security risks to its corporate landscape. By identifying key threats, mapping threat mitigation to internal policy, implementing effective monitoring and response and, crucial, employee awareness and training of threats. 
It is inevitable that new threats will emerge, however the key benefit of the plan proposed is adaptability – the approach suggested (where outcomes to identified risks can, for example, feed back into to training or policy) leads to security posture which includes a dynamic, layered approach– which, given the present nature of the security landscape, is crucial for effective threat management. 
Further, the plan outlined will ensure that FSL does not fall afoul of its regulatory requirements, such as those imposed by the Financial Conduct Authority, and reduces the likelihood of financial loss or reputational harm from, for example, ransomware attacks. 
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Executive Summary











Recent security incidents, including phishing and unauthorized network attempts, have triggered a cybersecurity review within FSL.





The review has focused on identifying the main threats to FSL, and approaches to mitigate these threats.





The core aim of the review is to ensure growth of FSL’s security landscape, promote regulatory compliance within FSL, and ensure cyber security breaches do not cause financial loss to the company.





Key Threats to FSL







Phishing – 84% of UK breaches involve it (GOV.UK 2024) – main attack vector





Malware (e.g., Ransomware)





Packet Sniffing & MITM Attacks





Human Error – 'weakest link' in security





Environmental Threats (fire, flood, etc.)





Password attempts, SQL injection





Security Policies Overview







Enterprise Information Security Policy (EISP) – broadbrush outline of key security policies





Issue-Specific Policies: Outline in detail for each issue e.g. Data, Email, network security





Policy creation should establish a framework upon which monitoring, response, and training can be developed





Community of Interest (COI) involvement – consult key stakeholders for policy suggestions





Threat mitigation technology







Firewalls & VPNs – secure remote work and block harmful websites





Intrusion detection  – detect and prevent intrusions to the network and key host devices





SSL/TLS – encrypt transactions to ensure information remains as transmitted





Honeypots – attract attackers to learn attack patterns for future detection and prevention





Monitoring & Response







SIEM: Centralized logging & threat detection to manage threats and learn commonalities in attack vectors





SOAR: Automates threat responses ( like phishing quarantines) to ensure speedier resolution of threats 





Outcome: Faster, automated incident handling, leaving security personnel with valuable time to deal with more serious threats





Education, TRAINING AND awareness







Encourage Infosec employees to gain qualifications to enhance knowledge e.g. cyber security accreditations





Essential to conduct research first – surveys/mock phishing attempts to understand gaps in knowledge





Develop SETA program – focus on awareness as baseline – internal memos/emails/posters





Develop knowledge through issue-specific training – e.g. phishing training with quizzes to aid knowledge retention





Example – phishing policy, mitigation, training and awareness







SIEM/SOAR monitor for phishing attacks- if any recorded, automated processes can quarantine any downloaded software





ESIP outlines emails should be a secure information channel. ISSP defines particulars for safe email management





Firewalls, VPNs, and intrusion detection implemented to mitigate risk of successful phishing attacks





SETA program utilized to train staff on risks of phishing on a continuous basis to ensure knowledge is retained and current





What are the benefits to FSL?







SIEM/SOAR/SETA ensures continuous improvement – security is not static, but evolves as landscape evolves





Clear Policy ensures staff and customer expectations are set – security posture outlined before implementation 





Technology can evolve with threats – if new risks identified, new technology can be implemented  





As a result, FSL ensures data is protected, and accords with its regulatory obligations (GDPR/FCA)









Summary of
Recommendations





Questions welcome!

Luke Davies, Cybersecurity Co-Ordinator

2315714@student.uwtsd.ac.uk

Thank You / Any Questions?







✓ Develop clear best practice and mitigation policies on all identified threats – aligned with NIST/ISO





✓ Invest in mitigation technologies and staff to manage and monitor their effectiveness





✓ Create a SIEM function and invest in SOAR technology for effective monitoring and response





✓ Create SETA program in tier fashion to first bring awareness, then train staff, then develop education of key staff
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