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1. [bookmark: _Toc8129537]Abstract. 
This report discusses application development concepts by detailing security vulnerabilities, the risks, impacts and countermeasures of these security risks, a relevant software design pattern is detailed. Application requirements were discussed by introducing the application and detailing the primary requirements of the app. Relevant software design principles are detailed. Implementation is discussed by detailing the models, views and controllers used and screenshots of the application are provided. Finally, an evaluation of the application is discussed by testing and validating the application, a final evaluation of the application is detailed and finally a reflection and future features discussion takes place.
2. [bookmark: _Toc8129538]Application Development Concepts (Task 1). 
2.1. [bookmark: _Toc8129539]Security Vulnerabilities – Risks, Impact and Countermeasures.
As technologies continue to develop and evolve within web application development, the amount of potential security flaws and vulnerabilities will also grow. One of these security vulnerabilities is SQL Injection. SQL Injection is one of the earliest forms of web hacking created and still is one of the most common forms of web hacking. SQL Injection commonly occurs when a web app asks for user input, such as login credentials. However, instead of inputting user details, an inappropriate SQL statement is used instead, and the database behind the website can read an execute said statement. The most common example of an SQL Injection attack statement would be: " or ""=" [1]. The impact of SQL Injection can be devastating towards the database(s) behind the web app. One such impact would be unauthorised access to certain areas of the web app and the database, which can be detrimental to user personal data and privacy. Another impact which is far worse is that the database can be directly altered. In a worst-case scenario, the “DROP” SQL statement can be used to drop the entire database and all stored information along with it. A common method of countering SQL Injection would be to add parameters to the input form which do not allow certain special characters, such as quotes, mathematical equations etc.
	Another potential security vulnerability which web applications face is Cross-Site Scripting, also known as XSS. As detailed in a journal written by Dr. Felician Alecu, Lecturer of the University of Bucharest[ref], like SQL Injection, XSS is one of the more common forms of web hacking. XSS is a method of web hacking where an attacker attempts to steal sensitive data from users by infecting web applications with malicious scripts. XSS typically aims to utilise dynamic web pages that are interpreted by web browsers, this means that the malicious scripts will be input on the web page, such as “<script>DoSomethingMalicious()</script>”, however the scripts will be executed on the hosts local machine, the sensitive information is quietly collected in the background then finally the information is sent back to the attacker [2]. The impact of XSS is devastating to a victims victim’s personal/private information as this information is quietly collected and sent away without the victims’ knowledge. This could lead to impacts such as account hijacking if website account information is stolen, identity fraud if personal information is stolen, monetary fraud if the banking details are stolen etc [3].  There are 3 primary methods to counter XSS. The first method being ‘Escaping’. Simply, this method utilises escaping user input all together. If the user cannot input any data, malicious external scripts cannot be executed. Another method being ‘Validating Input’. This method is very similar if not identical to the method to prevent SQL Injection, where certain characters are not allowed if there is user input available on the web application. The third method of prevention is known as ‘Sanitising’. This method involves accepting user input, however before input reaches its destination, the data is scrubbed clean of any potential mark-up, which is then replaced by an acceptable format [4].  	Comment by Kemi Ademoye: Add the reference here
2.2. [bookmark: _Toc8129540]Relevant Software Design Pattern. 
The Factory software design pattern is a design pattern where an object known as a “factory” is created, and this object can create other objects without the use of constructors [5]. As detailed by Toni Sellares, lecturer at the University of Girona.
“The Factory Method Pattern defines an interface for creating an object but lets the subclasses decide which class instantiate. Factory method lets a class defer instantiation to subclasses.”- Toni Sellarès.
The factory pattern allows the encapsulation of object creation, it also allows the writing of and extension of newly created instantiated objects, without modifying the method’s code, which directly follows the open closed software design principle, which is derived from SOLID. There are two types of factory method implementation, one being a creator which declares an abstract method then a concrete creator implements the factory method, the second method of implementation is a creator defines a default (pre-defined) implementation for the factory method [6]. There are three primary advantages using the factory design pattern. The first advantage being provides an interface approach to code, rather than implementation, this compliments abstraction. The second the advantage being it removes instantiation of proper implementation classes from client code. The third advantage being that using the factory method makes the code more robust, decreases coupling and makes the code easily extendable [7]. 
3. [bookmark: _Toc8129541]Requirements (Task 3).
3.1. [bookmark: _Toc8129542]Introductory description of the application and target audience. 
Razer Store is a web application where the user can browse a selection of real-world products from Razer. The user can select any product and view the individual real-world specifications of the product. The user is also able to register an account with the web app and use that login for future use. With further knowledge, the user would also be able to sort products by their choice and complete a purchase of any product, but ultimately was not able to be implemented. 
3.2. [bookmark: _Toc8129543]Primary requirements.
The primary requirements for the web application have been divided into two section, Technical Specifications and Non-Functional Specifications [8].
Technical Specifications:
· User must be able to register/login.
· User must be able to see details of each product.
· Administrative users must be able to perform CRUD operations on products.
· User must be able to complete a booking*.
· User must be able to sort products*. 
Non-Functional Specifications:
· High quality images must be used.
· The design must be professional.
· The colour scheme must be appropriate and matching.
· Text must be readable.
Due to lack of understanding in certain areas, some of the requirements were not able to be met, these are marked with an ‘*’.
4. [bookmark: _Toc8129544]Design. 
4.1. [bookmark: _Toc8129545]Design Principles followed. 
Software Design Principles can help a great deal with software design and development. One of these design principles is derived from SOLID. The Liskov Design Principle. This design principle was created by Barbara Liskov in 1987 [9]. 
“Functions that use pointers or references to base classes must be able to use objects of derived classes without knowing it”. – Barbara Liskov.
This principle emphasises strong, behavioural subtyping. This means that wherever an object of parent class is used, the object of the child class can take its place with no trouble.  Methods and/or classes that utilise a parent class or interface should not need to know the behaviour of the child classes, because if the principle is followed, the behaviour of the child class should be the same as the parent [10].  
	Another design principle that is derived from SOLID is the Interface Segregation Principle. This design principle was created by Robert C. Martin in 1996 [11].
“…no client should be forced to depend on methods it doesn’t use”. – Robert C. Martin.
This principle describes that if interfaces become too large, then classes may end up using methods they don’t do not use. This exacerbates the problem high coupling. As described by the University of Uppsala, coupling is the effect of one class being reliant on another class or another classes methods, this is bad as effective object oriented programming utilises abstraction, however this goes against abstraction [12]. By creating smaller interfaces, classes can multiple interfaces as required. 
	Both of these design principles followed as C# is an object oriented language, as specified in a document by Microsoft [13], and abstraction is strived for in object oriented programming.   
5. [bookmark: _Toc8129546]Implementation. 
5.1. [bookmark: _Toc8129547]Models, Views and Controllers used.
The web application also utilises many models, views and controllers to provide the overall design and functionality. The Views used were ‘_Product’ and ‘_Layout’, the former view was created from scratch to display all available product cards. The cards include the name of the product, an image of the product and the price of the product. The cards redirect to the details page of the corresponding product. The data is retrieved using Razor [14], for example “@Html.DisplayFor(model => model.Name)”. The latter view was pre-created and slightly modified. The modification allowed for a smoother user experience. A navigation link to the Products page was inserted. 
The primary controller used was ‘ProductsController’. This controller accepts input and converts it into commands that either the model or views can work with [15]. For example, there are edit, create, delete and read operations on the controller, however, for security, an authorisation statement has been implemented on all CRUD operations save read operations, and only an admin user can perform these operations. ‘[Authorize(Policy = "IsAdmin")]’ was used. 
5.2. [bookmark: _Toc8129548]Screenshots of all completed pages. 
There is a Welcome page, see Appendix 1 for screenshot of the Welcome page. There is a Products page, see Appendix 2 for screenshot of Products page. There is a Details page for each product, see Appendix 3, 4 and 5 for screenshots of a few Details pages. There is a Login page, see Appendix 6 for screenshot of the Login page. Finally, there is an Edit page (which is not fully functional), see Appendix 7 for screenshot of the Edit page. 
6. [bookmark: _Toc8129549] Evaluation. 
6.1. [bookmark: _Toc8129550]Verification and Validation. 
The first test is to test login, as seen in Appendix 8, login/register is fully functional.	Comment by Kemi Ademoye: I am more interested in functionality that you have created not that provided by VS
The second test is to test if the product cards redirect their respective details page. As seen in Appendix 9, redirects are fully functional.
The third test is to test admin product editing. As seen in Appendix 10, editing is semi functional.
The final test is to test responsiveness. As seen in Appendix 11, responsiveness is responsive.
6.2. [bookmark: _Toc8129551]Final evaluation of the program. 
As a finished product, there is room to improve in certain areas, such as making CRUD operations within the web application ‘fully’ functional. Another being getting sorting to a functional area. Another being getting a product ordering system functional. However, aspects of the program that were completed are fully functional and professionally designed meet the requirements. These being a login and register system fully functioning, a display all products on a web page using partials and views are fully functioning. The web application is designed with professionalism in mind, the colours match, the site is easy to navigate, and all information is displayed in a tidy, professional manner. Finally, admin users can initialise CRUD operations through the web application, however the operation is not able to be finalised due to the feature being incomplete. Overall, the author is happy with the final web application, however there could be more room to improve.
6.3. [bookmark: _Toc8129552]Reflection. 
In reflection, given more time, in the future, there would be more effort dedicated to getting a sorting and ordering system fully functional. Another aspect which could be improved for future implementations is utilising more tables in the database, which relates to the ordering system as previously mentioned. Another future recommendation could be adding more pages with other functionalities such as contact forms. Another future recommendation could be along with a sorting system, this could be styled in a unique way.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]Very good evidence of engagement with literature skills, and particularly for the development. (Grade mark: 80.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]4

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]A very good discussion of some common web security issues. The section on design patterns requires a clearer explanation of how the chosen design pattern works and is relevant to web applications. (Grade mark: 72.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]18

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA]A good evaluation of the application has been provided identifying its limitations, while documentary evidence of testing is limited and needs to be improved beyond screenshots to further demonstrate different test cases of the application's functionality. Some of your test cases are for default functionality provided with the VS application template which works straight out of the box. I am more interested in functionality that you have created. (Grade mark: 55.00%)
	[bookmark: totalANA]20
	[bookmark: markANA]11

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A good attempt featuring a simple application based on the class tutorial but there is room for improvement. Requirements have been well thought out.  Good attempt at changing the default views, but there is still some room for improvement. Generally, the application is incomplete and requires more functionality as the functionality is currently limited to displaying data. The edit and create views are the defaults, which require some added functionality to make them work.  (Grade mark: 56.67%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]25.5

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is generally well written and presented. (Grade mark: 70.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]62%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate]
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
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