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Index Terms—Zero Trust Architecture, fintech cybersecurity, identity governance, cloud security, ransomware resilience, GDPR, DORA, AI governance, third-party ICT risk.
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[bookmark: _Toc234924615]1. Introduction

The contemporary data security landscape is shaped by a shift from bounded corporate networks to distributed ecosystems made up of cloud platforms, SaaS applications, APIs, remote users, third-party suppliers and AI-driven analytics. This shift weakens the assumption that internal network location can be treated as a reliable indicator of trust.
Ransomware actors, credential thieves and supply chain attackers exploit weak identity controls, exposed cloud workloads and slow remediation processes. ENISA identifies ransomware, data threats, denial-of-service and supply chain attacks as major current threat categories, while Verizon’s 2025 DBIR highlights the continued importance of ransomware, third-party involvement, credential abuse and vulnerability exploitation in breaches[1], [2].
Compared with traditional perimeter-based security, this environment shows that trust can no longer be inferred from network location. NIST states that Zero Trust moves security away from static network perimeters and towards users, assets and resources, with authentication and authorisation performed before access is granted[3]. For Aegis FinTech, this is significant because a fintech organisation processes personal, behavioural and financial data, relies on APIs and cloud services, and may be subject to GDPR AND DORA as it expands into the European Union[4], [5]. AI-powered financial analytics increase the value and sensitivity of data assets, while SaaS and third-party ICT providers introduce concentration and dependency risk.
This paper critically evaluates whether Zero Trust Architecture is an appropriate security and compliance model for a fintech organisation operating across cloud, SaaS, API, remote-working and AI-enabled analytics environments. It asks whether Zero Trust can reduce identity compromise, lateral movement, cloud exposure, ransomware impact and compliance evidence gaps, while also recognising the organisational maturity needed for it to succeed. The findings provide the evidence base for the CISO proposal in Task 2, including organisational design, technical architecture, risk management, ransomware resilience, AI governance and board-level oversight.
This paper argues that Zero Trust is the most appropriate security model for Aegis FinTech because its users, assets, suppliers, APIs, SaaS services and cloud workloads operate beyond a fixed corporate perimeter. However, Zero Trust is not sufficient on its own. Its value depends on governance, identity lifecycle control, asset visibility, telemetry quality, cloud assurance, ransomware recovery and regulatory evidence. Therefore, Zero Trust should be implemented as a staged operating model rather than as a product-led technology deployment.
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Zero Trust is often summarised as “never trust, always verify”, but its value lies in operational control. NIST defines it as removing implicit trust based on network location or asset ownership and continuously evaluating users, devices and resources [3]. For Aegis, this means access decisions should be based on identity, role, device posture, data sensitivity and session risk rather than whether a user appears to be inside a trusted network.
The core principles are identity-centric access, least privilege, assume breach, segmentation, data protection, continuous verification and monitored response. Least privilege reduces blast radius, but only if access reviews, privileged access management and identity lifecycle controls prevent permission accumulation. Assume breach requires systems to be designed so that a compromised account, endpoint or workload cannot move freely across the environment. SIEM, SOAR, EDR/XDR and threat intelligence support detection and response, but automation must be governed carefully because false positives or poorly designed playbooks can disrupt business operations.
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The literature suggests that Zero Trust has become more important because digital transformation has reduced the relevance of the traditional perimeter. Syed et al. describe Zero Trust as a response to the limitations of perimeter-based security and review its dependence on authentication, access control, encryption, micro-segmentation and automation [6], He et al. similarly argue that traditional network protection models cannot adapt effectively to modern environments, but they also note that Zero Trust adoption remains immature and faces challenges in trust assessment and implementation [7]. This suggests that Zero Trust is academically credible but operationally complex. NIST provides a practical model centred on users, assets and resources, while Syed et al. and He et al. highlight implementation challenges such as trust assessment, maturity and operational adoption. For Aegis, this means Zero Trust should not be treated as a purchasable technology stack, but as a staged governance programme dependent on identity lifecycle control, asset visibility, telemetry quality and accountable ownership.
Cloud and hybrid work have changed security assumptions by increasing dependence on externally hosted services, unmanaged networks and distributed endpoints. Hasnain et al. identify data leakage, data tampering, intrusion and cloud outsourcing concerns as recurring cloud security threats [8]. Milward et al. focus more specifically on cloud misconfiguration and propose automated mitigation of misconfiguration vulnerabilities in cloud systems [9]. This is important because fintech firms commonly rely on cloud infrastructure for scalability, yet cloud misconfiguration can expose sensitive financial and/or personal data.
Identity compromise and ransomware are major drivers for Zero Trust. IBM reports that attackers continue to steal and sell identities at scale and that identity-based attacks remain a major intrusion pattern [10]. Microsoft also reports a high volume of identity, phishing and ransomware-related threats across its global telemetry [11]. The evidence indicates that access control, MFA, conditional access and privileged access governance are not optional controls, they are foundational.
Third-party ICT risk matters because modern organisations operate through digital supply chains. DORA explicitly requires financial entities to manage ICT third-party risk, maintain ICT risk management frameworks, detect incidents, recover services and test resilience [5]. Therefore, supplier assurance is not simply procurement administration but a regulatory and resilience requirement.
Regulation increases the need for governance and evidence. GDPR requires the security of processing, data protection by design & by default, breach notification, processor controls and accountability [4]. DORA adds financial-sector operational resilience requirements covering ICT governance, incident reporting, resilience testing, backup, recovery and third-party ICT providers [5]. NIST CSF 2.0 is relevant because it includes Govern, Identify, Protect, Detect, Respond and Recover functions, helping organisations communicate cyber risks to boards and structure evidence [12]
Taken together, the literature shows that Zero Trust is credible but maturity-dependent. NIST, Syed et al. and He et al. support identity, segmentation, monitoring and continuous verification, while cloud, ransomware, AI and regulatory sources show why these controls must be governed and evidenced. Therefore, Aegis should adopt Zero Trust not as a stand-alone technical architecture, but as a board-governed programme combining security engineering, compliance evidence, supplier assurance, AI governance and resilience testing.

[bookmark: _Toc234924618]4. Critical Analysis of Zero Trust Principles

Identity-centric access control is one of the strongest foundations of Zero Trust because many modern attacks misuse valid identities rather than attempting to break encryption directly. MFA, conditional access and identity governance reduce the likelihood that a stolen password grants access to the estate. However, identity controls can fail where supporting processes are weak, such as poorly designed MFA, push-fatigue approval, dormant accounts, excessive privileges or ineffective access reviews. Therefore, identity must be combined with behavioural analytics, privileged access management and user education.
Least privilege reduces the blast radius by ensuring that users, services and administrators only access what they need. Compared with traditional perimeter-based security, where internal users may gain broad access after network entry, least privilege restricts lateral movement. A limitation of this approach is operational friction; if roles are poorly designed, users can be blocked from legitimate work or request excessive exceptions. For Aegis, the practical implication is that least privilege must be role-based, regularly reviewed and supported by efficient approval workflows, otherwise users may seek workarounds or accumulate excessive access over time.
Continuous authentication and authorisation improve security by evaluating risk throughout a session. Device health, location, impossible travel, anomalous behaviour and application sensitivity can all influence access. However, continuous verification requires reliable telemetry and mature policy design. Poorly tuned conditional access may generate false positives or exclude legitimate users, particularly during travel or remote work.
Segmentation and micro-segmentation are important because they limit movement between cloud workloads, development environments and product data stores. However, segmentation depends on accurate asset inventories and application dependency mapping, which many organisations lack. Weak asset visibility can cause broken services and/or unmanaged attack paths.
Data protection through classification, encryption and DLP support GDPR principles and reduce the impact of compromise. However, DLP may create alert fatigue where classification is inconsistent. Visibility and analytics through SIEM/XDR enable detection, but these technologies require skilled analysts and high-quality log sources. Automation through SOAR can accelerate response, yet automation without governance may trigger inappropriate containment actions.
A counterargument is that a growing fintech may achieve faster initial risk reduction through security hygiene, patching, backup testing and privileged access review than through complex micro-segmentation or advanced automation. 
Overall, Zero Trust is more suitable than traditional perimeter-based security for Aegis because its users, applications, data and suppliers operate beyond a fixed corporate boundary. However, it should not be presented as a complete replacement for security hygiene or resilience planning. Its value is highest when identity governance, least privilege, device assurance, segmentation, monitoring and recovery are implemented as mutually reinforcing controls. The key judgement is that Zero Trust should be adopted as a phased governance-led operating model, not as a product-led technology deployment.
A Zero Trust programme should also be compared with alternative security-led approaches. An ISO 27001-first approach would provide stronger management-system discipline, auditability and certification potential, but would not by itself solve identity compromise, cloud access and lateral movement risks. A traditional perimeter model is simpler to operate but unsuitable for Aegis because users, suppliers, APIs, SaaS platforms and cloud workloads sit outside a fixed boundary. Basic cyber hygiene, such as patching, backup testing and privileged access review, may deliver faster short-term risk reduction than advanced micro-segmentation. Therefore, the strongest approach is not Zero Trust instead of governance or hygiene, but Zero Trust implemented through NIST CSF 2.0 governance and later matured through ISO 27001 assurance.
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Identity and Access Management, MFA, Conditional Access, Identity Governance and Privileged Access Management enable organisations to anticipate and protect against account compromise. They support least privilege, access reviews and risk-based authentication. ZTNA and SASE replace broad network access with application-specific access, which is more suitable for hybrid work and third-party users.
SIEM and SOAR support detection, decision-making and response by correlating logs, prioritising alerts and automating approved playbooks. EDR/XDR extend visibility to endpoints, identities, cloud workloads and applications. CSPM identifies cloud misconfiguration and compliance drift, which is important where infrastructure is rapidly deployed. DLP and encryption protect sensitive financial and personal data, while vulnerability management reduces exposure to known exploited weaknesses.
Immutable backups and tested recovery are essential for ransomware resilience because backups form part of response and recovery, and ransomware actors may target backups to make recovery harder [13]. DevSecOps controls, including secure coding, dependency scanning, IaC scanning and pipeline security, help anticipate threats before deployment. For Aegis, implementation sequence matters: IAM, MFA, PAM, asset inventory and logging should come before advanced automation because later Zero Trust controls depend on accurate identities, known assets and reliable telemetry. Without this maturity, tools risk becoming disconnected controls rather than an integrated security capability.
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Zero Trust implementation faces legacy infrastructure, cost, skill shortages and user resistance. Older applications may not support modern authentication or fine-grained access controll. Cost is significant because Zero Trust often requires identity modernisation, endpoint management, SIEM/XDR licensing, cloud security tooling and specialist staff. Skill shortages also affect the ability to tune detections, interpret alerts and maintain governance.
Implementation complexity can create policy sprawl, where overlapping conditional access, DLP and segmentation rules become difficult to manage. False positives may reduce user trust in security controls. Privacy and monitoring concerns also arise because continuous verification depends on collecting user, device and behavioural telemetry. Therefore, monitoring must be proportionate, transparent and aligned with data protection obligations.
Vendor lock-in is another limitation. SASE, IAM and XDR platforms may create dependencies on a small number of suppliers. Weak asset visibility undermines Zero Trust because access decisions cannot be reliable if assets, identities and data flows are unknown. Over-reliance on tools is particularly dangerous as a dashboard may show coverage, while unmanaged service accounts, shadow SaaS or untested backups remain hidden. Measuring Zero Trust maturity is also difficult because maturity is not a single score but a combination of identity, device, data, network, workload, monitoring and governance outcomes.
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Ransomware, identity compromise, cloud misconfiguration and third-party dependency demonstrate why prevention, detection, response and recovery must be integrated. Verizon and NCSC evidence shows that ransomware and attacks against backups remain significant concerns, meaning Aegis must combine EDR/XDR, segmentation, immutable backups and tested recovery rather than relying on prevention alone [2], [13]. IBM and Microsoft threat reporting also supports the need for identity-centric controls, as stolen credentials, phishing and identity-based attacks remain major intrusion patterns [10], [11]. Cloud security literature further shows that misconfiguration can expose sensitive data, supporting CSPM, IaC scanning and cloud governance [8], [9]. DORA and Verizon evidence also justify supplier assurance and third-party risk management, while AI governance literature supports model monitoring, accountability and human review for Aegis’s AI-powered analytics platform [2], [5], [14], [15], [16].
The MOVEit Transfer case shows this risk in practice: CISA and the FBI reported that CL0P exploited CVE-2023-34362 in Progress Software’s managed file transfer platform and used the LEMURLOOT web shell to steal database content. The case is relevant to Aegis because it shows that regulated organisations can suffer data exposure through trusted third-party platforms, even when their own internal systems are not the original point of compromise. This supports supplier assurance, vulnerability management, contractual incident notification clauses, fourth-party visibility and exit planning [17].
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	Finding
	Evidence
	Limitation
	Task 2 design implication

	Perimeter security is insufficient for cloud, SaaS, APIs and remote work.
	NIST and Zero Trust literature show security must focus on users, assets and resources [3], [6], [7]
	Zero Trust requires maturity, asset visibility and governance; it cannot be bought as a single product.
	Use Zero Trust Architecture, IAM, ZTNA/SASE and board-level governance.

	Identity compromise remains a major attack route.
	Verizon, IBM and Microsoft identify credential abuse, phishing and identity-based attacks as major threats [2], [10], [11]
	MFA and access controls can fail if poorly configured or not supported by user training and access reviews.
	Prioritise MFA, Conditional Access, PAM, identity governance and privileged access reviews.

	Cloud misconfiguration can expose regulated data.
	Cloud security literature identifies data leakage and misconfiguration as recurring cloud risks [8], [9]
	CSPM can create alert fatigue without clear ownership and remediation deadlines.
	Deploy CSPM, IaC scanning, secure baselines and DevSecOps controls.

	Ransomware requires recovery as well as prevention.
	NCSC guidance highlights the need for ransomware-resistant backups and tested recovery [13]
	Backups only reduce risk if restoration, integrity and credentials are tested.
	Implement immutable backups, restore testing and a ransomware playbook.

	Regulation requires evidence of governance and resilience.
	GDPR and DORA require accountability, security of processing, incident handling, resilience and third-party ICT risk management [4], [5]
	Compliance can become superficial if it focuses on documents rather than operational controls.
	Create a compliance roadmap, evidence repository, DPO role and board reporting.

	AI analytics creates additional integrity, privacy and governance risks.
	AI governance literature highlights model monitoring, accountability, transparency and human oversight [14], [15]
	AI risks include data poisoning, biased outputs, privacy issues and over-reliance on automation.
	Appoint an AI Security and Governance Specialist and control AI/cloud use through policy.
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This paper has argued that Zero Trust is necessary but not sufficient for modern data security and compliance. Its strength lies in replacing implicit trust with continuous verification, least privilege, segmentation, monitoring and automated response. However, it fails if treated as a product rather than a governed transformation. For Aegis FinTech, Task 2 therefore combines Zero Trust controls with GDPR and DORA evidence, ransomware recovery, cloud assurance, third-party oversight, AI governance and board-level accountability.

[bookmark: _Toc234924624]Task 2 - Work-Based Project: Chief Information Security Officer Proposal
[bookmark: _Toc234924625]1. Executive Overview
As Chief Information Security Officer of Aegis FinTech Innovations Ltd., I propose the creation of a dedicated Information Security Unit to protect the company’s AI-powered financial analytics platform, support the Series B funding round and prepare for European Union expansion. The Task 1 research showed that Aegis must move beyond perimeter-based security towards Zero Trust, evidence-based governance, ransomware resilience, cloud assurance, AI governance and continuous monitoring.
The proposal converts those findings into seven board-level work-streams: organisational design, policy development, GDPR/DORA readiness, technical architecture, strategic risk assessment, ransomware response and governance roadmap. The programme has three priorities: reduce the highest operational risks first, evidence compliance through working controls rather than policy statements, and build a scalable security function suitable for EU expansion and investor due diligence.
The design logic is evidence-led. Identity compromise evidence from Verizon, IBM and Microsoft justifies MFA, Conditional Access, PAM and identity governance. Cloud misconfiguration evidence justifies CSPM, IaC scanning and secure baselines. Ransomware guidance justifies immutable backups, restore testing and an incident response playbook. GDPR and DORA justify the DPO role, compliance roadmap, supplier controls and board reporting. Therefore, each work-stream is a direct response to risks identified in Task 1 rather than a generic security recommendation.
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Figure 1: Proposed Information Security Unit Structure
Board of Directors
        ↓
Cyber Security Steering Committee
        ↓
Chief Information Security Officer
        ↓
Security Operations | Cloud & DevSecOps | GRC & Compliance | AI Governance
SOC Manager | Cloud Architect | GRC Lead | AI Security Specialist
Security Analysts | DevSecOps Eng. | DPO | IR Lead | Third-Party Risk |

Figure 1 separates operational security, cloud engineering, governance/compliance and AI risk while keeping accountability with the CISO and oversight with the Cyber Security Steering Committee. This reflects the Task 1 finding that Zero Trust requires governance, identity control, monitoring, supplier assurance and resilience rather than isolated technical tools.











	Role
	Core responsibility
	Justification
	Link to Task 1

	CISO
	Own security strategy, risk appetite, board reporting and regulatory readiness
	Aegis requires executive accountability for cyber risk
	Task 1 found Zero Trust requires governance, not tools alone

	Security Operations Manager
	Run monitoring, triage and SOC processes
	Detection and response are essential for ransomware and identity threats
	Supports SIEM/SOAR/XDR findings

	Cloud Security Architect
	Design secure cloud architecture and CSPM controls
	Aegis depends on cloud-hosted analytics and SaaS
	Responds to cloud misconfiguration risk

	DevSecOps Engineer
	Embed security into CI/CD, IaC and application pipelines
	Secure development reduces production vulnerabilities
	Based on DevSecOps evidence in Task 1

	Data Protection Officer
	Oversee GDPR compliance, DPIAs and data subject rights
	EU expansion requires privacy governance
	Supports GDPR accountability and data protection by design

	GRC/Compliance Lead
	Maintain policies, risk register, audits and DORA evidence
	Board and regulators need evidence of control maturity
	Responds to governance and compliance findings

	Security Analyst
	Monitor alerts, investigate incidents and tune detections
	Tools need skilled analysts to avoid alert fatigue
	Addresses SIEM/XDR limitations

	Incident Response Lead
	Own playbooks, exercises and recovery coordination
	Ransomware requires rehearsed containment and recovery
	Links directly to ransomware evidence

	AI Security and Governance Specialist
	Assess AI data, model and output risks
	Aegis uses AI-powered financial analytics
	Responds to AI governance findings

	Third-Party Risk Manager
	Assess suppliers, contracts, cloud vendors and exits
	DORA requires ICT third-party risk management
	Links to DORA and supply chain risk


Although shown within the security governance structure, the DPO must retain independence, senior management access and freedom from conflicts of interest so GDPR oversight is not compromised by operational security priorities. The DPO should advise, monitor and challenge compliance activity, while the CISO remains accountable for implementing technical and organisational security controls.
The first-phase hires should be the Security Operations Manager, Cloud Security Architect, GRC/Compliance Lead and Incident Response Lead because they address the highest immediate risks: monitoring, cloud misconfiguration, regulatory readiness and ransomware recovery. The AI Security and Governance Specialist and Third-Party Risk Manager should then scale as the EU launch and supplier ecosystem matures. Board value: this structure creates clear accountability for operational security, compliance evidence, cloud assurance, AI governance and supplier risk before EU expansion.
[bookmark: _Toc234924627]3. Work-Stream 2: Policy Framework Development
[bookmark: _Toc234924628]3.1 Acceptable Use Policy for AI and Cloud Services
This policy establishes mandatory controls for responsible AI and cloud service use at Aegis FinTech. It prevents personal, financial, confidential or regulated data being exposed through unapproved AI tools, unmanaged SaaS or insecure cloud services. The policy applies to all employees, contractors, developers, analysts and third parties accessing Aegis systems or data.
Only approved AI tools and cloud services may be used for company business. Personal data, customer financial data, source code, credentials, security logs, model training data and confidential business information must not be entered into unauthorised AI tools. AI-generated outputs must be reviewed by a human before use in customer-facing, financial, compliance or security decisions. Cloud services must be approved through security review, data protection assessment and procurement due diligence before use.
Key controls include data classification, logging, DLP, encryption, access control, monitoring and periodic review. Employees are accountable for misuse, and breaches may result in disciplinary action or contract termination. This converts the Task 1 evidence on AI governance, data exposure and cloud misconfiguration into enforceable controls for staff behaviour, approved services and audit evidence.




[bookmark: _Toc234924629]3.2 Hybrid Work and Remote Access Security Policy
This policy defines secure access requirements for hybrid and remote working. It enables flexible working while reducing identity compromise, ransomware and unauthorised access risk. It applies to all remote access to Aegis applications, cloud services, development environments and data stores.
All remote access must use MFA, Conditional Access and compliant managed devices unless formally risk accepted. Access will be granted through ZTNA or approved secure connectivity rather than broad network access. Users must operate from secure Wi-Fi or approved secure remote access services, protect devices from shared use, report loss or compromise immediately, and avoid storing company data outside approved locations.
Least privilege will apply to all remote sessions. Privileged administration must use PAM, session monitoring and separate administrator accounts. Logs must be sent to the SIEM for detection and investigation. The practical implication from Task 1 is that hybrid access should be granted only where identity, device posture and session risk are verified, rather than because a user appears to be on a trusted network.
[bookmark: _Toc234924630]3.3 Third-Party and Cloud Vendor Risk Management Policy
This policy establishes mandatory security, resilience and data protection controls for third-party and cloud vendors. It reduces supplier, SaaS, API, cloud concentration and ICT dependency risk. The policy applies to all vendors that process, store, transmit or can affect the availability of Aegis data, systems or services.
Before onboarding, vendors must complete due diligence covering security controls, certifications, data locations, subcontractors, incident history, resilience, backup, access management and regulatory obligations. Contracts must include security clauses, audit rights, data processing terms, breach notification requirements, DORA-aligned ICT incident obligations, exit planning, secure deletion and business continuity commitments.
High-risk vendors must be reviewed at least annually and monitored for material changes. Cloud vendors must support logging, encryption, identity integration, secure configuration and recovery evidence. This converts the Task 1 evidence on supplier dependency into contractual, assurance and exit controls, reducing the risk that SaaS, cloud or API providers become unmanaged operational weaknesses.
Aegis should also map fourth-party and concentration risk, because several critical services may depend on the same cloud provider, subcontractor or managed platform.
Board value: these policies turn the Task 1 research findings into enforceable rules that reduce staff misuse, cloud/AI data leakage, remote access risk and supplier exposure.
[bookmark: _Toc234924631]4. Work-Stream 3: Regulatory Compliance Strategy
The compliance roadmap maps GDPR and DORA into operational evidence rather than treating compliance as documentation alone. GDPR controls will focus on accountability, records of processing activities, data protection by design and default, processor governance, security of processing, data subject rights and breach notification under Articles 5, 25, 28, 30, 32 and 33–34. DORA readiness will focus on ICT risk governance, incident reporting, resilience testing, backup and restoration evidence, and ICT third-party risk management. This ensures that Aegis can demonstrate both privacy compliance and operational resilience before EU expansion.
	Timeframe
	Requirement
	Action
	Owner
	Evidence
	Success measure

	Months 1-3
	GDPR lawful processing
	Map processing activities and lawful bases
	DPO
	Records of Processing Activities
	100% key processes recorded

	Months 1-3
	GDPR transparency
	Update privacy notices
	DPO/Legal
	Approved privacy notices
	Notices published before EU launch

	Months 1-6
	Data protection by design/default
	Embed DPIA gate into projects
	DPO/Engineering
	DPIA template and completed DPIAs
	DPIA completed for high-risk AI analytics

	Months 1-6
	Security of processing
	Implement MFA, encryption, DLP and logging
	CISO/Cloud Architect
	Control evidence
	Critical systems covered

	Months 1-6
	Data subject rights
	Define DSAR workflow
	DPO
	DSAR procedure
	Requests handled within statutory timescales

	Months 1-6
	Breach notification
	Establish incident assessment process
	Incident Response Lead/DPO
	Breach playbook
	72-hour GDPR assessment capability

	Months 1-9
	DORA ICT risk management
	Create ICT risk framework
	GRC Lead
	ICT risk register
	Board-approved risk framework

	Months 3-9
	DORA incident reporting
	Classify and report ICT incidents
	GRC/IR Lead
	Reporting procedure
	Exercise completed

	Months 3-9
	DORA resilience testing
	Conduct backup, DR and tabletop tests
	IR Lead/Cloud Architect
	Test reports
	Successful restore test

	Months 3-12
	DORA third-party risk
	Assess ICT providers
	Third-Party Risk Manager
	Supplier register
	100% critical suppliers assessed

	Months 6-12
	Governance oversight
	Board reporting and steering committee
	CISO
	Board reports
	Quarterly cyber risk reporting

	Months 6-12
	Evidence of resilience
	Build audit evidence pack
	GRC Lead
	Compliance evidence repository
	Evidence ready for investor due diligence


This roadmap supports EU expansion by converting GDPR and DORA into practical work packages built around governance, resilience and audit evidence as core design principles.
[bookmark: _Toc234924632]5. Work-Stream 4: Technical Standards and Architecture
NIST Cybersecurity Framework 2.0 will be the core first-year framework because it is risk-based, board-facing and structured around Govern, Identify, Protect, Detect, Respond and Recover [12]. This makes it suitable for a growing fintech that needs rapid risk visibility, executive reporting and measurable control maturity. ISO/IEC 27001:2022 should complement NIST CSF as Aegis matures because it provides stronger ISMS discipline, assurance and certification potential [18]. Therefore, NIST CSF should guide the roadmap, while ISO 27001 supports longer-term assurance. 
Figure 2: High-Level Zero Trust Technical Architecture
User / Device / Third-Party Access
        ↓
Identity Verification
(MFA + Conditional Access)
        ↓
Access Control and Governance
(Identity Governance + PAM + Device Compliance)
        ↓
Secure Access Layer
(ZTNA / SASE / Secure Web Gateway)
        ↓
Application and API Protection
(Application Gateway + API Security)
        ↓
Core Systems and Data
(Cloud Workloads / SaaS / AI Platform / Data Stores)
        ↓
Data and Platform Security Controls
(DLP + Encryption + CSPM + Vulnerability Management + DevSecOps)
        ↓
Monitoring and Detection
(SIEM + SOAR + EDR/XDR + Threat Intelligence)
        ↓
Response and Recovery
(Incident Response + Immutable Backups + Tested Recovery)

Figure 2 applies Zero Trust by making identity, device health, access context and data sensitivity central to access decisions. IAM, MFA, Conditional Access, PAM and device compliance reduce identity risk before access is granted. ZTNA and SASE restrict users and third parties to approved applications rather than broad network access. DLP, encryption, CSPM and DevSecOps protect the cloud, AI platform and data stores, while SIEM, SOAR, EDR/XDR and threat intelligence provide detection and response. Immutable backups and tested recovery are included because ransomware resilience cannot depend on prevention alone.

[bookmark: _Toc234924633]6. Work-Stream 5: Strategic Risk Assessment
Likelihood and impact are rated High, Medium or Low using a qualitative 3x3 matrix. The first three risks are the board-level priority threats required by the brief; risks four and five are included as additional strategic risks because Aegis uses AI analytics and is preparing for EU expansion. Likelihood reflects threat prevalence, exposure and control maturity, while impact reflects harm to confidentiality, integrity, availability, compliance, customer trust and investor confidence.
	Risk ID
	Risk description
	Likelihood
	Impact
	Business consequence
	Recommended mitigation
	Owner
	Residual risk
	Evidence

	R1
	Ransomware attack affecting cloud workloads, endpoints or identity services

	High
	High
	Service outage, data loss, regulatory notification and reputational damage

	EDR/XDR, MFA, PAM, segmentation, immutable backups, restore testing and ransomware playbook

	Security Operations Manager / IR Lead

	Medium
	Ransomware and backup evidence
[13]


	R2
	Cloud misconfiguration exposing personal, financial or analytics data
	High
	High
	GDPR breach, customer harm, unauthorised access and investor concern
	CSPM, IaC scanning, encryption, DLP, secure baselines and change control

	Cloud Security Architect / DevSecOps Engineer

	Medium
	Cloud misconfiguration evidence [8], [9]


	R3
	Third-party ICT provider compromise or service failure

	Medium
	High
	Supplier breach, SaaS/API outage, operational disruption and regulatory exposure

	Supplier due diligence, contractual controls, supplier monitoring, access review, incident clauses and exit planning

	Third-Party Risk Manager / GRC Lead

	Medium
	DORA and third-party breach evidence [2], [5]


	R4
	AI data poisoning, model manipulation or unreliable analytics output

	Medium
	High
	Manipulated analytics, poor decisions, privacy concerns and loss of trust

	AI governance, training-data validation, model monitoring, human review, access control and AI risk assessment

	AI Security and Governance Specialist / DPO

	Medium
	AI governance evidence [14], [15]

	R5

	Failure to evidence GDPR/DORA readiness before EU expansion

	Medium
	High
	Delayed EU launch, investor concern, regulatory scrutiny and weaker customer trust

	Compliance roadmap, evidence repository, DPIAs, RoPA, supplier register, board reporting and internal audit review

	GRC Lead / DPO / CISO

	Low-Medium

	GDPR/DORA governance evidence



The ratings are prioritised by business impact rather than technical severity alone. Ransomware and cloud misconfiguration are rated High/High because they could affect service availability, regulated data, customer trust and investor confidence. Third-party ICT risk is Medium/High because likelihood depends on supplier maturity, but impact could be severe where SaaS, APIs or cloud providers support critical services. AI manipulation is Medium/High because it may be less frequent than ransomware but could undermine the integrity, explainability and trustworthiness of financial analytics.

[bookmark: _Toc234924634]7. Work-Stream 6: Incident Response and Business Continuity
Aegis will adopt a ransomware playbook covering preparation, detection, containment, eradication, recovery, communications, notification, business continuity and lessons learned.
Preparation will include asset inventories, offline or logically isolated immutable backups, EDR/XDR deployment, SIEM logging, privileged account controls, tabletop exercises and supplier contact lists. Detection and triage will identify ransomware indicators such as mass file changes, suspicious encryption activity, privilege escalation, command-and-control traffic, hash scanning and unusual authentication. Containment will isolate affected endpoints, disable compromised accounts, block malicious indicators and restrict lateral movement. Eradication will remove malware, close exploited vulnerabilities and validate clean systems.
Recovery will prioritise critical services, restore from immutable backups, verify data integrity and avoid compromised images. The playbook should define decision criteria for declaring a major incident, including loss of critical service availability, suspected data exfiltration, privileged account compromise, encryption of production systems or backup integrity concerns. Communications will be pre-approved for the board, staff, customers, regulators, insurers and suppliers. The DPO and Legal team will assess GDPR notification duties, while the GRC Lead assesses DORA ICT reporting. Lessons learned will update controls, playbooks and training. This counters ransomware tactics by reducing lateral movement, protecting backups and ensuring recovery does not depend on ransom payment.











[bookmark: _Toc234924635]8. Work-Stream 7: Governance and Strategic Roadmap
A Cyber Security Steering Committee will provide executive oversight and ensure that cyber risk is treated as a business risk rather than a technical issue. Members will include the CEO, CFO, CISO, CTO, Head of Legal, DPO, Head of Engineering, GRC/Compliance Lead and Operations/Risk representative. The committee will approve risk appetite, review incidents, prioritise investment, monitor GDPR/DORA readiness, assess third-party ICT risk and escalate material risks to the Board.
Decision rights will include the approval of security policies, acceptance of high risks, funding priorities and EU expansion readiness. Reporting lines will run from operational teams to the CISO, from the CISO to the Steering Committee, and from the Steering Committee to the Board. This reflects the Task 1 finding that Zero Trust and compliance require governance, evidence and accountability, not technical controls alone.

	Quarter
	Priority initiatives
	Key deliverables
	Owner
	KPIs

	Q1
	Immediate risk reduction and baseline assessment
	Asset inventory, identity review, critical supplier register, backup review
	CISO/GRC Lead
	100% critical assets identified; 95% privileged accounts reviewed; critical supplier register completed


	Q2
	Governance, policies and core tooling
	Policies, SIEM onboarding, CSPM, DLP pilot, GDPR/DORA roadmap
	CISO/Cloud Architect/DPO
	80% critical log sources onboarded to SIEM; CSPM enabled for production cloud; 100% policy attestation


	Q3
	Zero Trust maturity and resilience testing
	ZTNA rollout, PAM, ransomware tabletop, restore testing
	Security Ops/IR Lead
	Ransomware tabletop completed; restore test passed for top five critical services; PAM enabled for all privileged admins


	Q4
	Audit readiness, optimisation and continuous improvement
	Evidence pack, supplier assessments, board metrics, lessons learned
	GRC Lead/CISO
	100% critical suppliers assessed; board cyber dashboard approved; high-risk audit actions assigned owners and deadlines



The roadmap prioritises asset visibility, identity governance, privileged access, supplier mapping and backup assurance first because these create the foundation for later Zero Trust maturity, automation and continuous compliance reporting. The practical limit is that a Series B fintech may face budget, recruitment and operational change constraints. Therefore, Aegis should stage implementation: governance, identity control, cloud visibility, supplier mapping and recovery assurance first, followed by ZTNA expansion, automation, AI governance maturity and continuous compliance reporting. Board value: the roadmap gives measurable oversight of risk reduction, compliance readiness and security maturity over 12 months.
The proposal has practical limits. A Series B fintech may face budget, recruitment and operational change constraints, so the security unit should stage implementation rather than attempt full enterprise maturity immediately. Governance, identity control, cloud visibility, supplier mapping and recovery assurance should come first, followed by wider automation, ZTNA expansion, AI governance maturity and continuous compliance reporting.
[bookmark: _Toc234924636]9. Task 2 Conclusion
This proposal creates a practical, evidence-based and board-ready security programme for Aegis FinTech Innovations Ltd. It establishes an Information Security Unit, policy framework, GDPR/DORA roadmap, Zero Trust Architecture, risk register, ransomware playbook and governance roadmap. It is directly informed by Task 1, which showed that modern fintech security requires identity-centred Zero Trust, cloud security, ransomware resilience, supplier assurance, AI governance and executive oversight.
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