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[bookmark: _Toc229691696]Introduction
Vigilant Trust & Asset Management is a medium-sized financial services organisation handling sensitive financial and customer data.  After experiencing several cybersecurity incidents, including a phishing campaign and an attempted ransomware attack, the board has mandated the development of a broad, modern cybersecurity framework based on a Zero Trust approach. 
This report examines current security threats, modern security policies, technical mitigation measures, proactive monitoring &incident response plans and how to ensure there is continuous training and awareness throughout the company. 

[bookmark: _Toc229691697]Modern Threats
According to IMF data, cyberattacks have more than doubled since the pandemic, with nearly one-fifth of total attacks targeting financial firms [1]. Cybercriminals often target banks and financial institutions to generate profit through fraud, theft and extortion. On the other hand, hacktivist groups and nation-state actors may attack the sector for political or ideological purposes.

[bookmark: _Toc229691698]Ransomware-as-a-Service (RaaS)
Ransomware is a form of malware designed to prevent the target from accessing their device and the data stored on it, typically by encrypting files. Cybercriminals demand a ransom payment in return for providing the decryption key needed to restore access [2]. In recent years there has been a growth in Ransomware-as-a-Service (RaaS) attacks. This is where cybercriminal groups develop ransomware platforms and lease them to affiliates in exchange for a share of the profits [3]. Financial institutes are attractive targets for this type of attack due to their resources and desire to quickly restore services. Research published in 2025 found that 83% of companies afflicted by ransomware have gone on to pay the ransom [4].

[bookmark: _Toc229691699]AI-Powered Social Engineering and Vishing
The increasing availability of powerful Artificial Intelligence (AI) tools for everyday use has led to a new generation of cyberattack techniques, particularly within the field of social engineering [5]. Social Engineering involves a cybercriminal communicating with a target, manipulating them into revealing sensitive information or performing actions that compromise security. The cybercriminal may pretend to be someone the victim knows [6]. AI adds another layer to this particular cybercrime. For example, an AI-powered face-swapping could impersonate the potential victim’s manager. Voice phishing (Vishing) could also be used, mimicking the speech patterns and tone of executives. Both of these methods have been used in multiple cyber-attacks [7]. AI also makes it easier to generate realistic emails and automate large-scale scams using publicly available information.

[bookmark: _Toc229691700]Supply Chain Compromises
Modern supply chains are heavily dependent on information technology systems and digital connectivity. As a result, cybercriminals are increasingly targeting supply chains, with experts predicting that supply chain compromises could become one of the most common forms of cyberattack by 2030 [8]. Financial companies commonly rely on software vendors, payment processors, cloud service providers and external consultants amongst others. If any of these become compromised, then attackers can exploit the relationship to gain access through established network connections.  

[bookmark: _Toc229691701]Risks Associated with Cloud Adoption & Hybrid Work
Cloud adoption and hybrid working introduce added security risks for financial organisations by expanding the attack surface and increasing reliance on external systems. While cloud services improve scalability and efficiency, issues such as misconfigurations, weak access controls, and insecure APIs can expose sensitive financial data [9]. Similarly, hybrid working increases dependence on remote access and potentially unsecured home networks and personal devices which increases the risk of being targeted [10].

[bookmark: _Toc229691702]Modern Security Policies 
To strengthen the organisation’s security, it is recommended that the company adopts a set of security policies aligned with the Zero Trust model and established frameworks including the NIST Cybersecurity Framework and ISO/IEC 27001.
Zero Trust is a cybersecurity approach that removes the idea of a trusted internal network. It assumes that no user, device, or system should be trusted automatically. It runs on a principle of ‘Never trust, always verify.’ In practice, it requires all users and devices to be verified before they can access any resources every time access is requested [11]. Figure 1 shows a diagram of a Zero Trust Architecture model. The architecture is divided into two major areas. The first is the Control Plane which determines who can access what, under what conditions and whether access should continue. The second is the Data Plane which handles the actual user/device communication, enforcement of security decisions and access to enterprise resources [12].
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Fig.1 – A diagram of a Zero Trust Architecture Model.


[bookmark: _Toc229691703]Continuous Verification
Continuous verification is a fundamental principle of Zero Trust Architecture. Within this approach, no user or device is automatically considered trustworthy, even after successful authentication or when operating from within the organisation’s internal network. Instead, every access attempt is continuously assessed in real time using various contextual factors to ensure that access remains secure and appropriate. These factors may include geographic location, time of access, behavioural patterns, device health etc.

[bookmark: _Toc229691704]Least Privilege Access
Least Privilege Access means that users, devices, and applications are granted only the level of access necessary to carry out their authorised duties. Permissions are assigned according to specific job roles and responsibilities and are regularly reviewed to maintain appropriate access control [13]. For example, this could mean that the HR department only has access to HR records, the finance department only has access to financial records etc.

[bookmark: _Toc229691705]Micro-Segmentation
Micro-segmentation is the practice of separating a network into smaller, protected sections to limit unauthorised movement between systems. In traditional network environments, attackers who compromise one device may be able to move freely across connected systems. Zero Trust minimises this risk by enforcing strict security controls and access restrictions between each network segment [14]. An example could include keeping customer databases isolated from employee devices. Each segment would operate with its own security policies and authentication requirements.

[bookmark: _Toc229691706]Assume Breach
The Zero Trust model assumes that threats are already inside the network. No user or device is trusted by default; therefore, security measures are built to contain potential damage. By implementing system isolation, restricting lateral movement and continuous monitoring the company can significantly bolster their resilience [15].

[bookmark: _Toc229691707]Continuous Monitoring
Continuous monitoring provides real-time oversight of all network activity. Technologies such as Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) analyse logs and traffic to pinpoint threats as they emerge [16]. Behavioural analytics can identify anomalies such as unusual login attempts or abnormal data access, allowing organisations to respond quickly through alerts, access restrictions, or device isolation.


[bookmark: _Toc229691708]Technical Mitigation Measures
To strengthen security, it is recommended that the organisation adopts the following technical and administrative measures, which integrate Zero Trust principles with ISO 27001 and NIST CSF requirements:


	Threat
	Mitigation
	Implementation

	Phishing & Vishing
	MFA & Email Filtering
	Conditional access and AI-based email protection.

	Ransomware
	EDR + Immutable Backups
	Endpoint monitoring and encrypted offline backups.

	Supply Chain Attacks
	Vendor Risk Management
	Third-party security assessments and restricted access.

	Cloud Misconfiguration
	CSPM
	Continuous cloud posture monitoring.

	Insider Threats
	SIEM & UEBA
	Behaviour analytics and real-time monitoring.



[bookmark: _Toc229691709]Proactive Monitoring & Incident Response
To effectively defend against modern cyber threats, a proactive monitoring and incident response strategy needs to be implemented. This should be based on continuous monitoring, automated threat detection and rapid incident response. The system should be maintained 24/7. SIEM and SOAR platforms should be deployed. A SIEM platform such as Microsoft Sentinel centralises and correlates logs from across the infrastructure to detect anomalies like unauthorised data access or malware. A SOAR platform will accelerate incident response by automating manual tasks – such as isolating devices or disabling accounts.
The organisation should also adopt a formal incident response lifecycle aligned with the NIST lifecycle (Prepare → Detect → Contain/Recover → Review). This will ensure a structured response that reduces downtime and strengthens long-term security. Figure 2 is a visual representation of the NIST incident response lifecycle
[image: A diagram of a process

AI-generated content may be incorrect.]
Fig.2 – NIST incident response lifecycle.


[bookmark: _Toc229691710]Continuous Training & Awareness
To minimise human error and social engineering risks, the company should implement continuous cybersecurity training focused on the following areas:
· Simulated Attacks – Employees should participate in regular phishing and vishing simulations including AI-powered scenarios. This will help staff to recognise sophisticated impersonation attempts.
· Core Competencies – Training should include remote work safety, data handling, secure password practices and incident reporting processes.
· Engagement – Interactive learning modules, short assessments and gamified training exercises should be introduced. Perhaps, incentives or an element of competition between staff members.
· Reporting Culture – Immediate reporting of suspicious activity to the security team should be highly encouraged. Regular awareness programmes should be implemented. 

[bookmark: _Toc229691711]Conclusion
As cyber threats such as ransomware and AI-powered social engineering continue to develop, Vigilant Trust & Asset Management must strengthen its cybersecurity approach. By implementing a Zero Trust Architecture aligned with frameworks such as NIST CSF and ISO 27001, the organisation can improve its overall security posture through continuous verification and least privilege access controls. The integration of technologies such as SIEM, SOAR, EDR, and CSPM, combined with proactive monitoring and continuous employee training, will enhance the organisation’s resilience against cyber threats and help safeguard sensitive financial and customer information.
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Generic Criteria Coverage
· EL (Engagement with Literature Skills) – Demonstrated through research into contemporary cybersecurity threats, standards, frameworks and best practice. 
· KU (Knowledge and Understanding Skills) – Demonstrated through understanding of cybersecurity concepts, governance frameworks, security awareness and threat landscapes. 
· CI (Cognitive and Intellectual Skills) – Demonstrated through analysis, evaluation, justification of controls, framework alignment and incident response planning. 
· PA (Practical Application Skills) – Demonstrated through realistic implementation of security measures, monitoring solutions, diagrams and Packet Tracer activities. 
· TS (Transferable Skills for Life and Professional Practice) – Demonstrated through professional communication, executive reporting and development of organisational security culture.
Marking Breakdown
	Assessment Criterion
	Generic Criteria Mapping
	Mark Awarded

	Comprehensiveness & Modern Relevance
	EL, KU
	7 /10

	Clarity & Alignment with Modern Frameworks
	EL, KU, CI
	12 /20

	Feasibility & Technical Soundness
	CI, PA
	7 /10

	Modern Monitoring & Incident Response
	CI, PA
	8/10

	Engaging Training Programme
	KU, TS
	14 /20

	Executive Presentation
	CI, TS
	0 /20

	Packet Tracer Certificate
	PA, TS
	10/10

	TOTAL
	
	58/100



Overall Feedback
	
The report demonstrates a good understanding of contemporary cybersecurity threats and modern security practices. Relevant threats such as RaaS, AI-powered social engineering, supply chain attacks and cloud security risks were identified and supported with appropriate literature. The recommendations were well aligned with Zero Trust principles, NIST CSF and ISO 27001, and suitable technical controls such as MFA, EDR, SIEM, SOAR and CSPM were proposed. The inclusion of Zero Trust and incident response diagrams helped support the discussion.
To achieve a higher mark, greater depth of critical analysis and stronger justification of recommendations in relation to business risk would be beneficial. The Executive Presentation was not submitted, resulting in a significant loss of marks against the assessment criteria. Overall, this is a well-structured report that demonstrates a good understanding of modern cybersecurity concepts and practices.









2

image1.png




image2.png
)\ e =]

Containment

Preparation Detection & Eradication & Post-Incident
Analysis Recovery Activity





