
Networking Project 
Example Requirements


Project Overview:
Purpose: To design and implement a secure, scalable, and efficient network infrastructure for the Computing Department.
Scope: The network will support 200 wired and 150 wireless users, provide internet access, enable resource sharing, and ensure security compliance.

Constraints:
Budget: --
Hardware: Must use Cisco networking equipment.
Timeframe: Project completion within 8 weeks.

Functional Requirements
Network must support 200 wired and 150 wireless devices.
Implement VLANs for segmentation: Staff (VLAN 10), Students (VLAN 20), Guests (VLAN 30).
Provide DHCP and DNS services using Windows Server 2022.
Enable secure remote access via OpenVPN.
Non-Functional Requirements
Performance: Minimum bandwidth of 100 Mbps per user.
Reliability: 99.9% uptime with redundant links.
Security: WPA3 for Wi-Fi, Cisco ASA firewall, AES-256 encryption for VPN.
Compliance: GDPR and university IT policies.
Design Considerations
Topology: Star topology with core switch and access switches.
IP Addressing Scheme: Staff - 192.168.10.0/24, Students - 192.168.20.0/24, Guests - 192.168.30.0/24.
Protocols: TCP/IP, OSPF for routing, VLAN tagging (802.1Q).
Hardware & Software Requirements
Routers: Cisco ISR 4331.
Switches: Cisco Catalyst 9300 Series.
Access Points: Cisco Aironet 1850 Series.
Server OS: Windows Server 2022 for DHCP/DNS.
Firewall: Cisco ASA 5506-X.
Security Requirements
Firewall configuration with ACLs.
Access Control Lists (ACLs) for VLAN segmentation.
Intrusion Detection System (IDS) using Snort.
VPN encryption using AES-256.
Testing & Validation
Connectivity Tests: Ping, traceroute between VLANs.
Performance Tests: iPerf for bandwidth and latency checks.
Security Tests: Penetration testing using Kali Linux, vulnerability scans with Nessus.
Deliverables
Network design diagram using Cisco Packet Tracer.
Configuration files for routers, switches, and firewall.
Test reports for connectivity, performance, and security.
Final assignment documentation.
