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1. [bookmark: _Toc131522478]Introduction 

The way organisations run has been changed by cloud computing, which has also grown to be a crucial component of contemporary IT infrastructure. To take advantage of the scalability, flexibility, and cost-saving advantages of cloud computing, small and medium-sized businesses (SMEs) are embracing it at an increasing rate. In this situation, it is important to weigh the prices, support offered, and technical skills necessary when evaluating the advantages of migrating an eCommerce website and related web service to the cloud [1].

The three primary cloud service models—Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service—are discussed in this article along with their advantages and disadvantages (SaaS). We contrast and clarify the variations between different service models as well as the advantages and disadvantages of adopting each strategy [1].

We also look at the security issues that must be taken into account while transferring to the cloud. To ensure secure and dependable access to the cloud-based eCommerce website and related web service, we specifically go over the distinctions between authentication and authorization as well as the significance of implementing multifactor authentication (MFA), using least-privilege permissions, network security groups, and bastions (or jumpboxes) [1].

Lastly, we offer advice for SMEs thinking about migrating to the cloud, taking into consideration the unique company demands, requirements, and resources available. Businesses may profit from cloud computing while maintaining the appropriate levels of security and high availability for their eCommerce website and associated web service by putting careful planning and strong security mechanisms in place [1].

[bookmark: _Toc131522479]2. Virtualisation 

In the context of cloud computing, virtualization refers to the process of creating several virtualized representations of a physical resource, such as a server, storage device, or network, which may subsequently be accessed and used by numerous users or applications [1]. 

Virtualization is a crucial component of cloud computing because it makes it possible to build virtual machines (VMs) and virtualized storage resources, which can be used to run a variety of applications and services in a flexible, scalable, and economical way [1].

Cloud providers can provide clients with the capacity to swiftly create and expand computing resources on demand, without the need for physical infrastructure, by abstracting physical hardware resources and producing virtualized copies of them. As a result, firms may more easily assign and manage resources as needed, which lowers costs and boosts operational efficiency [1].

Virtualization may be used to build virtualized networks, which can be used to link cloud resources together and offer safe access to applications and services, in addition to virtual machines and virtualized storage. Virtualization generally provides the flexibility and scalability required to handle the contemporary, highly dynamic computing environments of today's enterprises, making it a crucial enabler of cloud computing [1].

[bookmark: _Toc131522480]3. Virtual Machine

A virtual machine (VM) is a software simulation of a real computer that operates on a shared physical server in the context of cloud computing. A virtual machine (VM) comes with a whole operating system, all applicable programmes, and any required drivers and libraries [2].

Virtualization technology, which enables numerous VMs to operate on a single physical server and allows for higher resource efficiency and flexibility, is used to build virtual machines (VMs). Each virtual machine (VM) running on the same physical server is separated from the other virtual machines, allowing them to use various operating systems and applications without interfering with one another [2].

VMs are frequently used by cloud providers as the basic building element for delivering cloud services. Companies may simply scale up or down the number of VMs to meet the demands of their clients by allocating computational resources, like as CPU, memory, and storage, to individual VMs [2].

Without needing them to purchase and maintain their own physical hardware, cloud providers may provide their clients a highly flexible and scalable computing environment by utilising virtual machines (VMs). Many businesses find it to be an appealing alternative since customers may deploy and manage virtual machines (VMs) as needed and pay only for the resources they actually use [2].

4. [bookmark: _Toc131522481]Evaluation of Cloud benefits 

A small or medium-sized firm (SME) that manages an eCommerce website and related online service must carefully weigh the advantages of switching to the cloud. Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service are the three primary categories of cloud services (SaaS). Each service kind has advantages and disadvantages of its own. Let’s have discussion about those different types of platforms [3].

4.1 [bookmark: _Toc131522482]Infrastructure as a Service (IaaS)

Infrastructure as a Service (IaaS) refers to the pay-as-you-go rental of computer resources such servers, storage, and networking. IaaS has a number of advantages, such as the ability to scale up or down in response to demand, lower initial costs, and less maintenance and hardware requirements. IaaS does have certain disadvantages, such as the requirement for IT experience to maintain the infrastructure and assure security as well as the possibility of downtime as a result of infrastructure issues [3].


4.2 [bookmark: _Toc131522483]Platform as a Service (PaaS)

Without the requirement for underlying infrastructure, Platform as a Service (PaaS) offers a platform for developers to create, distribute, and manage applications. Faster application development and deployment, lower infrastructure and maintenance costs, and automated scalability in response to demand are all advantages of PaaS. The disadvantages of PaaS, however, are that developers must get familiar with and operate inside the platform's unique environment and that they have less control over the infrastructure [3].

4.3 [bookmark: _Toc131522484]Software as a Service (SaaS)

Software as a Service (SaaS) offers subscription-based online access to software programmes. Reduced up-front expenses, automated upgrades and maintenance, and accessibility from any device with an internet connection are all advantages of SaaS. The disadvantages of SaaS, however, are less possibilities for customisation and lessening security and data management [3].

Ultimately, each form of cloud service offers a unique mix of advantages and disadvantages. The most flexibility and control over the infrastructure are provided by IaaS, but it calls for IT knowledge. Although PaaS allows for quicker application development and deployment, it also gives up some infrastructure control. SaaS offers automated updates and the lowest initial expenses, but it has less customization choices. The choice to migrate to the cloud will ultimately be based on the unique requirements and objectives of the SME as well as the knowledge and resources available to operate the selected cloud service type [3].
5. [bookmark: _Toc131522485]Moving E-commerce website to cloud

For a small or medium-sized business, moving an e-commerce website and related web service to the cloud can have a number of advantages (SME). But, before choosing a choice, it's critical to thoroughly weigh the advantages and disadvantages. Here are some things to think about [4].

5.1 [bookmark: _Toc131522486]Scalability 

Businesses can rapidly and inexpensively scale their resources up or down as necessary thanks to cloud computing. This implies that companies don't need to worry about spending a lot of money on infrastructure and technology to manage abrupt spikes in demand [4].

For eCommerce websites that may suffer unexpected traffic surges during sales or promotions, cloud computing provides the flexibility to scale up or down resources as needed [4].

5.2 [bookmark: _Toc131522487]Cost Savings

The cost reductions that cloud computing provides are among its most important advantages. Businesses no longer need to spend money on costly gear and infrastructure thanks to cloud computing, which lowers capital expenditure. Also, it is more affordable than conventional on-premises infrastructure since companies only pay for the resources they really utilise [4].

Costs for hardware, software, and maintenance may be reduced by using cloud computing, which also offers flexible pricing choices depending on consumption [4].



5.3 [bookmark: _Toc131522488]Availability, Reliability and Flexibility 

Businesses now have more flexibility and agility thanks to cloud computing to adapt to their changing demands. Companies don't need to worry about the underlying infrastructure and can quickly add or remove resources as required [4].

Cloud providers often offer high levels of availability and reliability, with robust backup and disaster recovery capabilities[4].

5.4 [bookmark: _Toc131522489]Access to Advanced Technology

Advanced technologies like AI and machine learning, which may be prohibitively expensive or challenging to employ on-premises, are frequently accessible through cloud providers [4].

5.5 [bookmark: _Toc131522490]Reduced maintenance  

By moving to the cloud, you may do away with the requirement for on-site IT assistance and lessen the need for hardware and software maintenance [4].

6. [bookmark: _Toc131522491]Evaluation of Availability 

A cloud computing paradigm known as Infrastructure as a Service (IaaS) allows businesses to rent computing resources such as virtual machines, storage, and networking on demand and often on a pay-per-use basis. IaaS allows businesses to avoid the up-front expenditures and continuous upkeep involved in maintaining their own hardware and infrastructure [5].

6.1 [bookmark: _Toc131522492]High Budget – No Cost Limit

If the business has an unlimited budget, we may invest in the most cutting-edge infrastructure to guarantee high availability of our virtual machines [5]. 

To deploy numerous virtual machines for each project, we would first select a region with many availability zones, with each instance operating in a different availability zone. This would guarantee that, in the event of a failure in one availability zone, the remaining instances in other zones would take over without causing any data loss or service disruption [5].

Then, we would create automatic failover techniques that would move traffic to a healthy instance if one went down and spread traffic over numerous instances using Azure's Load Balancer service. Moreover, to give consumers, the quickest response times feasible, we would use Azure's Traffic Management to route traffic to the closest accessible instance based on geographic proximity [5]. 

We would leverage Azure's managed disc solution to assure data durability and replication across various zones to further increase availability. To make sure we always have adequate capacity to manage traffic surges, we would also utilise Azure's Virtual Machine Scale Sets to dynamically scale up or down the number of virtual machines based on demand [5].

Also, we would put in place monitoring and alerting systems to find problems early and act before they result in downtime. This would need setting up Azure's Log Analytics service to track system metrics and logs as well as Azure's Application Insights service to track application performance [5]. 

Lastly, to make sure that our infrastructure can recover swiftly from significant outages or disasters, we would put disaster recovery testing into regular practise. To make sure that we can swiftly restore service in the case of a significant outage, this would entail simulating failures and evaluating our backups and recovery processes [5].

Overall, if we have a very large budget, we may invest in the most cutting-edge and complete infrastructure to guarantee high availability of our virtual machines, including load balancing, automated failover, data durability and replication, and automatic scaling [5]. 

6.2 [bookmark: _Toc131522493]Medium Budget 

We would need to make certain concessions in our infrastructure design to balance cost and availability if the organisation has a medium budget and can suffer some service interruption in certain situations [5]. 

Initially, we would continue to select a region with many availability zones and deploy several virtual machines for each project, each running in a different availability zone. This would guarantee that, in the event of a failure in one availability zone, the remaining instances in other zones would take over without causing any data loss or service disruption [5].

We might not be able to purchase as many virtual machines as we'd want, so we'd have to decide which instances are most important to keep running to ensure availability. We would create automated failover techniques that would automatically move traffic to a healthy instance if one went down and leverage Azure's Load Balancer service to spread traffic across many instances [5]. 

We would leverage Azure's managed disc solution to assure data durability and replication across various zones to further increase availability. Also, we might need to use Azure Backup for backup and recovery rather than more costly alternatives like Azure Site Recovery [5].

To reduce downtime, we would also need to closely monitor our infrastructure and act fast when problems arose. To identify problems before they might result in downtime, we would develop monitoring and alerting methods utilising Azure's Application Insights and Log Analytics services [5]. 

To combine cost and availability with a medium budget, we would ultimately need to build our infrastructure with certain sacrifices. With many instances in various availability zones, load balancing, automated failover, and data durability and replication, high availability would still be given priority. We might need to adopt more cautious monitoring and problem-solving techniques together with less expensive backup and recovery methods, nevertheless [5].

6.3 [bookmark: _Toc131522494]Conclusion of my personal choice 

More resources and redundancy are typically available with a large budget, which can lead to improved performance, higher availability, and more scalability. This might be crucial for high-traffic e-commerce websites that need to be able to accommodate many concurrent users and quick response times. If you have a large budget, you may choose sophisticated services like load balancing, auto-scaling, and disaster recovery to make sure your website is always operational [5].

7. [bookmark: _Toc131522495]Security Consideration 

An essential security feature known as multifactor authentication (MFA) includes requesting various forms of identification from users before granting access to a system or application. This might be a fingerprint, security token, password, or other biometric data. MFA may significantly lower the danger of data breaches and other security issues while assisting in the prevention of unwanted access [6]. 

Another crucial aspect of security is the application of the least-privilege concept. This implies that users should only be given the minimal amount of access required to carry out their duties. The chance of unintentional or deliberate harm to the system or application is decreased by limiting access [6].

Inside an Azure virtual network, traffic flow is managed by network security groups. Based on IP address, port, and protocol, they serve as a firewall and let administrators create rules for inbound and outgoing traffic. Network security organisations can aid in preventing network-based assaults and helping to guard against unwanted access [6]. 

Bastions are virtual computers that serve as a safe remote access point for Azure virtual machines (also known as jumpboxes). Bastions provide remote desktop protocol (RDP) or secure shell (SSH) connections for administrators without opening the virtual machines to the internet. This can considerably improve the security of the virtual environment and lower the danger of unwanted access[6].

8. [bookmark: _Toc131522496]Conclusion 

In conclusion, it is crucial to consider the unique demands and requirements of the business when assessing the advantages of shifting an eCommerce website and related web service to the cloud. Scalability, flexibility, and cost savings are just a few advantages that infrastructure as a service (IaaS) may provide. Yet, while choosing a cloud provider and creating the architecture, it is crucial to take security and high availability needs into account [6].

Azure offers several alternatives for redundancy and failover in the case of high availability needs, including availability zones and resource groups. Using redundant architectures across several locations and availability zones helps maximise resilience and reduce the risk of data loss or service disruption when dealing with a large budget. Working with a medium budget may need occasional service interruptions in specific situations but creating at least one backup and disaster recovery plan is still crucial [6].

Implementing strong security mechanisms, such as multifactor authentication, least-privilege permissions, network security groups, and bastions, is crucial regardless of the budget (or jumpboxes). These steps improve the general security of the cloud environment, assist prevent unwanted access, and lower the chance of data breaches [6]. 
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