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Cryptography is the method in which is used to protect information and communications through the use of different codes, because of these codes the only people who can see the said information are the ones it is intended for. Within the world of computer science, cryptography will refer to secure information techniques that come from a set of mathematical concepts and sets of rule-based calculations which are known as algorithms, these will then transform messages into code which are much harder to decipher. These mathematical algorithms are used to generate cryptographic keys, digital signing, verification to protect data privacy, web browsing on the internet, and confidential communications like credit card transactions and emails. “Contemporary cryptography has many procedures and cryptographic protocols that make up complex cryptosystems. Usually, this term stands for computer programs and mathematical procedures, but it is also used to explain certain human behaviours”[1]. These protocols will rely on the four standards or cryptographic techniques which are confidentiality, integrity, non-repudiation, and authentication. The first confidentiality is when “The information cannot be understood by anyone for whom it was unintended.”[2]. The only way the intended person would then be able to view the said information would be through the use of a private key. The second standard is integrity, this means that once the sender has sent the information it cannot be altered when in transit between the sender and the receiver without being detected. The third standard is non-repudiation means that both the sender and receiver are in a position where they are unable to deny their intent of the existence or transmission of the information. Finally, the last standard authentication, is used so the sender and receiver must confirm the identity of each other as well as the origin of the encrypted message. Even though there are many types of cryptographic algorithms they are typically broken down into three separate categories, symmetric key cryptography, asymmetric key cryptography, and hash function. “Symmetric key cryptography is also known as secret-key cryptography, and in this type of cryptography, you can use only a single key. The sender and the receiver can use that single key to encrypt and decrypt a message.”[3]. Due to there being only a single key for the encryption and decryption, the symmetric key system will have one major disadvantage, this is when the two parties exchange the key it must occur securely. Asymmetric key cryptography can also be called public-key cryptography, due to having the use of two keys instead of one it is far more secure than symmetric key cryptography. Within this system, the users will encrypt and decrypt using the two keys, public and private keys. Both users will keep hold of the private key and the public is then distributed across the networks so all the users can use it when sending messages. Finally, we have the hash function which uses no keys at all. A hash value is a fixed length that is calculated based on the plain text, which makes it pretty impossible to recover the plain text’s contents. Due to this many operating systems will use this to encrypt their passwords.
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“A cybersecurity framework provides a common language and set of standards for security leaders across countries and industries to understand their security postures and those of their vendors.”[4]. With frameworks put in place it becomes a lot easier to define the processes and procedures that the organization will have to take to asses, monitor and mitigate any cybersecurity risk. An organization can customise their frameworks to allow them to solve specific information security problems they may face, such as industry-specific requirements or a different regulatory compliance goal. Frameworks can also come in varying degrees of complexity and scale. The use of frameworks is important as they provide a starting point for establishing processes, policies and administrative activities for information security management. “Security requirements often overlap, which results in "crosswalks" that can be used to demonstrate compliance with different regulatory standards”. [5]  When you come to choosing a particular framework there will be many different driving factors that will alter your choice. The type of industry you are in or the compliance requirements will be the biggest deciding factors. Publicly traded companies might want to use something like COBIT or the healthcare sector may use HITRUST. On the other hand, something like the ISO 27000 Series is available for both the public and private sectors. Even though the ISO standards may often come across as time consuming to implement they are helpful for an organization who will need to demonstrate their information security capabilities via ISO 27000 certification. Then again there is always the NIST Special Publication 800-53 which is the standard that is required by the U.S. federal agencies; however, it can also be used by any organization to allow them to build a technology-specific information security plan. Having briefly mentioned a few different frameworks, there are many more to choose from. For example, “The NIST Framework for Improving Critical Infrastructure Cybersecurity, or the “NIST cybersecurity framework” for brevity’s sake, was established during the Obama Administration in response to presidential Executive Order 13636. The NIST was designed to protect America’s critical infrastructure (e.g., dams, power plants) from cyberattacks.”[6]. NIST is a set of voluntary security standards that a private sector company could use to help them identify and respond to cyberattacks. Alongside that these are some of the best practises associated with NIST.
· Identify 
· Protect
· Detect
· Respond
· Recover

If you want your company to start small and then over time work its way up then CIS will be your go to. The CIS framework was created in the late 2000s and was used to aid companies from cyber threats. Its 20 controls are regularly updated by security professionals from many different fields. CIS uses benchmarks which are based on standards like HIPAA or NIST to map security standards and offers an alternative configuration for the organization to use. Moving onto the ISO framework which internationally recognised cyber security validation standard for both internal situations and across third parties. When using this framework, it will operate under the assumption that the organization has an Information Security Management System. However, the biggest problem with ISO is it is very demanding due to it recommending 114 different controls which are then broken down into 14 categories, because of this bigger companies will be drawn to this. 
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I personally believe that if SwanTech are about to set up a new information security unit then it would be vital for them. Due to them being such a fast-growing consultancy company that is combating cyber-attacks, they are at risk themselves. The first thing SwanTech would need to do is the polices of the information as they will need to know exactly where their information is being stored and what it could be used for. Once SwanTech has stored the information they will need to be able to trust the information security unit with this sensitive data and to make sure no one can access it who doesn’t work for the company. It is incredibly vital that none of the private or sensitive data gets leaked because if they were to have a data breech then it could make them look unreliable and can lead to customers leaving. The polices that they must follow are:
· Minimize the risk of any security breaches
· Protect the confidentiality and integrity of the data
· Help with regulatory compliance 
· Plan for the digital security across your whole organization

By sticking to these polices it will help keep the information safe from any outside threats and anything else could be harmful to the data. Firstly, you will need to make sure you are minimizing the risk of any security breaches by using anti-virus software’s. Next you will need to protect the data you collect as a company meaning it can’t be leaked or sold to anyone. With regulatory compliance you will need to make sure you are complying with the law and keeping up to date with it. Finally you have plan for f=digital security across your whole organization, for this you will need to make sure you are using tools like firewalls, vpns, etc. 

When it comes to setting up the ISU you must make sure you are using tools that will help with your online presence. For example, you need some sort of cloud service which will allow you to back up your data onto the cloud so its accessible in case anything was to happen. It is key that backups occur regularly so if the PC was hack or wiped in anymore the data is still reachable, but you will need some sort of verification process so any old person can’t get their hands on it. State of compliance is another service that is key to have if they are going to use another service, this is important so that you aren’t going to ruining any systems if a virus does get places onto the system. As a company it is incredibly important that you follow the law to every single step as it isn’t just your own data that you are holding, so if a third-party company was to get hold of it by it being sold or any other way then it could lead to prosecution. When you are accessing this information, you must be very careful as if you make even the tiniest of mistakes it could lead to you getting prosecuted. Due to more and more information getting processed on online everyday people are moving away from the traditional methods like the use of pen and paper, because of this, rules have been put in place to make sure the data is still secure. Another great tool you could use would be something risk management. This is the process of identifying, assessing and controlling threats that may occur to an organization’s capital and earnings. These risks could stem from a variety of different sources which include financial uncertainties, legal liabilities, technology issues, strategic management errors, accidents and natural disasters. By using a risk management program, it will aid an organization to consider the full extent of the risks it may face. It will also examine the relationship that comes with risks and the cascading impact they could have on the strategic goals of the organization. “This holistic approach to managing risk is sometimes described as enterprise risk management because of its emphasis on anticipating and understanding risk across an organization”. [7]. As well as focusing on internal and external threats, enterprise risk management (ERM) will emphasize the importance of managing positive risk. Positive risks are opportunities that could help increase a business’s value or conversely damage an organization if not taken with care. With the current world that we will live in risk management is far more important. The risk a modern organization faces have become a lot more complex; this is fuelled by the rapid pace of globalization. New risks are constantly surfacing and are often related to, and generated by the new age of digital technology. The most recent external risk to have manifested itself was the coronavirus pandemic which come at us all pretty fast and it didn’t only affect the business, it effected the health and safety of staff members. 

The next thing to bear in mind is protection mechanism which are security devices on a computer which enforce selected security polices for the various users on a system. Without the use of this it would become impossible to prevent any individual users from having full access to the system, everyone user would have the ability to add and remove programs, and make other major changes to the computer without any backlash. “The protection mechanism in a computer is a bit like a bouncer standing outside a nightclub, possessing a guest list for a party.”[8]. A basic model of protection mechanism is a matrix access model, which is basically a grid-based list delineating the abilities of a particular process within a computer. An example of this would be some programs may only be allowed to read and write to the hard drive, while a different program may be able to retrieve information from within the hard drive without having the ability to modify or add to it. 

Having briefly mentioned the cloud I do believe that it crucially for the company to use it, as not only does it support with backups in case of any problems it can also help with storing data. As you will not only be storing your data but customers data as well that will take up a mass amount of physical space so having access to the cloud will help massively as you eliminate the issues with the storage and there’s no chance of any natural disasters damaging the data. 

As SwanTech is only a small business I do believe that should implement a plan B and should use this as they grow just in case, they hit any bumps in the road, with having a plan B it will allow them to continue moving in a forward motion no matter what gets thrown at them. With this plan it would be vital that everyone in the company knows what to do if its needed. For example, say if a natural disaster was to happen like an earthquake, then everyone would know how to deal with it and keep moving forward. Backups would need to occur regulatory to stop any customers data from being lost or damaged in case of a fire. Alongside this it would be a good idea to have some sort of backup power generator that kicks in once the power goes, because if the power was to cut out for whatever reason, then employees work and customers data could be lost. So the use of a generator would stop this issue for happening.    
· 
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