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Restricting Non-authenticated Users from Completing a Booking
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In today’s exercise, you will restrict users from making a booking if they are not yet logged in. You will redirect them to the Login/Register page. This will also require you to update the register view.
Exercise 1: Checking if User is Logged In
1. Open up the Views\Films\Details.cshtml page
2. Add the following highlighted text to the top of the page to define the return URL for this page if the user gets redirected to the Login or Registered page. It is simply a concatenation of the page URL and the current film’s id.
[image: ]
3. Locate the @using (Html.BeginForm(…) { … } block of code.
4. Add the following code to check if the user is currently logged in (authenticated) just above the form code.
[image: ]
5. Go to the following Bootstrap link and identify an alert style that you like.
a. Copy the HTML for the <div> for your chosen style
b. Paste it inside the if { … } block.
http://getbootstrap.com/components/#alerts
6. Now add the following HTML to the <div>…</div> element. You can modify this as you wish.
<h4>You must be logged in to make a booking</h4>
<p>Already registered?  Login Action Link Here</p>  
<p>Not yet registered? Register Action Link Here</p>

7. You need to replace the highlighted text with the appropriate links. I have shown the link for Login below as an example:
Note: you can use other CSS class styles for your links. Scroll the page till you find something you like or have a look at: http://getbootstrap.com/components/#alerts-links. 
[image: ]
Shown on multiple lines for clarity:
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1ba196c3.PNG]
8. Scroll to the end of the page and add another if { … } block to check if the current user is currently logged in (authenticated).
9. The Bootstrap HTML code for adding a modal window is shown below.
a. Customise this to display the modal dialog (you can change as you wish)
b. Make sure you add an ID as shown, this is what will be used to display the modal dialog.
c. Copy the code into the if { … } block created in the last step.
<div id="modalLoginRegister" class="modal fade" role="dialog">
        <div class="modal-dialog">
            <div class="modal-content">
                <div class="modal-header">
                    <button type="button" class="close" data-dismiss="modal">&times;</button>
                    <h4 class="modal-title">Title</h4>
                </div>
                <div class="modal-body">
                    Body Content
                </div>
                <div class="modal-footer">
                    <button type="button" class="btn btn-default" data-dismiss="modal">Close</button>
                </div>
            </div>
        </div>
    </div>

10. Change the highlighted Title and Body Content so that you have something similar to the following. You can reuse most of what you added earlier to the previous warning message.
[image: ]
11. Scroll to the end of the page and add a script block as shown.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1de37e40.PNG]
12. Now add the following function to the script block. The function will be called when the user clicks on a button (before submitting to next page) and if it finds the modal dialog, it knows the user is not yet logged in/registered and prompts the user to do so.
// function to validate user is logged in before submitting to next page
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1de88919.PNG]
13. Now add the following steps to the function
a. Find the modal dialog HTML element using its id (modalLoginRegister)
// find the element with the id, modalLoginRegister
[image: ]
b. BEGIN IF: If it finds an element with the ID, it means the user is not yet logged in. Remember, you only add the HTML code to the view when the user is not yet authenticated – the if { … } block you added.
// check if element modal HTML element found
[image: ]
i. Show the modal dialog. I have used jQuery syntax because that is what the Bootstrap framework understands. All it is saying is show the element with id, modalLoginRegister, as a modal.
// jQuery code - show the modal dialog
[image: ]
ii. Return false and stop the form submitting to the next page.
// stop the form submitting to next page
[image: ]
c. END IF: (Don’t forget the closing curly bracket)
d. Return true. As no modal dialog was found, it means the user is logged in and it is okay to continue to next page.
// okay to submit to next page
[image: ]
14. Now go back and locate the @using (Html.BeginForm(…) { … } block of code. Modify it as shown to call the function you just created when the user tries to submit the form.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1df2a9a4.PNG]
15. Save your changes and test, but don’t register yet as it will fail. Do you get redirected to the Login and/or Registration pages?
Exercise 2: Creating Roles in the Database 
1. Go to the Migrations folder and open up the Configuration.cs file.
2. Import the following libraries:
using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.EntityFramework;
3. Now locate the Seed method. It contains some example code commented out. This method is used to add sample data to the database programmatically.
4. Copy and paste the following code after the commented out code. Modify the highlighted code as you wish. Note that the password must contain an uppercase letter, a number and none alphanumeric character.
context.Roles.AddOrUpdate(
                    new Microsoft.AspNet.Identity.EntityFramework.IdentityRole("Admin"),
                    new Microsoft.AspNet.Identity.EntityFramework.IdentityRole("Member")
                );

                // Check if user exists first, if not then add user
                if (!context.Users.Any(u => u.UserName == "admin@gomovies.com"))
                {
                    var roleManager = new RoleManager<IdentityRole>(new RoleStore<IdentityRole>(context));
                    var manager = new UserManager<Models.ApplicationUser>(new UserStore<Models.ApplicationUser>(context));

                    var user = new Models.ApplicationUser
                    {
                        UserName = "admin@gomovies.com",
                        Email = "admin@gomovies.com",
                        FirstName = "Admin",
                        LastName = "Admin",
                        Created = DateTime.Now,
                        LastLogin = DateTime.Now
                    };

                    manager.Create(user, "Password_1");
                    manager.AddToRole(user.Id, "Admin");
                }

5. Now go to Tools  NuGet Package Manager  Package Manager Console.
6. At the package manager console, run the following statements one after the other.
a. add-migration create-roles-and-admin
b. update-database
7. When it is done, comment out or delete the code you added to the Seed method or else it will keep adding this sample data every time you update the database.
8. You can check if it successfully added the roles and user. Check the following tables:
a. AspNetRoles
b. AspNetUsers
Exercise 3: Updating the Models 
Account View Models
1. Open up the AccountViewModels file in the Models folder.
2. Look for the RegisterViewModel class.
3. You need to add entries for First name and Last name. I have shown the one for first name below (you can modify as you wish). It shows you:
a. The error message to display when the input is not valid (not specified and less than 2 characters)
b. The display name to use for labels - [Display(Name = "First name")].
[image: ]
4. Now add one for Last Name too, using Surname for the label.
5. User and Customer have a one-one relationship and the registration form requires some fields in Customer to be completed too. Thus, you need to add a reference to the Customer to this view model. Add the following:
[image: ]
6. Save your changes.
Customer Model
7. Now open up the Customer model class.
8. Check that your class imports the following library so you can get access to the formatting data annotations.
[image: ]
9. You need to add annotations for the Date of birth, Display name, Address, City, Postcode. I have shown the first one below.
[image: ]
10. Now add similar annotations for the following (Hint: look at what was done in Account View Models).
a. Display Name: only need to set the label to “Display Name”
b. Address: Set the minimum length to 5 and display an appropriate error message.
c. City: Set the minimum length to 2 and display an appropriate error message
d. Postcode: Set the minimum length to 6 and display an appropriate error message
i. Also set the Data type to PostalCode – look at what was done for date of birth
11. Save your changes. You can close the model files if you wish.
Exercise 4: Importing a Date Picker Library
In this exercise, you will import a JavaScript date picker library to use, so that you can use a date picker for the date of birth field.
1. From the menu, go to Tools  NuGet Package Manager  Manage NuGet Pacakages for Solution…
2. In the window that displays:
a. Type Bootstrap in the search box
b. Locate the Bootstrap.Datepicker from the Search results – see below
c. You have to select what project to install it to – you only want to install it to the main project and not the test project. Check your main project
d. Click the install button and follow the instructions. Be patient it takes a while.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1abe2cb7.PNG]
3. It installs a load of files, which you really do not need. For example, a date picker for all languages it supports. You can remove these from the project.
a. Go to the Scripts folder in your project
b. You can delete or exclude the locales folder from the project.
4. Next, you need to add a reference to the JavaScript file and CSS for the Date picker.
5. Go to the App_Start folder and open up the BundleConfig.js file.
6. This is where you specify all the external script file bundles to include in the project.
7. Locate the bundle for the Bootstrap JavaScript files and modify as shown to include the date picker library file (do not forget the comma ).[image: ]
8. Next, locate the bundle for the CSS files used and modify as shown to include the CSS file for the date picker. There are loads of them in the Content folder, you can try the others if you wish.
[image: ]
9. Save your changes and close the file.
Exercise 5: Updating the Registration Form
1. Now go to the Views\Account folder and open up the Register view.
2. It already includes input fields for Email and Password. Note: each input field is contained in its own <div class=”form-group”> … </div> block.
3. Copy one of the blocks, so you can use this to create the additional fields required.
4. Add the following fields:
a. First name
b. Last name
Note: The following are from child Customer model i.e. m.Customer....
c. Date of birth 
d. Display name
e. Address
f. City
g. Postcode
5. For the Date of birth input field, you also need to add the additional class datepicker. See below:
[image: ]
6. By default, it will format dates in the American format, but our databased has been setup based on our current locality, so we need to change the default format to British format.
7. There should already be a Scripts section at the bottom of the page.
8. Add a <script> … </script> block and copy and paste the following to it:
// Stop from validating using American format
jQuery.validator.methods["date"] = function (value, element) { return true; }
9. Next, you also need to add some code to the same <script>… </script> block to setup and format your datepicker. For configuration settings, see the following link: https://bootstrap-datepicker.readthedocs.io/en/latest/
10. Add the following code to setup the date picker. Note: read the comments so that you understand what it is doing.
//Using jQuery and the CSS class selector (dot)
// The following finds all elements with a class "datepicker" and calls the Bootstrap datepicker() method to initialise the date picker
// with the following config settings. Cannot be older than 100years, Cannot be younger than 18 years, Close popup after selecting
[image: ]
11. Save your changes.
12. Also locate the @using (Html.BeginForm(…) { … } block of code. Modify it as shown to pass the return URL address to the controller’s action method.
[image: ]
Exercise 6: Updating the Controller’s Register Action Method
1. Open up the AccountController file.
The GET Register Action Method
2. Locate the GET Register action method and modify it as follows to include a return URL parameter and save it to the ViewBag.
// Save the passed in return URL to the view bag so the method remembers it
[image: ]
The POST Register Action Method
3. Now, locate the POST Register action method. It should be just below the previous method.
4. Modify it as shown to also accept a return URL and save it to the ViewBag.
// Save the passed in return URL to the view bag so the method remembers it
[image: ]
5. Next, you need to update the user details being saved for the registration to include the additional fields we have added and also the automatically generated date time fields.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML1e448a24.PNG]
6. Next, you also need to add the user to your Member role (whatever you have called it if you changed it).
7. Add the following highlighted code to add the user to the role, if it successfully creates the user (result.Succeeded)
// Add the user to the Member Role
[image: ]
8. Finally, you need to redirect the user back to the return URL if one has been specified. Modify the RedirectToAction(“Index”, “Home”) line as instructed below.
a. BEGIN IF: Check if the returnUrl string is NOT null or empty
i. Redirect to the local, return URL. (You use return URLs with local URLS only. Using RedirectToLocal adds an extra safe guard).
[image: ]
b. ELSE
i. Redirect to Films page.
[image: ]
c. END IF
9. You can now test registering a user.
10. That’s all for today 
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