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ESSAY TWO
For this essay I am going to be explaining the role in which the police have adopted to tackle complex internet related crime. 
The world as we know it has changed drastically within the last few decades with advancement in technology that has completely shaped the way in which humans now operate. For example: many of us have become completely accustomed to making payments through our phones; keeping in touch with family through social media; and even the way in which we meet new people, aka online dating. However as easy and convenient this technology has made for our day to day lives. It has also brought about a new type of crime known as cybercrime; digital crime; or internet related crime. For the purposes of this essay, I am going to refer to it as cybercrime.
New forms of digital crime appear every day and a big one is hacking. For example, over the last two decades malware has evolved exponentially. First generation of malware was solely used to disrupt computer systems. Whereas nowadays malware had advanced to the stage it can be used to extract a person’s personal details, which in turn can be used for illegal purposes. Personal and financial date has become one of the most valuable assets for cybercriminals as this can allow them to move onto other crimes such as blackmailing (Bryant and Bryant, 2016). A good example of this is in 2004, whereby a male by the name of Sergei Tsurikov was convicted to eleven years in prison for his part in a conspiracy which had resulted in the loss of over $9.4 million US dollars. In 2008 Tsurikov and his fellow co-suspects managed to hack onto the computer network of RBS WorldPlay. Tsurikov managed to compromise the data and encryption used by RBS and raise the limits on the payroll debit cards. Tsurikov then provided a network of cashers with forty-four counterfeited debit cards and in under twelve hours used those cards to withdraw more than $9 million from over 2000 automatic teller machines (ATM’s) in over 280 cities worldwide. Including: Ukraine; Italy; Hong Kong; Japan’ United States of America; Russia; and Canada (Clough, 2015). Moreover, there are crimes nowadays, which can now be committed digitally alongside physically. A very common example is the crime of harassment. Under Section 1 Protection from Harassment Act 1997 a person must not pursue a course of conduct, which amounts to harassment of another, which he knows, or ought to know amounts to harassment of the other. This course of conduct can be completed in person, or through digital means, such as Facebook, messaging etc. One very saddening case is that of Megan Meier. Megan had befriended a boy online by the name of Josh Evans, who at the time she believed was a real person. Their conversations became personal to the point Megan felt an emotional bond. However, Josh then started harassing Megan and sending her constant hateful messages, frequently telling her to commit suicide. Megan tragically took her own life and was found by her parents. It transpired the male to whom she was speaking to was not a man by the name of Josh Evans, but a female by the name of Lori Drew, a mother of one of Megan’s past friends (Holt, Bossler and Seigfried-Spellar, 2015).
With the transparent issues seen by cybercrime. The UK government took a stand and in June 2009 published what is known as the “Cyber Security Strategy”. This strategy goes on to talk about how everyone is has the right and benefit of access to the internet, but also talks about how it also shows a clear threat to businesses and the public and how cyber criminals will need to be tackled. The strategy talks about how cybercrime has now become a go to for serious organised crime who seek to take advantage of people, whether for financial gain or blackmail. The strategy talks about dedicated crime units, but also talks about public awareness as a method to tackle cybercrime (Home Office, 2010).
For the police they play the same role in tackling cybercrime as they would any other crime. Through the process of investigation and prevention. There is a known principle within the policing world known as Locard’s Exchange. This principle states “every contact leaves a trace” (Horswell, 2004). This principle still applies to that of the digital world and is completed through what is known as digital forensics. In short digital forensics is the application of discovering information from a digital device. With the most common digital forensics being used to examine computers; printers; cell phones; mobile devices; gaming consoles; and even technology attached to a car (Gogolin, 2021). This examination of the devices allows the police to build up evidence, which can be used to prove or disprove the alleged persons involvement within the offence.  To use the case of Megan as explained above as an example. As part of the investigation the police would seize the phone from Lori and through digital forensics, the phone would be downloaded, and the evidence would be used within court to push for the prosecution. The second tool the police have is prevention. By educating the public what to look out for and providing them with safety advice, it means the public can be aware of what to look out for. These examples of safety advice can range to but are not limited to never share your passwords; never meet someone online who you have not met before; never give out personal details; ensure your privacy settings are secure; do not post anything online, you do not wany others to see; and ensure your firewall/anti-virus software is up to date (Hunter, 2012).
In conclusion the role of the police in tackling complex crimes committing on the internet remains the same it always has since the police was founded. The only thing that has changed is the process. However, with the introduction of new teams, such as the digital forensics team. It still provides the police means of investigating the offence and collating the evidence against the suspect.
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ESSAY THREE
This essay is going to be critically evaluating the use of a Covert Human Intelligence Source (CHIS) in the investigation of serious and organised crime. 
Defining a CHIS has had some issues throughout the years. There are two categories this is an informant and an informer. The difference between the two are the informant is someone who provides information, but only as a victim and or witness, whereas the informer is a person who is a criminal associate or co-conspirator and is providing information for either money, reduced sentence, immunity from prosecution, or another personal advantage for themselves (Billingsley, 2009). There are even further categories of the informer and these being: the defector; the agent in place; and the agent provocateur. The defector is what is the most common with it being a person who informs secretly but keeps their criminal status. These are the persons who are the most at risk and vulnerable as if they are found out the likelihood of physical harm coming to them is high (Rapp, 1989). The role of a CHIS is quite simply to establish a personal or other relationship with a person to obtain information from them and covertly disclose that information to the relevant authorities (Home Office, 2021a).
When it comes to the operational use of a CHIS a lot of the information online has been sanitised to protect the welfare, security and identify of all those involved. This is a direct result of the Regulation of Investigatory Powers Act (RIPA) as it is a duty of the agencies to protect the informants. However, the Home Office has provided operational case studies, which are viewable to the public which display real life examples.  Some of these examples include the solicitation to murder. Whereby a woman recruited a person to whom she believed was a genuine contracted killer. She hired this person to murder her husband. However, unbeknownst to her this person was in fact an undercover officer and as such provided intelligence back to the police service and consequently the woman was arrested. The undercover police officer even provided evidence in court and the woman was convicted. Another real-life example the Home Office has released is a case of child sexual exploitation. In 2013 an undercover operative who worked alongside the police infiltrated a paedophile network. Due to the information this CHIS provided it resulted in the arrest of a male who had paid money to rape a five-year-old boy and a six-year-old girl. When this male was arrested further evidence of his offending was found on his computer. The male was pleaded guilty at Southwark Court and as a result from the CHIS he received an eight-year prison sentence. Finally, the Home Office shared some key facts. These being between November 2018-2019. CHIS operations within the Metropolitan Police have led to the recovery of 100 firearms, 400 weapons, seizure of over 400kg Class A drugs, over £2.5 million in cash, and 3500 arrests (Home Office, 2021).
However, there is one UK undercover policing operation that is viewed as being unethical and this is the ‘spy cops’ scandal. From the years of 1968 and 2011, over 150 undercover police officers. Who at the time were known as ‘spy-cops’. Infiltrated more than 1000 political groups within the UK. (Stephens Griffin, 2020) During their time undercover these officers engaged in morally, harmful, and questionable activities. Some of these including fathering children whilst undercover; deceiving women into intercourse; appearing in court under a false persona; using identifies of dead children without containing the consent from the families; and finally, actively participating in crime (Williams, 2021). Another infamous UK undercover operation is that of Operation Edzell, which was a covert operation into investigating the death of a female by the name of Rachel Nickell with the prime suspect being a man named Colin Stagg. Rachel was murdered mid-morning on Wimbledon Common in July 1992. Police brought in a psychologist named Paul Britton and asked him to complete an offender profile, along with other forms of help. Operation Edzell involved the use of an undercover officer. Who essentially befriended Colin and manipulated him into sharing explicit sexual fantasies, which was like that of the death of Rachel (Alison and Crego, 2012). The undercover officer by the name of Lizzie had manipulated Colin to a point he would make up details about Rachel’s murder to keep her happy as he genuinely believed he had a relationship with Lizzie and did not wish to lose her. However, these details would later end up having Colin arrested. On September 1994 Colin appeared at court, but fortunately for him the judge read through Lizzie letters and was appalled by the nature of the police trying to incriminate Colin through deception. As such the case was dropped. It later came to light through advancement in forensics the real killer was a Robert Napper, who plead guilty in 2002 (Barer et al., 2014).
To conclude this essay. I believe the use of a CHIS whether this being an informant or a planted police officer within a criminal organisation is needed within modern policing. There are some forms of intelligence, which without a CHIS the police are not going to be able to obtain. This evidence as shown in the Home Office report has not only saved the lives of some persons, but prevented horrendous offences, such as the rape of a child. The figures provided by Home Office goes to show how beneficial it is as well. However, this is not to say I do not see the ethical dilemma involved in using CHIS. Although I have spoken about some extreme examples where it has gone wrong in the past. It is still abundant using a CHIS, you are deceiving people. It is a mindset, which realistically goes against being a police officer. As honesty and integrity is one of the core fundamentals. However, I personally believe it is one of those situations where the end justifies the means. If a life gets saved; sexual predators are caught before they can act; and large amounts of drugs and firearms are seized from the streets. It is a necessary evil.
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ESSAY FOUR
For this essay I am going to be underlining some of the links regarding serious organised crime and public protection. Alongside how bias on these investigations can have an impact on the investigation.
Serious Organised Crime (SOC) is defined as a criminal activity, which has been planned, co-ordinated and committed by persons working together, individually or as part of a transnational network. The primary aim of SOC is to acquire money, profit, power, influence and or sexual gratification in some cases. A list of examples of SOC can include but are not limited to illegal firearms; fraud; kidnap and extortion; modern slavery; child sexual abuse; and sexual/drug trafficking. (Winchester, 2020). Statistics have shown a rapid increase in SOC over the last few years. These being; the number of referrals made to the National Crime Agency (NCA) reporting online child sexual exploitation and abuse has risen by 2012; the number of county lines drug supplies have drastically increased from over 700 to over 2000 in the space of one year and there were over 2.9 million accounts registered on child sexual abuse sites with up to 5% of those believed be UK citizens (Owens, 2019).
Public protection is an increasing theme within the criminal justice service. Many professionals in the criminal justice service find themselves continuously assessing and managing the high-risk level offenders. Developments in the field such as sex offender register, which have been implemented within the UK and Multi Agency Public Protection Arrangements (MAPPA) are a core aspect of the police and other services. It has become a central part of public protection (Nash and Williams, 2010).
As shown above one link between Serious Organised Crime and public protection is that of sexual trafficking and management of sexual offenders. Sex trafficking is a form of human trafficking. Human trafficking summarised is trafficking persons via means of threat, or use of force, or other forms of abduction, coercion, fraud, deception, or abuse of power for the purpose of exploitation. With the exploitation aspect being around sexual labour, forced labour, slavery, or removal of organs (Walker, Gaviria and Gopal, 2018). 
One infamous case regarding the use of serious organised crime and sexual trafficking, to be more specific child sexual exploitation, is that of the Rotherham child sexual exploitation scandal. On the 26th August 2014 a report was published by the name of the Jay Report. The report, which was commissioned by Rotherham City Council, investigated how the local authorities managed cases of child sexual exploitation over a 16-year period between 1997 and 2014. The report had discovered significant failings from the local council, police, and children’s services. As a result, it was estimated over 1,400 children were likely to be victims of CSE (Boyd, 2015).  Over a third of the cases the children were already known to services, due to child protection and neglect. These children suffered horrendous abuse. They were trafficked to other towns in the north of England; raped by multiple perpetrators; beaten; intimidated; and abducted. Even more extreme examples came to light, whereby children were subjected to being doused with petrol and threatened to be set alight; forced to witness persons being brutally raped; threatened with firearms and these children were as young as eleven years of age (Jay, 2014). As such from this report, services have been communicating together more frequently to prevent this failure from happening again.
Bias is a form of preference, which every person has. Bias is normally written within a person’s feelings and personal experiences throughout life rather than facts themselves. A person’s bias affects the way they think, form opinions, and make decisions (Ryan, 2008). Sex crimes and sexual offenders in general cause considerable public fear and worry. When it comes to the public’s perception of sexual offenders, they are normally seen as monsters, predators, fiends, scum, lowest of the low, and are often perceived as the worst of the worst in terms of criminals (Teela Sanders, 2017). 
As police officers are part of the public, it can be assumed most of them share the same bias when it comes to sexual offenders and as such it will have an impact on their investigations. However, the police in theory should always remain impartial and not allow their personal opinions affect an investigation. As stated by Sir Robert Peel on his fifth principle: “to seek and preserve public favour, not by pandering to public opinion; but by constantly demonstrating absolutely impartial service to law” (Bowling, Reiner and Sheptycki, 2019).
To conclude this essay. When it comes to serious organised crime and public protection, they are closely linked. Especially, when it comes to cases involving vulnerable groups of people such as children. Human trafficking is a real issue, which happens worldwide, and children are being used for sexual gratification by perpetrators, but also to be used as drug runners to further their criminal empire. As such public protection being the main focal point of managing these sexual offenders and managing the children to protect them is paramount. In terms of bias affecting investigations, although it should not be done, as explained the police should remain completely impartial as stated by Sir Robert Peele. The reality is that police officers are the public as well and they come from all walks of life. Many officers are parents themselves and some have personal experience of abuse from their youth. These experiences and feelings will play a major role in their decision making and actions around an investigation involving a sexual offender. Whether these decisions are positive for the case as they will be more inclined to ensure the suspect gets charged, or detrimental to the case, would be treated on a case-to-case basis. I believe most officers join the police to protect the vulnerable and there is no one more vulnerable than a young child.
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ESSAY FIVE
This essay is going to be looking at the effectives of crime prevention theories and strategies, which are used to try and combat anti-social behaviour.
Anti-Social Behaviour, Crime and Policing Act was established in 2014 and is used to combat what is known as anti-social behaviour, which I will refer throughout this essay as ASB for short. ASB is defined within the Anti-Social Behaviour Act 2013 as “Any conduct that has caused, or is likely to cause harassment, alarm, or distress to any person; conduct capable of causing nuisance or annoyance to a person in relation to that person’s occupation of residential premises, or; conduct capable of capable of causing housing-related nuisance or annoyance to any person”. A common example of what would be considered as ASB is young youths loitering around a particular area: shouting; swearing; or being a general nuisance to the public.
One theory which is used within policing is the use of what is known as the SARA MODEL. This is a problem-solving process and is broken down into four stages, these being: Scanning; Analysis; Response; and Assessment (Palmiotto, 2011).
Scanning stage’s primary purpose is to identify is a particular concern or problem exists within the community and whether it needs to go onto the analysis stage. Scanning stage focuses on looking for specific patterns or persistent incidents, which are happening within the community (Peak, 2013).
Analysis stage looks to identify and clarify what the nature of the problem is, which was discovered from the scanning stage. This is primarily down using data and through discussions with the relevant agencies. By analysing the problem, it allows the police to identify the root of the issue; how it is lasting; and how the current response in place is not managing it. (Kane, 2022). One tool, which is often used in this stage is that of the Crime Triangle or also known as the Problem Analysis Triangle. The theory behind the triangle is quite simple. For a crime to take place there must be two things, these things are a victim and a location. If there is not a location, nor a victim, then in theory a crime can does not take place (Rachel Boba Santos, 2005). Through using this triangle, it allows the police to try and understand the relationship between the three and how to manage it.
Response stage is after the problem has been defined the police now look to tackle the problem. By using the Problem Analysis Triangle from the analysis stage. The police will try and implement a method, which will address at least two sides of the triangle. These can be through methods such as: working with the local council; engaging with local schools; or target hardening a particular location (Peak, 2013).
Assessment is the final stage. This is essentially the evaluation stage of the entire model, and it is used to determine two things. The first being whether the response devised was implemented as originally planned. Second being if the response devised worked in managing the problem. Like that of the analysis stage, this stage looks at data to analyse whether the response stage was a success or not (Kane, 2022).
However, there are some concerns around the use of the SARA mode with two concerns being the following. Firstly, the SARA model implies that problem solving in general should be followed by a linear process. However, the actuality of it is problem solving tends to go back and forth through the processes. Secondly another issue with the SARA model is the concern it does not formally incorporate the community as the SARA model can be implemented entirely by the police themselves. Bringing in bias that only problems important to the police are going to be looked at (Greene, 2008). Additionally with the Problem Analysis Triangle there is a new introduction of three components, which need to be implemented on the response stage and without help from other organisations it would not be possible. These three new components are the following: handlers; guardians; and manager. The handlers govern the offender, the guardians govern the victim, and the manager governs the place (Vellani, 2021). By utilising these additional components, it will assist the police in identifying additional responses, which are not entirely police dependant. For example, handlers are in positions whereby they know the offender and as such can control the offender’s actions. They are normally there: parents; teachers; mentors; partner, etc. These handlers can form a control on the offender and as such prevent them from committing further crime as offenders will rarely commit crime when their handler is present out of fear, embarrassment, or sanctioning (Vellani, 2021).
Irrespective of the concerns surrounding the SARA model. One study identified the use of the SARA model does have a significant effect when it is done correctly. For example, Atlanta Police Department within the United States of America failed as they were not committed. Furthermore, the expectations were not realistic and as a result the caseload on the officers were extremely high. Whereas when it was compared to officers having a lowered case load the officers were more effective. The study found there was a decrease in specific crimes such as ASB compared to total volume crime, which shows how effective taking a focused approach can be (Wiesburd, 2008).
To conclude this essay. The SARA model can be effective when dealing with ASB if it is done correctly. There needs to be a clear vision in mind when implementing the model and the focus needs to be on a particular problem, not a general one. Furthermore, there can not be a straightforward linear process. If in the assessment stage it is identified the response stage has not worked, nothing states, you can not go back to the response stage and look for alternative options. There will not be a need to go back to the scanning and analysis stage as the problem has already been identified and defined.  
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