Conduct a literature review that critically examines academic and policy-based perspectives on key UK counter-terrorism legislation and concepts.

Introduction
The evolution of counter-terrorism legislation in the United Kingdom reflects a complex balance between keeping the public safe, protecting individual rights, and changing ideas about what makes someone a risk. Since the early 2000s, the UK has introduced a series of legal and strategic measures, most notably the Contest strategy and the Terrorism Acts of 2000 and 2006, to prevent, disrupt and respond to terrorist activity. Real-life incidents such as the 2017 Manchester Arena attack provide a critical case study for understanding how these policies operate in practice, revealing tensions between security, accountability, and community trust. This literature review explores how terrorism is defined and addressed in UK law and policy, with a special focus on the Prevent strategy, assessing its conceptual foundations and practical implications through the lens of this event. 
Prevent is part of the UK’s wider counter-terrorism approach and aims to stop people from becoming involved in terrorism. The review looks at how key laws and policies have developed over time, and how they are used in practice. It also highlights critical views from academics, especially around concerns that Prevent may unfairly target certain communities or limit free speech. Using a real-life case study like the Manchester Arena bombing, the review shows how these counter-terrorism tools have been applied and asks whether they strike the right balance between safety and fairness.
Main Body
UK Legal Definition of Terrorism
Terrorism lacks a universally agreed definition and continues to be debated within international institutions. Different countries and organisations define it in ways that reflect their legal systems, political priorities, and security concerns (UK Government, 2007). In the United Kingdom, the legal definition is set out in the Terrorism Act 2000, which has served as the foundation for all subsequent counter-terrorism legislation. According to the Crown Prosecution Service: “Terrorism is the use or threat of action designed to influence the government or an international organisation, or to intimidate the public, and is made for the purpose of advancing a political, religious, racial or ideological cause.” This includes serious violence, damage to property, endangerment of life, and disruption of electronic systems. The use or threat of firearms or explosives is automatically classified as terrorism, regardless of intent (Crown Prosecution Service, 2025).
This definition has been central to UK counter-terrorism policy since the act came into force in February 2001, providing the basis for future legislative and strategic developments such as Contest and Prevent. However, according to academics like Lord Carlile (2007) and Walker (2006), the broad scope of the UK’s legal definition of terrorism may unintentionally include acts of non-violent protest and civil disobedience, raising concerns about proportionality, legal clarity and the protection of human rights (UK Government, 2007). Differences in how terrorism is defined reflect deeper tensions in counter-terrorism discourse: whether terrorism should be defined by the nature of the act, the intent behind it, or its political consequences. In practice, the UK’s expansive definition has enabled flexible enforcement but also sparked debates about overreach, especially in the context of Prevent and surveillance powers (Richards, 2015).
Legislative framework
The UK’s legislative framework on terrorism has evolved significantly since 2001, responding to global and domestic threats. The Anti-terrorism, Crime and Security Act 2001, introduced asset-freezing and detention powers post 9/11 (UK Legislation, 2001), while the Terrorism Act 2006 criminalised the glorification and preparation of terrorist acts following the 7/7 London bombings (UK Government, 2006). The Counter-Terrorism Act 2008 expanded police powers and imposed notification requirements on convicted terrorists (UK Parliament, 2009). In 2011, Terrorism Prevention and Investigation Measures Act 2011 replaced control orders, allowing restrictive measures on suspects without prosecution (Home Office, 2016). The Counter-Terrorism and Security Act 2015 introduced the Prevent duty, requiring public bodies to help prevent radicalisation (UK Parliament, 2015). More recently, the National Security Act 2023 addressed state-based threats and foreign interference (UK Legislation, 2023), and Martyn’s Law (2025) mandated counter-terrorism preparedness for public venues, reflecting lessons from the Manchester Arena attack (Department for Education, 2025). Together, these laws form a robust, adaptive framework aimed at safeguarding national security while balancing human rights.
Development of CONTEST and PREVENT
The UK’s counter-terrorism strategy is structured around CONTEST, first introduced in 2003 and revised in subsequent years. It comprises four strands: Pursue, Prevent, Protect, and Prepare, each addressing different aspects of terrorism response and risk management (UK Government, 2023). Among these, Prevent has become increasingly prominent, particularly following the 2011 revision, which marked a decisive shift away from community cohesion and toward a security-focused model of early intervention and ideological risk (Home Office, 2011). This shift was further intensified after the 2017 Manchester Arena bombing, which killed 22 people and led to new concerns about how people become radicalised and whether warning signs were missed (Baker-Beall et al., 2024). After the attack, Prevent was expanded across education, healthcare, and local councils, reflecting a shift in counter-terrorism policy from reacting to threats after they happen to trying to stop them early. However, this expansion has raised concerns about its impact on human rights and whether it might unfairly target those who express different or critical views (Edwards, 2021).
Lister (2019) argues that UK counter-terrorism powers quietly spread through many parts of society, influencing how institutions work and limiting what kinds of protest or disagreement are seen as acceptable. Critics such as Qurashi (2018) and Edwards (2021) argue that Prevent acts like a form of surveillance in schools, healthcare, and other public services. They say it unfairly focuses on Muslim communities and limits people’s ability to speak freely, even though it is presented as a way to protect them. Edwards also explains how Prevent changes public sector roles, particularly in education, into mechanisms of risk management and help enforce certain beliefs or ways of thinking.
Following Manchester Arena Attack, the Prevent duty was framed as an important way to protect people, yet its implementation made it hard to tell where care ends and security begins. It also limited free speech and pushed people to follow government-approved ideas of what a “good citizen” should be (Baker-Beall et al., 2024). This case illustrates how counter-terrorism powers, even when presented as protective, can change how people experience their rights and freedoms, supporting Lister’s view that these powers quietly shape society in far-reaching ways
However, the Independent Review of Prevent (Shawcross, 2023) offers a counter-argument, framing Prevent as a necessary and ideologically neutral safeguarding tool. It emphasises Prevent’s role in diverting individuals from both Islamist and far-right extremism and rejects claims of systemic bias. Additionally, the College of Policing’s research project (2025) on the effectiveness of Prevent highlights its role in supporting institutions like schools and charities to identify and assist individuals at risk. While acknowledging community concerns, the project notes that Prevent has helped disrupt terror plots and bring individuals to justice, suggesting its value as a proactive and ideologically neutral tool. These perspectives suggest that Prevent’s influence may be less about controlling people but about trying to step in early to stop possible threats. Still, the struggle between protecting people and turning public services into security tools continues to raise important questions about rights and government accountability in the UK counter-terrorism policy (House of Lords Library, 2025).
Case Study: Manchester Arena Bombing
The 2017 Manchester Arena bombing, which killed 22 people and injured hundreds, became a pivotal case study in evaluating the UK’s counter-terrorism strategy in practice. The public inquiry, chaired by Sir John Saunders, produced three volumes of findings. Volume 2 focused on the emergency response, revealing serious delays and coordination failures among police, ambulance, and fire services. Notably, the fire service did not arrive at the scene for over two hours, and there was confusion over command roles and communication protocols (Home Office, 2022).
From a Prevent perspective, the attacker, Salman Abedi, had been known to security services and had displayed concerning behaviours. However, the inquiry found that MI5 missed a “realistic possibility” to act on intelligence that might have prevented the attack. This raised questions about the thresholds for intervention and the effectiveness of information-sharing between agencies. While Prevent aims to identify and support individuals at risk of radicalisation, the case highlighted the difficulty of translating early warning signs into timely, coordinated action (Counter Terrorism Policing, 2022).
While Counter Terrorism Policing and MI5 report over 100 operational improvements since the Manchester Arena attack (Security Service MI5, 2023), scholars such as Montasari (2024) argue that these changes remain largely technical and fail to address deeper structural tensions, particularly the need to balance security with rights, engage diverse communities, and confront the root causes of extremism.
The Manchester Arena case reveals the challenges of balancing early prevention efforts with effective emergency response, as well as the broader struggle to reconcile national security priorities with the protection of human rights. It also illustrates the importance of learning from failure, not only to improve operational readiness but to ensure that counter-terrorism strategies remain accountable, proportionate and inclusive (Saunders, 2023).
Recent Reforms in UK Counter-Terrorism 
In 2024, the UK expanded its counter-terrorism oversight when Jonathan Hall KC, the Independent Reviewer of Terrorism Legislation, extended his remit to include State Threats Legislation under the National Security Act 2023. This reflected growing concern over espionage, foreign interference, and hybrid threats, and marked a shift toward treating ideological extremism and state hostility as part of a unified security agenda (Home Office (2024b). Building on this trajectory, in January 2025, Baroness Arlene Foster led a House of Lords debate on the UK’s response to the glorification of terrorism, triggered by worries about people publicly honouring individuals connected to banned organisations, including Sinn Féin politicians. She warned that making past violence seem heroic can reopen old wounds for victims and may inspire extremist ideas, especially online. Foster called for stronger laws to hold public figures accountable, arguing that current legislation may not reflect modern radicalisation risks (UK Parliament (2025).
These two developments show how the UK is expanding its approach to counter-terrorism and national security. Baroness Foster’s debate highlights concerns about how public figures talk about past violence, while Jonathan Hall KC’s new role reflects growing worries about threats from foreign states. Together, they show a shift toward stronger laws and wider powers but also raise questions about how to protect people’s rights while keeping the country safe.
The Crime and Policing Bill 2025 introduces a series of significant counter-terrorism and national security reforms aimed at strengthening early intervention and expanding state powers in response to evolving security threats. Among its most notable provisions is the introduction of Youth Diversion Orders (YDOs), designed to divert young individuals involved in terrorism-related activity away from prosecution and into tailored intervention programmes. The bill also amends the Terrorism Prevention and Investigation Measures (TPIMs) and State Threat Prevention and Investigation Measures (STPIMs) allowing for broader restrictions on individuals deemed a risk, including limitations on access to bladed articles and other potentially dangerous items. Additionally, it replicates Section 13 of the Terrorism Act 2000 within custodial settings, criminalising the display of symbols or uniforms associated with proscribed organisations in prisons and other designated places (Home Office, 2025). Police powers have been further expanded to allow the seizure of such materials without requiring their use in criminal proceedings, enhancing the state’s ability to disrupt ideological signalling in public spaces. These reforms, based on advice from the Independent Reviewer of Terrorism Legislation, show a wider move toward acting early to prevent threats. They apply counter-terrorism thinking not just to policing, but also to how the justice system and youth services respond to risk.
Conclusion
The evolution of the UK’s counter-terrorism strategy, particularly through the Prevent strand of CONTEST, indicates a significant shift from community-based unity efforts to a model centred on managing ideological risk at an early stage. This transformation, accelerated by events such as the Manchester Arena Attack, has integrated counter-terrorism logic into everyday public services, raising complex questions about the balance between safeguarding and security-oriented intervention. While critics argue that Prevent functions as a quiet surveillance, limiting free speech and unfairly focusing on Muslim communities, defenders of the strategy highlight its potential to divert individuals from extremism and its adaptability to evolving threats. The tension between these perspectives highlights the need for sustained scrutiny, transparent evaluation, and evidence-informed reform. Ultimately, Prevent’s future will depend not only on its operational effectiveness but also on its ability to safeguard democratic principles and human rights as counter-terrorism priorities continue to dominate public policy frameworks. Legislative reforms have attempted to address some concerns, yet questions remain about transparency, accountability, and the proportionality of counter-terrorism powers. Future research and policy development should focus on clearer legal definitions, stronger safeguards for civil liberties, and more inclusive approaches to community engagement. Evaluating real-life applications, such as responses to the Manchester Arena bombing, can offer valuable insights into how these frameworks operate in practice and where they may need reform.
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