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Abstract—With growing computerisation in all industries, sectors, homes, and on your person the rise in cybercrime is an expected outcome. But how greatly have the risks changed and has the quantity of attack vectors increased; or is it just a case of numbers i.e., potential victims and the growth in online presence of people existing as personal data in digital form. The following research aims to gain an understanding of this from the tooling perspective by evaluating the functions provide by the application amongst other variables. The tool type that will be compared

I. 
II. INTRODUCTION
What are the key features for file recovery and disk forensics?
The framework of the forensic procedure has not changed much when it comes to disk forensics. There have been advances in technology, which will be presented, however the basic preparation workflow remains standard.
· Acquire the drive.
· Create a HASH from the drive.
· Never work on original evidence, create a copy of the hard drive – write-protected and bitstream copying QUOTE- NORMAL COPY NOT ENOUGH as it modifies the drive and modifies the output file’s location on the disk compared to the original. [1]
· Compare HASH values from original and copy to verify the evidence as authentic.
· Secure original evidence-lock it up in a protected environment
· Analyse the copy.
· Produce a report.
Analysing the copy produces the most variation in functionality, aside from cost, it will determine its suitability. 
There will exist many people that consider simply deleting the data to be enough to cover their tracks, however there will also be many people that understand that computer forensics is a threat. There are tools which can be downloaded to aid “the technically naïve” [2]
In a forensic investigation there can be evasive factors to overcome…
III. STEGANOGRAPHY
Data can be hidden in files of any type of file and be of any type. However, larger files may require the data to be fragmented over multiple files. The original file must still work for this method to be effective states [3] 

IV. ENCRYPTION
Identifying the data can be elaborative, however, reading it is another story. If possible, it can take a long time to decrypt without the key if at all. 
V. ANTI-FORENSICS
There exists a branch of software concerned with disrupting the trail of information intentionally. The Metasploit Anti-Forensic Project is a concern, from modifying NTFS timestamps to hiding files in NTFS slack space the “existence of such tools is beginning to raise some questions over the reliability of evidence” [2]
However, in the present day Metasploit is now a penetration testing framework if you wear a white hat.
A combination of all of the above and more is possible which makes the investigators job potential impossible.
VI. CHOSEN TOOLS. 
NIST provides a list of applications that are commonly used for security and forensic purposes. In order to compare similar products, The NIST list was used to narrow down like products that had similar functionality. [4]
The chosen tools are: -
· Autopsy
· OSForensics
· FTK forensic toolkit
As well as the manuals, reviews, datasheets, and instructional videos, I have downloaded the tools for my self to obtain a look and feel for the workflow and intuitiveness of the design.
A. Autopsy [5]
It is an opensource and general-purpose digital forensics tool, as defined by the developers [6] and they go onto say “As long as the investigator knows what kinds of artifacts are relevant, they can use Autopsy to find them.”
The interface is very clear and leads you to the default results with ease. There is extra functionality that you can install as plug-ins, most are included in the default install. The plugs are community based with the exception of two that are linked to databases regarding law enforcement [7], more information can be obtained from the website: https://www.autopsy.com/add-on-modules/law-enforcement-bundle/.Most of the modules can be customised to fine tune the results. 
The layout and functionality is mapped out with a tree view on the left side of the application.
1) Data source types
The options are generic but the still encapsulate the everything required. I.e. Disk image or VM file, local disk, logical files, unallocated space image file (no partitions), Autopsy logical imager results XRY Text Export (mobile device reports).
2) File views
The default filters group by type, deleted files, and size.
3) Data artifacts
If investigating a system drive, there will be a large list of artifacts for the sift.
The inbuilt registry viewer allows you to open and search the registry via text or regular expression.
Run programs can help build a timeline proposal, list of events, expected file access and modified times, additional drives / devices that were connected, and an idea of what types of files to be more suspicious of.
Shell bag provides directory access time and dates, which can also expose additional drive records meaning that there may be more drives to acquire for evidence.
Web cache, cookies, downloads, autofill data, usernames, web search, and email addresses help create a timeline and uncover any suspect activity.
Attached devices are logged and can be discovered allowing identification possible should a suspect device be acquisitioned. These devices could be phones, USB sticks, external hard drives …etc …
Metadata from created files with timestamp information. 
4) Analysis results
The modules selected and the results of searches appear in this section. The most relevant or common sections allow us to see files with suspected encryption, EXIF metadata from cameras and other GPS devices, files masquerading extensions that do not match the header and end of file identifiers, interesting programs (which is a predefined and editable list), content that is suspected to be user created, files that where discovered in other cases and also that could be listed in the National Software Reference Library(NSRL), and files tagged by the investigator.
5) Reporting
The reporting feature in Autopsy is merely an export of the analysis results, and in various tutorials it has been referred to as a reference to help build full report on a case.
B. FTK [8]
The Forensic Toolkit is an enterprise suite that encompasses the viewers and editors from other manufacturers directly. For example, the registry application and the hex editor are separate applications.
The suite also provides a forensic imaging application that can be used to create copies to work on.
Additional to matching the functions of Autopsy, FTK also adds more control and filters over the conditional searches and output. 
Additional files can be logged / created, and some export features can be automated with the Python scripting engine.
The FTK also has a sophisticated multiuser framework. Users and cases can be stored in a database locally, on the same network, or on a different. Network. It supports SQLite and PostgreSQL. Users can work on shared cases or in another application called QView to review the prepared cases.
Due to its multiuser, enterprise nature, and in-depth functionality the interface is not laid out like a workflow although the tabs do provide some direction and keeps tasks encapsuled.
Facial and object recognition is a powerful feature, especially when linked with a large image repository.
Many more pre and post processing options over Autopsy for fine tuning case creation by filtering, and sub filtering the data to be considered for ingest.
Password and file decryption is also part of the additions you get with FTK over Autopsy
The reporting feature does look better than Autopsy, but it is meant to server a different purpose as it is meant to be admissible in court.
C. OSForensics 
Passmark software has been in the game a long time, who remembers MemTest86?
Costing about the same as FTK, you would expect the functionality to be similar, and you would not be far off. However, there are some key differences that are worth mentioning.
Firstly, the interface is more workflow driven, but still manages to provide a tool group view at the same time. The workflow is laid out in an illustrator button stack on the left and the home view for the main window show the functionality grouped by type e.g., all the viewers in one section and file operations in another. The interface makes the initial feel very accessible as you can see most of if not all the functionality at once with lots of images, it is very pleasing to the eye. Unlike FTK and Autopsy the main viewer changes to its own custom view instead of displaying dialog boxes to update the results and analysis sections that would normally be in view.
Whilst claiming that it can do multiuser cases there must be a limitation since it only supports SQLite database which is a single user database when you get down to it.
As a trade off for not being full multiuser the application is very fast. Searches, decryption, indexing, hashing …etc… are all faster than FTK and Autopsy.
Also, all the viewers are part of the software package as are the utilities – such as the imager. However, this also means that the free trial unlike FTK will also disable the imager tool.
One great feature that does not come with the FTK and Autopsy is the bootable version, this allows you to live boot into an OS with OSForensics installed to investigate machines with no operating system or a compromised system on them.
VII. CONCLUSION
FTK has the status and the courtroom experience, however it is not as fast as OSForensics, and in contrast, Autopsy is reasonable fast and free, but requires the use of additional tools (that can also be sourced for free). It is definitely worth seeing if you can solve the issue with Autopsy before spending big money on supported suites.
A complete table outlining the findings / comparison pertaining to FTK, OSForensics, and Autopsy can be found in the appendix [Figure A]
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Firstly, a copy of the accused, Rob Jengelley’s, hard drive will need to be obtained along with any other external devices that he used where possible.
The copy must made using a bitstream and a write-blocking piece of hardware so that it can be attested that the original has not been altered.
This type of copy also allows us to look for deleted files in the slack space in the file system and also to carve more files that could have been slightly overwritten.
It would be very informative to obtain the suspects company phone, but it may not be needed if the phone was sync to the computer.
Disk analysis will provide detailed information on the accounts that were used in this machine. This could indicate an account that was being used for email if nothing is found in the email repositories stored on the disk. Tracing web history could also provide insight here as to which account was used and assist in the timeline construction.
As the password is not known and we do not want to modify the disk the password will require decrypting in order to sign into the accounts on the domain and any archives found.
Using the recently used files and programs, a timeline can be created to show when the files were copied / deleted and possibly what device the files were taken on or how they were transmitted.
The deleted files can be found either in the deleted file section of the application or with raw data searching techniques. By looking for the image header on the disk, which can be copied from any Autodesk Maya design file.
Once found the files maybe exported from the project onto a transferable medium.

FTK report can be found in the appendix [Figure B.]

Sample invoice can be found in the appendix [Figure C]
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	FTK Forensic Toolkit
	OSForensics
	Autopsy

	Last Revision Release Date
	18/07/2021
	
	

	Licence Type
	Perpetual or 1 year licence and / or yearly for support

	Perpetual, Yearly, Monthly, free trial
	Free

	Cost
	[Perpetual £3200
Support per Year £900]
[1 Year Subscription £1785
Support included]
	[Perpetual 1500 – 12 months support OR 3300 – 36 months support]
[800 per year]
[80 per month]
	Free
Law Enforcement bundle not available to general public

	Trial Available
	Limited Demo Available
	Limited Demo Available
	Free

	Last Revision Release Date
	V7.1.0 18/07/2021
	V10.0 Monthly Builds
	4.20.0 January 2023

	Supports Modules
	NO – Suite based application, scripting engine available
	NO – Suite based application, scripting engine available
	YES – Including your own written modules

	File carving:
	
	
	

	· Archive
	YES
	YES
	YES

	· Image
	YES
	YES
	YES

	· Video
	YES
	YES
	YES

	· Binary
	YES
	YES
	YES

	· Document
	YES
	YES
	YES

	Password Decryption:
	YES
	YES
	NO

	· Rainbow table creation
	YES
	YES
	NO

	· Dictionary attack
	YES
	NEW - UNVERIFIED
	NO

	Password Detection
	
	
	

	· LIST APPS / SITES
	YES
	YES
	YES

	· Windows accounts
	YES
	YES
	YES

	Disc imaging
	YES
	YES
	NO

	Filetype Discovery
	YES
	YES
	YES

	File Mismatch
	YES
	YES
	YES

	Registry Analysis
	YES
	YES
	YES

	Media Viewers:
	
	
	

	· Image
	YES
	YES
	BASIC

	· Video
	YES
	YES
	BASIC

	· Audio
	YES
	YES
	BASIC

	· Documents
	YES
	YES
	BASIC

	· Registry
	YES
	YES
	BUILT-IN

	Character sets support
	YES
	YES
	YES

	OCR
	YES
	YES
	YES

	Facial and object detection
	YES
	Facial
	NO

	Keyword Searching Regex
	YES
	YES
	YES

	Malware Analyser
	YES
	YES
	YES

	File System Support
	
	
	

	· NTFS
	YES
	YES
	YES

	· FAT12
	YES
	YES
	YES

	· FAT16
	YES
	YES
	YES

	· FAT32
	YES
	YES
	YES

	· ExFAT
	YES
	YES
	YES

	· HFS+
	YES
	YES
	YES

	· ISO9660
	YES
	YES
	YES

	· Ext2
	YES
	YES
	YES

	· Ext3
	YES
	YES
	YES

	· Ext4
	YES
	YES
	YES

	· Yaffs
	YES
	YES
	YES

	· UFS
	YES
	YES
	YES

	EXIF 
	
	
	

	· Geo location camera and jpeg
	YES
	YES
	YES

	Website data analysis
	YES
	YES
	YES

	Timeline Analysis
	YES
	YES
	YES

	Multiuser
	YES
	Cases can be shared
	Cases can be shared

	Reporting Features
	YES
	YES
	BASIC

	Mobile O/S
	
	
	

	· iOS
	YES
	YES
	YES

	· Android
	YES
	YES
	YES
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BL Forensics

1Best Street
Swansea, Wales

Phone: 01792 555 333

BILLTO

INVOICE

INVOICE #

TERM!

Ms Dee Rod 564 Due Upon Receipt
CEC Mobile Manufacturing

Swansea

Wales.

DESCRIPTION QIY_ UNITPRICE AMOUNT
Hard Disk Forensic Copy. 1 10000 10000
Disk Analysis T 15000 15000
Email Extraction - 000 - 5000
Password Recovery T 20000 20000
Timeline Creation 10 5000 | 150000
Service fee T 20000 20000
Labour: 10 hours. 10 5000 | 150000
New client discount - 5000 - 5000

Thank you for your business! SUBTOTAL 3,550.00
TAX RATE 2.250%
TAX 150.88
TOTAL £ 3,700.88
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