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FINAL GRADE

61/100

Database Assignment 1
GRADEMARK REPORT

GENERAL COMMENTS

Instructor

WEBSITE

Database structure and design - Structure is OK -
arguably you might want to consider normalising the
author to another table 9/10

Range of PHP demonstrated - 

Can only search by book title I believe

Validation is OK, but could be a bit more extensive.
Login is generally well managed, but I was able to
access favourite.php via the URL. This should be
locked off if not logged in.

It's a bit strange to be asked for name etc when
borrowing a book - I'm already logged in so the store
knows who I am already.

Although there is edit and delete in the code, I cannot
find any way in the website to use it.

28/50

Overall integration of website - /10

Once logged in, it's not immediately obvious what
extra features there are, a landing page after login
would be nice. Generally a good layout and navigation
however. 7/10



REPORT

Investigation/analysis of two security issues -SQL
Injection is generally good, I would have liked a few
more examples other than the 1=1 problem that was
covered in class. You have also not mentioned
prepared statements which we have covered in class
several times. Identification and authentication failure
is good 9 /15

Mitigation of security issues in your site - You
need to use prepared statements. Your examples
don't show the database query to be injected?? I think
you may have misunderstood this. Proposals for
authentication failure avoidance a reasonable and
suitable. 8/15

General Comments: Quite strange that you have
written PHP in a very different style to that studied
in class. Don't forget to reference if you're going to
do this.

All academic reports should be structured with an
introduction and conclusion - a short one would be
OK here given the low word count 

TOTAL: 61/100
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