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Abstract— Bring Your Own Technology (BYOT), Bring Your Own Device (BYOD), or Bring Your Own Everything (BYOE) is a rapidly growing initiative in commerce and industry. As a mainly employee driven phenomenon, it represents a unique list of security challenges to facilitate it. Mobile phones, Tablets and other Smart devices, engaged in the so-called Internet of Things (IoT) can accumulate and share both personal and company information allowing company policy, data protection and privacy laws to be breached easily and unintentionally. A rigid and secure IT framework would seem to go against the use of personal devices in business, yet employee productivity and morale can be increased due to familiarity with their own equipment, while hardware costs can be reduced for the company that can maintain a working policy for such a diverse End User ecosystem. This document will focus on implementing a BYOT framework and security policy within the confines of the ISO 27001 framework and the company’s existing security policies.
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I. INTRODUCTION
This document defines the BYOD Security Policy for Golding-Harvest Ltd (referred to hereafter as the Company or Business). It is widely recognized that Golding-Harvest’s employees often operate from very varied locations globally, and often find it necessary to store personal data on mobile devices. This, along with the increased tendency to use their own instead of the company’s devices in business situations can often lead to business data being stored on personal phones and laptops residing in employee’s homes. The purpose of this policy is to support the BYOD initiative by creating a secure environment for employees to use their own devices and technology for work related purposes, and to provide the necessary framework and compliance to protect the company’s sensitive and confidential data within these non-business environments. 
The Golding-Harvest enterprise computer network and intranet (referred to hereafter as the Network) is the existing collection of owned or leased electronic and communications equipment such as laptops, IP and mobile phones, tablets, desktop workstations, servers, printers, and all other relevant IT hardware that has been connected by cabled or wireless media. The purpose of the network is to provide access to secure private communications, company data, distribution of software, and provide connectivity to peripherals such as laptops, printers, video communications hardware, fax-machines and scanners via the company’s Intranet access-points, as well as providing an Internet connection and external communications to company sites globally via Remote Access services. 
BYOD hardware refers to any employee personal device that is intended to be, or connected to the Network and Intranet, and is not owned or leased by the Company, but is used by an employee to do business related work. These are often, but not limited to; mobile phones, tablets and laptops, storage media such as USB sticks, portable hard-disks and tape drives, as well as personal desktop computers residing at the employee’s place of residence.


II. POLICY
The purpose of this policy is to ensure the security of Golding-Harvest intellectual property and confidential, sensitive information when accessed from BYOD technology. The Golding-Harvest Network will be available when needed and shall be accessed only by legitimate Users. The Network must be able to withstand or recover from threats to its availability, integrity and confidentiality. To satisfy these requirements, the Company will undertake the following:
· Protect all hardware, software and information assets under its control.  This will be achieved by implementing a set of well-balanced technical and non-technical measures;
· Provide both effective and cost-effective protection that is commensurate with the risks to its network assets.
· Implement the BYOD Policy in a consistent, timely and cost-effective manner.
Golding-Harvest Ltd permits its employees the privilege of purchasing and using smartphones, tablet computers and personal computers of their choosing at work for their convenience on the Golding-Harvest Network. This policy applies to all information and data contained on the Network and its interconnected systems, along with all employees, management, contractors, and volunteers who support and make use of the network, and shall ensure that any sensitive information is not allowed to be released into public domain. Golding-Harvest Ltd must realize this to ensure compliance with existing legal and information technology standards (United Kingdom Data Protection Act 1998, and the Information Commissioner’s Office (ICO)), and to safe-guard the Company and its Employees, as well as sensitive, confidential, or personal data from electronic risks such as data espionage, theft and other cyber-crimes. The BYOD Framework shall be used to impose appropriate controls and restrictions on personal devices that have been authorized to access and process business data on the Golding-Harvest Network. 
Employees must agree to the terms and conditions set forth in this policy to be able to connect their devices to the company network.

III. ACCEPTABLE USAGE
This policy applies to all authorised users of the Golding-Harvest computer network (including all permanent and temporary employees of the Company, agency staff, agents, subcontractors, consultants, and authorized partner organizations). Golding-Harvest Ltd will indirectly monitor all devices connected to the Network via various security systems such as firewalls, proxies, antiviruses and device management systems. The Company reserves the right to terminate a device’s access to the Network, as well as prevent access to systems and resources for security reasons.
The Golding-Harvest Network will provide automatic internet access to all networked equipment. However, the Company reserves the right to refuse or remove access subject to the terms of this policy. Employees may use their BYOD devices and internet facilities for non-work research or browsing during meal times or other breaks, or outside of work hours, provided that all other usage policies are adhered to. To restrict access to certain sites, the Company employs a service which maintains a database of forbidden sites. This database exists to protect staff from visiting sites, which are deemed to conflict with this policy. Golding-Harvest reserves the right to examine, or verify with the user of (in the case of encrypted confidential information) all files stored on the Network, or on local hard drives to assure compliance with policy.
Only employees who are duly authorised to speak to the media, or to analysts or in public meetings on behalf of the Golding-Harvest Ltd may speak/write in the name of the Company on online discussion fora. It is inappropriate to reveal confidential business information of any sort, including client, or employee data, intellectual property, financial data, or any other material covered by existing company policies and procedures on confidentiality in online public areas. The release of any such protected information via such a forum whether the release is inadvertent will subject the employee to all penalties as identified in the associated policies and procedures.
To ensure compliance, BYOD devices may not be used at any time to:
· Violate the laws and regulations of the United Kingdom or any other nation or the laws and regulations of any country, state, city, province or other local jurisdiction in any material way. Use of company resources for illegal activity is also a disciplinary offence and will be dealt with appropriately. The company will cooperate with any legitimate law enforcement activity in prohibited matters to this end.
· Conduct personal business or moneymaking activities. Use of the Company’s network to commit breaches of conduct or offences which contravene Company policies and procedures will be dealt with in accordance with the relevant procedures.
· Archive, store, distribute, edit or record offensive material (including pornographic material) using the Golding-Harvest Network or computing resources. Such examples will include disparaging or intimidating material (including images) relating to gender, disability, race or ethnicity, sex or sexual orientation, political or religious beliefs, (these categories are not exhaustive). Should a user accidentally connect to an internet site that contains offensive material, he or she must disconnect from that site immediately, regardless of whether that site had been previously deemed acceptable by any screening or rating program.
· Deliberately spread any malicious code (e.g. viruses, worms, or trap-door programs) that is designed to interfere with the normal running of other users' machines or applications using the Golding-Harvest Network facilities.
· Disable or overload any computer system or network (e.g. denial of service attacks) or to side-step any system intended to protect the privacy or security of another user using the Golding-Harvest Network facilities.
· Knowingly to download or distribute pirated software or data using the Golding-Harvest Network facilities.

IV. USER SOFTWARE ACCESS PRIVILEGES
User and Application access rights to the network and resources and BYOD device will be allocated on the requirements of the employee’s duties, and access to sensitive or confidential company information will be restricted on smart phones and tablet computers. Access policy will operate on a whitelist (Deny until Allowed) system. All devices will have basic access rights to predefined software and resources, and employees may use their mobile device to access company-owned resources. E.g. Internet, email, calendars, contacts, documents, etc.
The following productivity applications are allowed on all devices by default:
· Microsoft Office 365 Suite: Outlook (Email and Calendar), Word, Excel.
· Device OS default web browser.
The following social applications are allowed on all devices by default:
· Reddit.
· Facebook.
· Messenger
· LinkedIn.
· Twitter.
· Google+.
· YouTube.
· Pinterest.
· WhatsApp.

V. EQUIPMENT RECOMMENDATIONS
All BYOD equipment and devices will be divided into three categories based on their hardware design specifications. Network resource access will be by default limited by the category of device. These specifications are defined as follows: 
· Personal Computer (PC) - Any desktop or laptop computer using a keyboard and mouse or trackpad, LAN and, or WIFI, incorporates hard disk or SSD storage media, and which CPU technical specifications are built on the Intel x86-32bit and AMD x86-64bit CISC architectures, and thus run full-fledged mainstream PC operating systems like Microsoft Windows 8 and Apple macOS Lion. 
· Tablet Computer – A portable screen based computer incorporating a touch screen based input system, WIFI, flash memory based storage media and which CPU technical specifications are based on ARM 32bit and, or 64bit RISC architectures, and run modern mobile device operating systems like Microsoft Windows Mobile 10 and Apple iOS 9. 
· Smart Phone – A small single handheld mobile device with a touch screen, flash memory based storage, and built in cellular and mobile broadband communications systems that is primarily used for voice communications. Based on ARM 32bit and, or 64bit RISC architectures, and run mobile operating systems like Microsoft Windows Mobile 8 and Apple iOS 6.     
The following equipment will be frequently accepted for use based on their established device specifications:
· Mobile phones and Tablet devices running the Microsoft Windows 10, Windows 8 or Apple IOS 6 or later mobile / operating systems. E.g. Microsoft 950 and iPhone 6, or Microsoft Surface 2 and iPad.
The following equipment will be strongly considered for use based on their operating system specs:
· Desktop PCs, Laptops, Notebooks and Ultrabooks (Desktop PCs must be permanently located at the employee’s place of residence) running the Microsoft Windows 10, Windows 8 or Apple macOS Lion or later desktop operating systems. E.g. Dell XPS laptops and iMacs.
The following will be considered for use on a case by case basis:
· Android based mobile phones will be allowed on device basis due to security issues with operating system iterations and apps. E.g. The Samsung Galaxy S5. However, computers based on Android will not be allowed. E.g. The Lenovo N308 and Acer TA272HUL. Other equipment maybe allowed on a case by case basis if they are deemed appropriate for company use, and compatible with the existing security requirements and software management suites. E.g. Linux based laptops or desktop computers like the Google Chrome book.
The following equipment will not be allowed into the BYOD programme:
· Cameras, scanners and printers.
· “Rooted” or “Jail-broken” devices.

VI. BYOD FRAMEWORK

1.1. User Access and Privilege Guidelines
· Access to the Network will be via a secure log-on procedure, designed to minimise the opportunity for unauthorised access. Remote access will be via secure two-part authentication.
· There must be a formal, documented user registration and de-registration procedure for access to the network. Separate authorisation will be required for Remote Access to the network.
· The branch manager must approve User access prior to being processed by the IT Service Desk.
· Access rights to the network and resources will be allocated on the requirements of the User’s job, rather than on a status basis.
· Root security privileges (i.e. administrative or 'superuser' rights) to the network will be allocated on the requirements of the User’s job, rather than on a status basis.
· Access will not be granted until the IT Security Desk registers a user.
· User access rights will, upon notification from branch managers, be immediately removed or reviewed for those Users who have left the Company or changed jobs.
· Users will be sign a “Right to Wipe Agreement” on application, with which they must familiarise themselves with.
· Users will be sent a “Terms of Use Agreement” on application, with which they must familiarise themselves with.
· Users will be sent a copy of the “Data Protection Act”, with which they must familiarise themselves with.
· Users will be sent a copy of the “Employee Best Practice Guidelines”, which they must familiarise themselves with.
· All Users to the network will have their own individual User identification and password.
· Users are responsible for ensuring their password is kept secret.

1.2. Mobile Device Management
Golding-Harvest employs Microsoft’s Enterprise Mobility + Security Suite (EMS) to securely manage both Company and Employee owned mobile devices on its Enterprise Network. EMS is a cloud based SaaS suite that provides optimal integration within the company’s existing Microsoft Active Directory network and is comprised of three primary services:
· Microsoft Intune MDM - Provides device and mobile application management (MAM).
· Microsoft Azure Active Directory Premium - Provides identity rights management services.
· Microsoft Azure Rights Management - Provides document and data security services.

Employee BYOD smart devices must be of modern design and capable of running complex multi-tasking operating systems with support for software like Microsoft EMS, Office 356, Office Mobile, and media encryption. The IT Support Desk will endeavour to provide basic technical support for whitelisted devices with Company installed software, however the User is expected to understand his/her own personal device as per the BYOD initiative.
All potential BYOD devices shall be individually vetted for security software compliance by the IT Security Officer, then registered with the Company’s existing Mobile Device Management (MDM) security database. Whitelisted devices will be treated as part of the Company’s own End User infrastructure, and thus must comply with existing IT Security and Network policy / usage practices.
Installation of remote management software facilities will be implemented on all BYOD smart devices where applicable. Employees using BYOD hardware must sign a legal waiver before device registration, thus consenting Gold-Harvest Ltd actions to remotely wipe all data from their personal device if there is believed to be a strong risk of data compromise or theft. The Company will take all appropriate and legal steps to secure compromised or missing data that is the property of Golding-Harvest Ltd.
A BYOD device will be tracked throughout its service cycle with the company. This provides a detailed overall picture from beginning to end of the device’s interaction stages with the Network. These primary stages are Enrolment, Provisioning, Operations and Deprovisioning as presented in Fig A.

· Enrolment – Pre-vetting will ensure that a device’s hardware and operating system meets the recommended standards for mobile device management. Upon acceptance, the device will be enrolled with the BYOD initiative, registered and white-listed via the Company’s MDM suite, then returned to the owner.
· Provisioning – The Device will be prepared for BYOD company usage via automatic operating system configuration, software and app settings, and security certifications. These changes will be pushed to the device via Wi-Fi or LAN connections as is needed. Provisioning will restrict and add access to services and software, which will enable security and compliance for dual personal and business usage.
· Operations – Under normal usage, the Employee will gain the productivity benefits of using a personal device, while practising awareness of the data protection act and maintaining compliance with all requirements for enrolment in the BYOD programme.
· Deprovisioning – The device will be decommissioned from the BYOD programme. Any Company prepared operating system configurations, software and app settings, and security certifications will be uninstalled, and all company related data will be purged in accordance with security policies. The device will be returned to the Employee, and will no longer have access to Company facilities or resources.




Fig A – BYOD Service Cycle


VII. SECURITY POLICY
It is the policy of Golding-Harvest Ltd that all electronic information of a sensitive, confidential, or personal nature, or of commercial value that is owned by Golding-Harvest Ltd, will be stored in an encrypted format on secure data servers, either provided by the Company, or on secure storage facilities provided by authorized partner organizations. If data belonging to Golding-Harvest Ltd must be stored on a personal device, it is the employee’s responsibility to ensure that it is transferred to a secure Company server, expunged in a timely manner and not left on the device indefinitely. Further care must be taken if a device is to be disposed of, or transferred to a third party.
The company’s network security mechanisms ensure the safety and security of the company’s wired and wireless networks. However, computers that have data connections independent of the Company network circumvent the Company’s network security mechanisms, and can be used by an attacker to compromise any internal network to which that computer is attached. Therefore, computers used for independent dial-up, broadband or leased line connections to any outside computer or network must be physically isolated from the Company's network.
The Company will practice an automatic “Denial until Approved” or “Whitelist” system of providing network and software resources to employees and devices, and thus employees will be automatically prevented from downloading, installing and using any application or service that does not appear on the company’s preapproved list. Employees may make work related requests if they require a service or application. These requests must be submitted via an emailed Application or Service Request Form. IT will endeavour to action all requests within two working days (48 hours).
· BYOD devices that are enrolled and whitelisted with the mobile device management system will be allowed to access company network facilities. All other devices will be automatically denied connection to the network based on username / password and certification based authentication systems. “Rooted” or “Jail-broken” devices are strictly forbidden from accessing the network.
· Encrypted VPN connections will be utilised to provide external access into the Golding-Harvest Network via personal or public internet connections. An employee’s access to company data will be restricted based on individual or group user profiles defined by IT, and will be automatically enforced. Employees must not attempt to disable, defeat or circumvent Company security systems. Any staff attempting to do so will be subject to disciplinary procedure.
· Employees may have access to company email accounts, SharePoint spaces, allocated personal drives and other data. Any files containing sensitive business data that are transferred in any way across the internet must be encrypted before doing so.
· Employees must use secure passwords, passcodes (PINs), and preferably biometric systems (e.g. iris and finger print scanners) if available on their personal devices. These must be of sufficient complexity as governed by the Company’s existing IT Security and Data Protection policies. Passwords and PINs will be rotated every 30 days as per standard network security policy.
· BYOD devices will automatically lock themselves with a password or PIN prompt after an idle timeout of one minute. Each device will be allowed five login attempts, after which the device will permanently lock the user out. The Employee will then have to re-authenticate with IT Security via a pre-established email account to regain access to the device.
· Security breaches, and loss or theft of BYOD devices must be reported as soon as possible (within 48 hours) to the IT Security Team in accordance with existing IT Security Policy. 
· Employees are warned that remotely activated purging of information to maintain compliance with data protection may occur under the following circumstances:
 
· The device is determined to be lost or stolen. 
· IT detects a data or policy breach, a virus or similar threat to the security of the company’s data and technology infrastructure.
· The employee terminates his or her employment contract. 

VIII. DATA PROTECTION
Employees must be aware of existing Data Protection laws and legal ramifications for both themselves and the Company to ensure that personal and company data is handled appropriately. Golding-Harvest Ltd must process and access all information about identifiable living individuals in accordance with the legally binding United Kingdom Data Protection Act 1998. Sensitive personal data is information that relates to health, race or ethnic origin, religious or political beliefs, trade union membership, or details of criminal offences. This class of information should always be handled with increased consideration. The Company, in accordance with advice from the Information Commissioner’s Office on BYOD technology, recognizes that there are intrinsic risks in using personal devices to hold confidential data. A serious breach of the Data Protection Act could lead to Golding-Harvest being fined up to £500,000. Any member of staff found to have deliberately breached DPA may be subject to disciplinary measures, termination of employment contract and, or criminal prosecution. It is imperative that Employees follow the guidance in this document when considering using BYOD technology to process personal data.

IX. EMPLOYEE LIABILITIES AND GUIDELINES

· It is the employee’s duty and responsibility to ensure that their devices are patched and up to date with the latest software and security service packs. Failure to do so may result in blacklisting of the device on the Network.
· Employees must use the Company’s VPN gateway to access the Network from their personal devices. This ensures that all communications to and from the device are encrypted and secure.
· It is the employee’s responsibility to implement safeguard measures, such the backup and archiving of personal email, contacts, pictures and other personal data on their BYOD devices in the event of a remote data purge. Whilst IT Security will take every precaution to prevent the employee’s personal data from being lost, data safety cannot be guaranteed.
· The employee is personally liable for all costs associated with his or her device and assumes full liability for risks including, but not limited to, the partial or complete loss of company and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the device unusable.
· It is the employee’s responsibility to report lost or stolen devices to IT Security as soon as possible (within 48 hours). Employees are reminded that Golding-Harvest reserves the right to take appropriate disciplinary action up to and including termination for noncompliance with this policy. Employees are personally responsible for notifying their mobile carrier immediately upon loss of a device for insurance purposes etc.
· The employee is expected to use his or her devices in an ethical manner always and adhere to the company’s acceptable use policy as outlined above.
· Remote Desktop and other designated services should be used whenever remote access is required. The storage of sensitive, confidential, personal or commercially valuable information on personal mobile devices should be limited as much as possible.
· The Employee is expressly forbidden from storing or holding company data on non-sanctioned Cloud based services. E.g. Microsoft OneDrive and Google Drive personal accounts. These services will be restricted by the IT officer at device pre-registration setup.
· The transferring of personal, sensitive, confidential or commercially valuable information via email should be curtailed as much as possible.
· Employees must not tamper with or disable device security features such as firewalls, antiviruses, or data encryption and authentication systems on their devices after post registration.
· Employees must protect the Network from unauthorised access via their personal devices. Safe practices such as logging off VPNs and desktops when completing work, locking phones and computers when not present should be adhered to. Device screensavers and lock-screens should be set to automatic time out settings, with a maximum of 1 minute as default. This ensures that there is minimal time for an unauthorised user to potentially compromise personal or company data.
· All personal, sensitive, confidential or commercially valuable information held on secure personal servers should be treated as transitory, and should be securely deleted when it is no longer required (within 48 hours).
· Employees holding business data on personal desktops, laptops or tablets must ensure appropriate backups are made to company servers and not personal storage systems like external hard-disks and NAS.

X. RELATED POLICIES AND DOCUMENTS
All relevant security policies will apply to Employees participating in the BYOD initiative. Users should seek further guidance from the Company’s Information Security Policy and the Information Commissioner Officer website for related policies.
· IT Security Policy
· Network Security Policy
· Data Protection Act
· Employment Practices Code

XI. DOCUMENT STATUS
This is a controlled document. Whilst this document may be printed, the electronic version posted on the intranet is the controlled copy. Any printed copies of this document are not controlled.
As a controlled document, this document should not be saved onto local or network drives but should always be accessed from the intranet.
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