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Abstract
This report documents an attempt to answer the question: How to best deny communications between devices that are capable of FHSS over a wide frequency range without the use of a Software Defined Radio (SDR), whilst remaining portable? As such it identifies a comb jammer able to operate over 30-600MHz utilising a Direct Digital Synthesis (DDS) chip. 
The overall aims and objectives of the report are as follows:
Research the most effective methods of communications denial
Research into how to achieve the methods identified
Design and prototype of sections of the system
Test as an integrated system
Which the project seeks to achieve using the research and development method, where a significant amount of research informed the simulation and testing of sections of the system
Ultimately the design was not achieved with the chosen components and equipment in this project. It was found that the high bit number Frequency Tuning Word (FTW) for the DDS chip selected was not capable of being calculated by the selected PIC. However, the document instead serves as a framework for filter selection and control, antenna and amplifier specification, as well as a user interface using a keypad.
The report also contains the legalities and ethics of jammer creation and use with relation to the UK. Additionally, it discusses the steps required for commercialisation of the system once created.
The report concludes with the following recommendations for future improvements:
Using a more advanced or recent PIC with a larger internal memory, more pins and smaller form factor to allow the PIC to undertake the maths needed for the DDS chip
If using a DDS chip, choosing one with a smaller FTW would allow the system to function more smoothly
Utilising an SDR in place of a DDS chip and PIC solution, especially for a system that intends to be as agile as the one attempted during this project
If utilising the ADF4351further research into how the register values are calculated should be undertaken, so that they may be calculated by the microcontroller automatically without the need for user intervention
Designing a bespoke antenna to cover entire range
Having a clearer and more advanced system of project management to keep to task
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Chapter 1: Introduction
Radio Frequency (RF) communication channels are essential for the movement of personnel, logistics, general information transfer and day to day activities, used by both military and civilians alike. At times these communication channels may be used in an adversarial manner. With the evolving state of Electronic Warfare (EW) the need for adversarial communications denial is ever present to cause disruption and misinformation, which may result in the loss of adversarial resources and time. With the range and capabilities of wireless communications devices evolving, this disruption is becoming harder to achieve, especially so with devices that are able to Frequency Hop over a Spread Spectrum (FHSS). 
Therefore, the overall aim of this report is to answer the question: How to best deny communications between devices that are capable of FHSS over a wide frequency range without the use of a Software Defined Radio (SDR), whilst remaining portable? This aim will be achieved by completing the following objectives:
Research the most effective methods of communications denial
Research into how to achieve the methods identified
Design and prototype of sections of the system
Test as an integrated system

Additionally, it will discuss the legalities and ethics of creating a device designed to deny communication channels and cause interference to infrastructure. As well as steps taken to prevent the system from being able to be used by those who seek to cause harm.
The parameters for success against which this project will be compared against the objectives set in this introduction and with the formation of a system that is able to deny communications, or the framework for a system that will do so. Here meaning an in-depth guide of how to create the system.
This project will also make use of existing lab stocks where available in order to reduce the overall budget, and environmental concerns raised during construction.
As is discussed in Chapter 2, the operation of a jammer is illegal under UK law. Therefore, this project makes use of circuit simulation where able.


Background Information
RF communication interference or denial is referred to as jamming, which is defined as the “deliberate interference or disruption of wireless signals using RF signals of similar frequencies” . A jammer is the device that generates and transmits this interference . There are different types of jammers that may be used for different purposes. The three types are barrage, swept and a spot jammer . Application and mechanism of operation of each type will be expanded on in the relevant sections following. 
FHSS is a counter jamming technique where the device switches from one carrier frequency to another to avoid noise or interference  and to make the signal harder to intercept . The hopping can happen up to multiple times a second depending on the device .
Report Structure
The report consists of 8 chapters, starting with this introduction. Following is:

Chapter 2: Research and Review of Literature, 
This section will discuss the relevant literature that will inform the project direction
Chapter 3: Research and Development Methodology, 
This section describes the methodology selected for the project and why that methodology was selected
Chapter 4: Design, Planning and Implementation
Alongside Chapter 2 this is the largest of the chapters and discusses the development of the proposed design. It also will lay out the physical implementation or simulation of the prototype design specified
Chapter 5: Evaluation, 
This section will seek to evaluate the outcome of the project and compare it against the parameters for success
Chapter 6: Conclusion, Recommendations and Commercialisation
Chapter 6 consists of a conclusion summarising the project and created system, alongside a list of future recommendations for improvement in the future, and a brief section on the potential commercialisation of the project
Chapter 7: Reflection
Finally, Chapter 8 will be a personal reflection on the outcome of the project


[645]
Chapter 2: Research and Review of Literature
This chapter will identify the inherent problems that this project seeks to solve and review existing literature and systems to find appropriate solutions. The report question has been split into 4 questions that will each be covered in this section.
Project Requirements
Firstly, the project requirements will be laid out. This project is the result of a customer request for a jammer that will deny communications between 30-600MHz in a portable system, with an output power of 50W, controllable from a laptop. From this the following requirements can be surmised:
30-600MHz range
Such a large target frequency range will reduce the number of applicable components that will be available. For example, the DDS chip that is identified later in this section was chosen over other variants for the reason that it is able to encompass the entire range. This large range also means that there will need to be a series of filters before transmission rather than a single one.
Portable/small
For the system to be portable it will require its own power supply and thus will need to be self-sufficient and relatively power efficient to maintain usability over long periods of time.
Output power
The customer stated a requirement for an output of up to 50W. This would impact the range of amplifiers applicable to the project significantly, particularly when added to the large frequency range.
Power requirements
The system requiring a 50W output whilst remaining portable will dictate the power requirements for the system. The power amplifier selected will likely require 24-30V for operation, with a target useable window of ~6 hours inferred from the request. 
Laptop control
The customer desired that the system be controllable through a laptop, this in itself infers that the system will need to make use of USB communications through the laptop and jammer

These requirements will inform the starting points for the literature review and inform the path taken and decisions made.
Problem 1: General RF Communication Over a Single Frequency
When targeting a single frequency a spot jammer may be used. As it is concerned with only one frequency, it is able to concentrate its entire power, resulting in a high-powered attack on that frequency . Allowing the spot jammer to function over a wider distance than a barrage or swept jammer functioning at the same power , whilst retaining a smaller and lighter form factor. Thus, being an effective solution to deny RF communications on a single frequency.
An example of this type of jammer is the Mini GPS Satellite Blocker from the website Jammer4UK.com , seen above in Figure 1. This jammer is designed to disguise a vehicle’s movement through blocking GPS, the idea being that telemetry and personal devices that monitor location will not be able to get GPS coordinates or log the route taken. It has a bandwidth of 100MHz, functions over 1500-1600MHz, and has a range of 2-8m, with power coming from the cars 12V outlet. The device is not tuneable or alterable in any way and is simply designed as a “plug and play” system, meaning that upon receiving power it is automatically on, and will remain so until power is removed.
Problem 2: Communications Over a Wide Frequency Range
If the target device is able to change its frequency or channel through tuning (not FHSS) over a known range, a tuneable jammer would be the best option for denial of those communications. The tuneable jammer would be able to be tuned to cover the known range of the target device. In this case the application of a Software Defined Radio (SDR) based jammer would be the most beneficial and easy to use . An SDR is a type of radio which uses software for the modulation and demodulation of signals and is easily configurable and modifiable  through software such as GNU Radio . In this scenario, the SDR would ideally be programmed through a connected laptop or other peripheral device to block the desired target frequencies over the whole target frequency range.
SDRs are increasingly common for RF transmission applications and are widely available to the general public ranging from ~£30  for a simple USB based SDR, up to and over £26,000 for an X410 SDR from Ettus Research .
If an SDR is not available, a method of producing a modifiable RF signal without an SDR is through the use of a Direct Digital Synthesis (DDS) chip. A DDS chip produces an analogue waveform through generating a time variable signal digitally and performing digital to analogue conversion . This chip is able to switch between output frequencies quickly as it is digital. They are also available over a wide frequency range with some only being able to produce output frequencies up to 12MHz such as the AD9833  whilst others may produce output waveforms up to 2.7GHz, such as the AD9956 .
This DDS chip requires a microcontroller to be able to function, as it derives its target transmit frequency through a Frequency Tuning Word (FTW) sent by the microcontroller. In the article A Simple DDS Signal Generator: Direct Digital Synthesis in Its Purest Form by Elektor Magazine  a tuneable RF generator is created using an AD9851, seen in Figure 2  above, which is capable of tone generation from 1Hz to 70MHz. It is tuneable using the rotary knob on the front of the case, which attaches to a potentiometer on the circuit board to increase or decrease the frequency as required, through altering the analogue value received on a pin of the microcontroller. This change is fed through to the DDS chip by the PIC18F04Q41 microcontroller. Creating a low power tuneable spot jammer that is able to quickly and efficiently change the transmit frequency at the will of the user. However, for use as a jammer, it relies in the frequency of the target device being known to be able to match it manually, as there is no detect function.
An article from Robert Weaver for the website Electron Bunker ,  discusses the creation of an alternative RF transmitter using a DDS chip with a PIC Controller. The article discusses the software and hardware specification and how to organise the data stream needed to instruct the DDS chip as to which frequency, phase and mode to operate in. As well as discussing the formulas involved in calculating the FTW.
Additionally, an article on the British Amateur Television Club (BAT-C) discusses the creation of a frequency generator using a DDS chip evaluation board ADF4351, seen below in Figure 3. This device makes use of a PIC12F629 to programme the ADF4351 in C, using the XC8 compiler  and features downloadable code to be edited by the user to generate the specific frequencies desired. The device in this article is tuneable from 35MHz-4.4GHz.

Problem 3: Agile or FHSS Targets
However, when the target device is capable of FHSS the carrier is rapidly switched between different frequency channels to change the resultant output frequency , thus rendering a tuneable spot jammer ineffective, as the target is able to change frequency faster than the jammer. This hopping reduces the likelihood of interference and is a counter jamming technique to retain the original signal integrity. The carrier switches channel from the one targeted by the jammer in rapid order, moving itself away from the noise and interference. In this case a swept jammer may be more appropriate. This jammer type sweeps over multiple predetermined frequencies exceptionally fast . Through this it is able to target multiple frequencies and deny a large range of communication, removing enough information from the original signal to make it unintelligible. Figure 3  Below shows a visualisation of a swept jammer attack on a signal. It may be seen that some of the original signal remains as the jammer sweeps across other frequencies. However, enough of the signal is removed that the original information is lost and likely unintelligible.
Also applicable to this problem is a barrage type jammer. A barrage jammer transmits on multiple frequencies at once at the same time, which means that it may not be able to be as powerful as the previous two types . Below in Figure 4 is a visualisation of the barrage type jamming signal . An advantage that a barrage jammer has is that it is able to cover a wide frequency range, whilst remaining a moderately simple design .
Barrage jammers are commonly used against radar targets, and as such require a high amount of power to be able to remain effective over all frequencies in the range . This high power consumption means that a barrage jammer is not able to be as powerful as a spot jammer may be at the same power level and therefore will require a much larger system. Making it inefficient and potentially ungainly depending on the desired power output.
Problem 4: Efficiency
Efficiency is raised as a problem as it is desired that the system is portable, meaning it will rely on battery power to function. This means that the system should consume as low a power as possible. With the addition of FHSS targets the ability to use the efficient spot jammer is removed. Having been replaced by a barrage or swept jammer, both of which require much larger and more powerful systems to be able to match the effective range of the spot jammer. In this instance a comb jammer may be used as an alternative jamming technique . A comb jammer exists under the barrage jammer title; however, not all of the frequencies of a bandwidth are targeted, and instead spikes of interference may be generated in intervals, for example in steps of 5MHz over a set range, forming a comb pattern when viewing on a spectrum analyser, seen in Figure 5 below . This method consumes less power than a full barrage jammer as it doesn’t target all frequencies .
A comb generator may be an extremely simple circuit depending on the output desired. An example of a Comb generator is seen in the article Harmonic Comb Generators are Useful Tools by Kenneth Wyatt . In this article Wyatt explains how a comb generator is created and its potential uses. The output in this example is generated by a 10MHz oscillator, which is passed through a small capacitor with a 1N4148 diode to ground ahead of the output, creating the comb pattern. The circuit diagram may be seen in Figure 6 below .
Solution:
As stated, the problem that this project seeks to solve is: How to best deny communications between devices that are capable of FHSS over a wide frequency range, without the use of a Software Defined Radio (SDR), whilst remaining portable? This review of literature has demonstrated that a tuneable comb jammer is the most effective method to solve this problem, and the use of a DDS chip will replace an SDR. A comb jammer is able to easily jam singular static or small band frequencies by tuning to that specific frequency, is tuneable over the desired frequency range due to the utilisation of software and DDS chip, is an effective anti-FHSS solution, and is as power efficient as possible through not transmitting on all frequencies in the target range, allowing the system to remain a small enough size to be portable.
This project will take large inspiration from the articles from BAT-C and Kenneth Wyatt to create the system. 


The Legalities Licenses and Ethics of Jammers
With the solution identified, an investigation into the legalities and ethics of jammers should take place due to the legalities regarding their use. It is important to understand the laws and regulations surrounding them.
There may be considered two different methods of use; overt and covert jamming . Overt jamming is considered to be jamming happening “in plain sight”. An example of which is use in law enforcement or counter-terrorism , or a jammer used by the Chinese government to block radio stations from other countries, such as BBC World Service and Radio Free Asia, named the Firedrake or FireDragon jammer , This jammer functions over 6MHz to 18MHz and plays a selection of 12 Chinese folk songs on repeat. Covert jamming may be considered to be more insidious, and may be as simple as denying internet connection, or RF communications with the intention of not being detected or creating a secure environment to ensure that conversations are not monitored by outside forces .
Laws and Regulations of Jammers in the UK
In the UK the use of jammers is illegal under the Wireless Telegraphy Act 2006 . Additionally, the RF spectrum is regulated by The Office of Communications (Ofcom). Ofcom regulates communication services used in the UK, including broadband, landline and mobile services, TV and radio , and are in charge of granting temporary licenses for experimentation and tests to be undertaken on certain frequencies.
Section 1.8 of the Ofcom Innovation and Trial Licensing Guidance  states that  “Testing and development work is exempt from licensing for certain frequencies under 960MHz if transmissions can be carried out under suppressed radiation conditions.” Suppressed radiation conditions here meaning that the field strength doesn’t exceed the distance specified for the particular frequency. The limits may be seen in Figure 7  overleaf. Additionally, any experiments or tests on a jamming system must be “sufficiently remote, shielded, or low power that there is no likelihood of interference external to the test area” .
Section 1.9 goes on to state that it must also “meet the spurious emission limits”. Spurious emissions are unintentional RF signals that are outside of the target frequency band, which can cause interference in other RF devices . Examples of spurious emissions may include harmonics, intermodulation and frequency conversion products .
Therefore, the initial testing and evaluation of the jammer may be conducted at extremely low level without need for a license or to notify Ofcom of the transmission, or over the wire, providing that the pre-requisites listed above are met. For trial and test of the system at high power a license will need to be applied for and obtained before any over air testing is to take place.
Ethical Considerations of Jammers
The ethics surrounding the use of a jammer quickly devolves into being unethical depending on the user and the type of jammer. For example, a poorly constructed jammer may leak RF over frequencies outside of the target range. This may block emergency services communication channels or calls to the emergency services, potentially in the worst scenario causing loss of life. For nefarious actors, this may be of inconsequence or the intended effect, making it a vastly unethical use. More “ethical” uses of jammers may be considered to be the use of jammers in prisons to block mobile phones or communication devices used illegally within the prison by inmates . Or the blocking of smart key fobs to prevent theft. However, in this case an RFID blocking container would be of equal use, a fraction of the cost, and doesn’t have the potential to block other frequencies accidentally. 
They may also be used by law enforcement outside of prisons in order to restrict communications of crowds during riots . However, in this case it may also be considered unethical, as it may be used for suppression of free speech.
Additionally, a jammer may be considered unethical through design. Here meaning that manufacturers did not (through intention in cost cutting or negligence) use materials or components of sufficient quality necessary for such systems. Allowing the jammer to “leak” RF over unintentional channels or frequencies, potentially including those used by emergency services or GPS. To leak RF here means that the connections or components are not sufficiently shielded to contain the RF signals within, allowing the signal to couple into alternative paths within the system, or be expelled . 
However, it may also be argued that every jammer design is unethical, as they are illegal to use in the UK. Therefore, designing a system that is illegal to use should place the manufacturer in the unethical category.
Another use of jammers is in EW to deny communication channels of the adversary or opposition. This scenario may be considered both ethical and unethical at the same time, depending on the user. If it is being by the aggressor, then it may be considered unethical, as it would be being used as a form of attack in order to advance. Alternately, when used by the defending party, it may be seen as a more ethical use of jamming, as it is used for defence purposes in order to deny communication channels of the aggressor.
Finally, the method of use may also inform the ethics of the jammer. For example, as mentioned previously, overt jamming may be seen as more “ethical” than covert jamming, as it is not designed to deceive, only deny. However, in this scenario again, the exact use case of the jammer will be the deciding factor in its ethics status. It is possible to overtly jam for unethical reasons, as it is also possible to covertly jam for ethical or believed ethical reasons.
Therefore, the ethics of using a jammer lies entirely in the context of its use. With few scenarios where they may be considered to be used ethically. 
With regards to the device created by this project, it may very easily be utilised in an unethical manner, especially as the working range encompasses frequencies used by the emergency services . To counteract this through hardware, components used by the system will come from known good suppliers. Here meaning the supplier is reputable and meets the needed standards such as ISO 9001:2015, which is the internationally recognised standard for Quality Management Systems , rather than simply sourcing the cheapest components through websites such as AliExpress. Additionally, locks and tamper evident seals may be utilised when not in use and during, as well as tamper switches, which upon triggering will either wipe or lock the system, theoretically making it unusable. Software countermeasures may include passwords or key phrases required by the microcontroller which when inputted allow the system to fully function.
Further ethical considerations surrounding the project is the manufacture of semiconductors required for the electronics in the system. There are a myriad of ethical concerns surrounding the sourcing and creation of these components. The semiconductor industry is increasingly facing scrutiny for its manufacturing process, as the production of semiconductors creates millions of tonnes of hazardous waste, whilst requiring mass amounts of resources such as fresh water and other raw materials . The Taiwan Semiconductor Manufacturing Company (TSMC) used 63m tons of water in 2019  and in 2021 competed with farmers and locals for water during an intense drought . This raises huge concerns as water is one of the core basic human rights , having this infringed by a multi-billion  pound company is hugely unethical, as it places the profits of a company above the rights of the humans and animals that abide in Taiwan. This is not just a problem found in Taiwan, a fabrication facility used by Intel in Arizona, America used around 36m tons (927m gallons) of fresh water and produced nearly 15000 tons of waste in the first three months of 2021 , 60% of which was hazardous. It used 561m Kilowatt-hours (KWh) of energy to generate it. In the UK hazardous waste is disposed of in one of 3 ways :
Hazardous landfill
Incineration
Treatment and recovery/recycling
Out of these methods of disposal, option 1 is a finite resource, with options 2 and 3 being more expensive, but better for the environment.
This also factors in another potential way that manufacturing becomes unethical; if the hazardous waste is not disposed of correctly, it becomes a danger to the environment, as well as the people, flora and fauna that inhabit the area. Either through contaminating water sources or leeching into the soil. Not only this, but the employees of the manufacturing plant may be put at risk through having to handle harmful chemicals to dispose of them without appropriate personal protective equipment (PPE).
To mitigate the ethical practices of the manufacturing processes, as mentioned previously, only known good suppliers will be used with an accountable supply chain. It will not be entirely possible to make sure that each component sourced is of good origin, especially as it is intended to utilise extant lab stocks where available, where the source is not known, but the cost, both monetarily and environmental, are lowered. However, by using good suppliers and ordering all items together, rather than a series of small orders, the risk is mitigated as far as practicable. [3457]
Chapter 3: Research and Development Methodology
To analyse this project, the results will be analysed against the objectives laid out at the start of the report to measure the success:
Research the most effective method of communications denial
Research into how to achieve the method identified
Design and prototype of sections of the system
Test as an integrated system
Objectives 1 and 2 will be evaluated against the literature review undertaken in chapter 2, whilst objective 3 will be evaluated against whether the separate sections are successful in their operation. For example, one section will be the filtering boards before transmission and another the functions in the code. Lastly objective 4 will be evaluated against how well the system integrates with each other through simulation and or. Here meaning do the different code functions work together or do they interfere with each other? Do the filters at the end filter out the necessary unwanted signals? Is there a comb pattern produced from the output?
The software for the project is written in C and is compiled using CCS  and it’s inbuilt libraries, as it is a known language, negating the need to learn a new system, saving time and efforts. The development was done function by function and then integrated as a whole. This method of software development ensured that each function performed its task appropriately, and that each function received sufficient attention. To facilitate this, a software flowchart was created, seen in Figure 24 later in the report. This flowchart enabled the function of the software as a whole to be broken down into manageable aspects, rather than trying to write the software as a whole from the start.
To realise the project, the software package Proteus Professional 8  will be used to both simulate the circuit and hardware, as well as develop the software to control the system. By utilising Proteus to simulate the system components before replicating in hardware or breadboards, physical resources and time will be saved, as well as keeping within regulations. In comparison, if the system was to be immediately tested in physical components alone, if items are wrong or do not work together time and resources will be spent in specifying and ordering the replacement parts, which also may not work as intended. Therefore, simulating the system initially allows for quick changes of components and informs how the components will interact with each other. However, simulation alone shouldn’t be taken as immediately transferrable to the real world, as there may be introduced bugs, or issues that are not apparent until attempted in hardware. Conversely, it may also transpire that what works in hardware doesn’t work in software, or the desired components simply do not have a simulation available.
To utilise the ADF4351 later specified, the software programme ADF435x from Analog Devices was used. This programme is designed to tune the ADF4351 to the desired frequency using registers that are written to the onboard microcontroller . [492]


Chapter 4: Design, Planning and Implementation
Risk Management
The work is to be undertaken in a lab environment, as such the Risk Assessment (RA) for the workplace will be followed during the project to maintain health and safety. The project RA may be found overleaf in Table 1 which will cover personal risks. Below the risks to the employer and project are discussed and mitigated.
The identified risks to the project are:
Legal issues
Any hardware RF tests will be conducted over-wire in a suitable environment
All tests will be suitably low power so as to not cross the threshold stated by Ofcom
The project will mainly be done in simulation, which will negate any legal issues with accidental transmission
Deadline
The project will work to a timeline stated in the proposal, with any delays clearly communicated to the customer as necessary
If the project will not be realised in time this will be clearly communicated and alternative actions discussed
Component lead time
Components will be specified early on in the project to allow for the most amount of time available to wait 
Components will be sourced from known good suppliers as much as possible, as well as ordered in as few orders as possible
The project makes use of extant lab stocks where available, which will negate the need for a lead time

The risks to the employer are:
Reputational
Any work-based policies will be followed
Legal
This will be mitigated as stated previously
Monetary
Whilst the components will be specified early on, they will be carefully considered to ensure their suitability to avoid reorders
Where possible components will be sourced from existing stocks

Table 1: Project  Risk Assessment	
Risk	How	Control Measures	Risk Level
Slips, trips and falls			Trips over trailing cables, storage boxes or equipment causing injury	Walkways are to be kept clear	Project storage is to be on a temporary basis	Items not in immediate use are to be sent to stores	Where cables must be on the floor a suitable cable cover must be used	LOW
Fire	Flammable chemicals or materials near ignition sources may cause fire	Flammable items are not to be kept near ignition sources of any kind	Cardboard and packing materials are not to be left in the lab	All electrical work is to be done in accordance with Extra Low Voltage (ELV) requirements	LOW
Electricity	Electric shock from equipment, portable appliances and lab developed equipment	Relevant maintenance activities are to take place regularly	Inspect electrical equipment before and after use	Where appropriate anti-static matting should be used	Portable appliances should have a valid and in date PAT inspection sticker	LOW
Display Screen Equipment (DSE)	Musculoskeletal or RSI, as well as eye strain, visual fatigue and headaches	The use of DSE is to be done so in accordance with the “Working with DSE Guidance”	A DSE assessment is to be carried out per workspace	LOW
Manual handling	Musculoskeletal or repetitive strain injuries, injury through dropping of loads	Manual handling must only take place after completing the manual handling training	Loads are to be of appropriate weight for the individual	Where the individual may be pregnant or have a pre-existing condition, occupational health should be consulted and if necessary, an individual RA carried out	LOW
Soldering	Eye damage or burns from contact with molten solder, fumes from lack of or poor ventilation causing respiratory issues	Soldering is to be done in line with the Standard Operating Procedures for soldering tasks	Soldering is only to be undertaken after TL and Occupational health approval, under supervision of a SQEP individual until signed off by said individual	LOW
Electromagnetic Fields (EMF) or RF	Interference with medical devices.	Localised heating effects, charged RF contact may cause RF shock or deep tissue burns 	Only risk group 1 and 2 are permitted within the lab	An EMF assessment must be carried out prior to the task commencing	Any EMF risk group 1 and 2 work must be carried out with a SQEP individual supervising, and appropriate tasking from project management	LOW



High Level Design
As mentioned previously, to generate the RF for the jammer a DDS chip or an ADF4351 synthesiser will be used. A DDS chip produces a waveform in digital form, which is then converted to analogue, they are capable of fast switching output frequencies and function over a wide range depending on the chip . This DDS chip will be programmed to produce a square wave, which will then be passed through a diode to produce the comb waveform.  The ADF4351 will not be able to produce a square wave, and as such will need a more involved comb generation circuit following.
In Figure 8 below a high-level block diagram may be seen. The control module, in this case the PIC sends a command line to the DDS chip, or the ADF4351 which generates a waveform of the desired frequency, the control module also controls the filter bank. This signal is then filtered before being amplified, where it then is transmitted by the antenna.
Component Specification
PIC16F877A
The DDS chip needed a control module to instruct it of which frequency to transmit at. From the literature review it was decided to use a PIC as the controlling module for the DDS chip and rest of the circuitry. This decision was also influenced by existing knowledge of how to programme and use PICs, which would reduce build time through not needing to learn a new system or programming language. As such the PIC16F877A , seen on the left of Figure 9 overleaf , was chosen as there was a selection available in existing lab stocks from a previous project. Using these would again reduce the time scale as it meant the items were immediately available, and time wouldn’t need to be spent sourcing and waiting for delivery. This was chosen over a PIC18F14K22  , seen on the right in Figure 11 , as the PIC18 only had 20 pins compared to the 40 of the PIC16.
It was decided to use 2 PICs in a Primary-Secondary configuration as the number of pins on the PIC16 was not sufficient enough for everything that required control, and the secondary PIC would act as the DDS chip in the simulation, but wouldn’t be required for the final build. The Secondary PIC would therefore be used to imitate the DDS chip, and its sole purpose was to display on the second LCD screen the value it received over RS232 for debugging.
AD9956YCPZ
Initially it was decided to use the AD9965YCPZ from Analog devices, a  2.7 GHz DDS-Based AgileRF™ Synthesizer. This chip was selected as it would easily cover the desired tuneable range, with a 3V3 supply . Having the supply of 3V3 would mean that the PIC would be able to drive the DDS chip. The range of the chip being much larger than utilised in this project meant that the chip would be working well within its limits, removing the risk of overdrive. This DDS chip requires a 48-bit FTW to tune to the correct frequency that is able to be sent over SPI or through RS232, both of which the PIC specified is capable of. The calculation of this FTW is discussed later in this section.
ADF4351
The initial DDS chip specified for this project ended up not being feasible due to the types of microcontrollers available to the project, which was unfortunately realised at too late a stage. It required too large a bit number for the PIC to be able to complete the maths needed to tune the DDS chip. Therefore, an ADF4351 Evaluation board was used. This board consists of a DDS chip on a pre-built PCB with connections for power and control and an onboard microcontroller . Additionally, the ADF4351 contains its own inbuilt VCO, negating the need for an external one. The ADF4351 is generally controlled through a USB connection to a computer utilising the ADF435x software discussed later in this section. However, it is also able to be controlled through a microcontroller through the header on board the PCB , as discussed in the literature review. 
Voltage Controlled Oscillator
To generate the reference clock needed by the DDS chip a Voltage Controlled Oscillator (VCO) was needed. As such the MC100EL1648 VCO from On Semiconductor was chosen. This VCO is able to operate up to 1100MHz, operates with a 5V supply and has a low power draw of 19mA . It is also able to produce a square wave output, which will assist with the comb pattern generation. However, it will mostly be used with a sine wave output solely for the DDS chip. 
A VCO was selected over a fixed oscillator such as a crystal as the system is designed to operate over multiple frequencies, and will therefore require different reference clock speeds, which a VCO is capable of producing, whilst a fixed oscillator will produce only one (vastly more stable) frequency output , .
DDS Chip Frequency Tuning Word Calculator
As mentioned, the DDS chip functions by receiving a FTW. Therefore, a calculator was created to work out the FTW value. This would allow the user to derive the FTW needed for the desired frequency without needing access to the internet. The calculator may be seen in Figure 10 above and Figure 11 below, alongside the instructions of how to use it.
The DDS chip simulator from Analog Devices was used to check the results of the FTW calculator to prove that it produced the correct figures . The formula for the FTW is as follows , 

Equation 1: FTW Formula
Where  is the desired output frequency,  the reference frequency or clock frequency, and FTW the Frequency Tuning Word. Here the  figure relates to the fact that the selected DDS chip has a 48-bit FTW. 
For the system itself the calculation for the FTW was undertaken by the PIC, the function is seen in Figure 12 below. It was here that it was discovered that the figures produced too large a bit numbers for the PIC to be able to function as expected. As such, the maths was undertaken with the purpose of utilising a DDS chip with a 32-bit FTW, as the formula for the FTW for both types is the same. As may be seen in Figure 13 above, the value for “power” (here power meaning the value of 232) is 4294967294 instead of 4294967296 so that it is able to fit into a long long int, the variable able to hold the largest number of bits. 
Above in Figure 13 the function to convert the input from the keypad is shown. Input from the keypad the frequency is saved as an array of 3 individual digits. The convert_mhz function takes these separate digits and multiplies them by 100000000, 10000000 and 1000000 respectively, before adding the resultant figures together to obtain the MHz value. This value “result” is then used by the maths function to obtain the FTW for the DDS chip.


ADF435x Software and ADF4351 Registers
The ADF4351 is attached to an evaluation board, to tune this board the software programme ADF435x from Analog Devices may be used, as seen in Figure 14 above. At the bottom of the image, it may be seen that there are six registers highlighted in green which alter depending on the user input. These registers are used to program the ADF4351 to the appropriate frequency. The output of the ADF4351 utilising the ADF435x software is seen below in Figure 15 at 1GHz. The output signal is seen to be clean and noise-free.
When using the PIC interface code created by Alain Mount , seen below in Figure 16, currently the user must open the ADF35x software and copy out the register values, as it is unclear as to how figures are calculated.



Hardware Specification
Antenna Specification
As the range of the jammer is large, and able to transmit at any frequency over this range, the jammer needed an antenna or multiple antennas. Initially the HK061 from Rohde & Schwarz  was identified as a potential antenna for the system. This antenna is designed to attach to vehicles, and as such is ruggedised. 
Whilst the above antenna would encompass the entire working range and has a maximum power rating of 100W, the price excluded it from the design, seen below in Figure 20, in part due to the unpredicted expense of the amplifier. In discussion with the customer, it was decided to use a COJOT WB25512XR  already owned by the project. This antenna would only cover up to 512MHz, cutting off 88MHz of the intended frequency range. However, it is rated up to 50W, ruggedised and foldable, allowing the system to remain easily portable.
The antenna when in use will be mounted to a mast that is at a suitable distance from the jammer and therefore the operator. Whilst this will introduce losses over the distance, it will protect the system and user from the RF generated, making it . 

Filtering Specification
The filtering for the circuit is kept simple in that they are a series of Inductor/Capacitor (IC) Chebyshev Low Pass Filter (LPF) circuits , with differing values depending on the frequency being filtered. The circuit diagram can be seen below in Figure 18. As stated, it is simply a 7-element LC (inductor-capacitor) circuit. The components would change with the values needed to allow for the higher and lower frequency variants to be able to deal with the RF passing through them. The bands for the filter bank are as follows:
Filter 1: 30-45MHz
Filter 2: 45-60MHz
Filter 3: 60-100MHz
Filter 4: 100-180MHz
Filter 5: 180-300MHz
Filter 6: 300-550MHz
Filter 7: 550-600MHz
The bands are such due to second harmonics produced at those frequencies , for example the second harmonics produced at 30-45MHz sit from 60-90MHz , with the harmonics for 45-90MHz residing at 90-180MHz. This means that the harmonics for 30-45MHz sit within the operating band of the 45-90MHz band causing interference and unintended effects. Therefore, a series of filters needed to be used. This filtering of harmonics and spurious transmissions is applicable for the jammer as it would a system that is transmitting information in order to make sure that the jammer transmits and causes interference only on the intended frequencies and not on any others. The cut off frequencies were selected at a distance of between 15-30MHz from the second harmonic to further minimise the risk of harmonic interference. The cut off frequency for the final band was set to 610MHz to pass through the 600MHz transmission but reduce the proliferation of transmissions outside the frequency range. For example, if the cut off frequency was set to 650MHz, that would potentially allow the jammer to transmit up to 650MHz, encroaching on other bands and potentially falling outside the legal limits set by the experimentation license. Setting the cut off frequency to 610MHz allows a smaller window for error whilst still allowing the 600MHz transmission through.
The values for the filter components, with an input and output impedance of 50Ω, and a frequency ripple response of 0.1dB, are calculated as follows in Table 2 below :
	Table 2: Component Values for Chebyshev LPF	
Filter No.	Band (MHz)	Capacitors (pF)	Inductors (nH)
		C1	C2	C3	C4	L1	L2	L3
1	30-45	82	150	150	82	240	270	240
2	45-60	62	110	110	62	180	200	180
3	60-100	39	68	68	39	110	130	110
4	100-180	20	36	36	20	32	68	62
5	180-300	13	22	22	13	39	43	39
6	300-550	6.8	12	12	6.8	20	22	20
7	550-610	6.2	11	11	6.2	18	20	18


These values are based on ideal components and connections, in the real world this will most likely need to be slightly altered to get the expected value.
The filter circuit makes use of diodes to route the RF to the appropriate filter using the PIC controller. The circuit design for 4 of the filters may be seen in Figure 20 below and works thusly: a large voltage (taken from the supply for the power amplifier) is placed on FILT_1/2/3/4/etc whilst the others are drawn low. For example, a frequency of 123MHz requires routing to Filter 4. As such FILT_4 would be pulled high  whilst the other 3 remain low and therefore the diodes remain reverse biased, stopping the RF from passing through and allowing the RF to pass through to J5. The current flows from FILT_4 through the inductor and diode for FILT_4, before passing through L1 and R1 to ground. The inductors on the path stop the RF from passing to ground or entering the FILT_4 line.
Figure 19 previously shows a section of the code function for Filter 1 and Filter 2. In this “result” is the integer derived from the user input. When the frequency is within certain ranges it drives the RF towards that filter. When an invalid frequency is inputted, all of the lines are drawn low, as seen in Figure 21 below. This is to reduce the likelihood of spurious transmissions at unintentional frequencies.
The PIC is able to control the high voltage needed to bias the diodes correctly through the use of a relay, or a MOSFET circuit without causing damage to the PIC itself. Examples of these can be seen below in Figure 22 , and will sit “off-board”, meaning they will be placed on their own circuit instead of the overall power and control circuit, seen in Appendix 2.




Amplifier Specification
Initially the desired power of the system was 50W, or 47dBm output power. As such the ZHL-50W-GAN+  Power Amplifier from Mini-Circuits was specified. This power amplifier functions over 20-500MHz, meaning that it wouldn’t be suitable for the full range specified, however, it exceeded the output power requirements of the system, and covered the majority of the expected frequency range. As such it was initially agreed with the customer that the loss of 500-600MHz would be an acceptable outcome. 
However, the specified amplifier transpired to be out of stock from available suppliers and significantly over budget. In its place the ZHL-20W-13SW+  power amplifier from Mini-Circuits was identified. This amplifier was 20W, but encompassed the entirety of the specified range, functioning from 20-1000MHz. This reduction in power was discussed with the customer and again deemed to be an acceptable adjustment based on costs and frequency range. By having the amplifier range much larger than that intended by the system, the chances for overdriving the amplifier and causing leakage, signal noise, overheating and spurious transmissions is reduced
Generating the Comb Pattern
To generate the comb pattern, as mentioned earlier, the output from the DDS chip is able to enter a simple diode-capacitor circuit to generate the run of harmonics that will form the comb pattern . However, the output from the ADF4351 board will need a different circuit after its output to generate the comb pattern and must first be converted into a square wave. This is able to be done through the use of a Schmitt trigger or analogue comparator . This square wave is then able to be passed through the diode circuit to generate the comb pattern. This additional circuitry may introduce losses or leakages, therefore, a small pre-amplifier may be required to counteract the losses, and the circuitry should be correctly housed and built to contain any leakage.
RF Chain
The RF chain for this project is thus relatively simple. It consists of a comb generator circuit, which enters a filter bank controlled by the user input, before amplification by the ZHL-20W-13SW+, and finally, transmission from the antenna. The diagram for the Rf chain may be seen below in Figure 23
Software Flowchart and Operation
The software is designed to function thusly: upon receiving power the system will boot, during which the LEDs will flash to indicate to the user that it has power and is performing the startup sequence. Once the power lines for the PIC and/or ADF4351 have gone high, the LEDs will cease flashing, and the two green LEDs will illuminate solidly to show that the system is ready. Alongside this the LCD will print “Ready”. Here the system sits idle whilst it waits for the user to input the frequency desired. This is currently entered through a keypad. This frequency is entered as a 3-digit figure, the PIC then takes these figures and multiplies them to print the frequency in Hz. For example, if the user desires a frequency of 123MHz, 123 is inputted into the keypad/laptop, and the PIC converts it to 123000000Hz. With regards to the ADF9956 the figure in Hz is then used to calculate the FTW. When the FTW has been programmed, DDS chip LED will become solid green indicating it is ready to transmit. Here again the system waits for user input. Once the user has pressed transmit the system will start to transmit and turn on the Orange LED to indicate that it is actively transmitting. Here again the system will continue to transmit until the user presses stop, upon which it will return to the pre-transmission ready state, where it will wait for a new FTW.
A physical switch that is also tied to the power supply for the amplifier was selected over a button and software as a more secure method of ceasing transmission. Whilst both a switch and a button are both capable of performing the function in an adequate manner, in the event that the jammer malfunctions a physical kill switch will be more reliable than one that relies on the software to start and stop. The switch will create an open circuit which should stop transmission immediately through removing power from the amplifier.
To enable this kill switch to work with the PIC and provide power to the power amplifier, it will need to run at the 24V required by the amplifier. To protect the PIC from this voltage a separate 5V regulator will be placed on the line. This will allow the PIC to detect when the line is high, whilst protecting it from over-voltage.



User Input and Control Simulation
The following section shows the states of the Proteus simulation through its life cycle. Above in Figure 25 is the schematic layout. On the left are the Primary and Secondary PICs, with the user input keypad and associated LCD screen on the right. The right-hand LCD screen in this simulation takes the place of the DDS chip and serves the purpose of displaying what has been transmitted over RS232 to the chip for ease of debugging and sanity checking. 
Below this are LEDs that perform various functions. The right-hand bank of LEDs are demonstrative of which filter bank has been selected, whilst the left-hand LEDs are all system indicators. 
“System Power” indicates that the system has power, seen in all figures in this section, “System Busy/Error” indicates that the system is performing a background function through flashing, seen in Figure 26 previously, and becomes solid in the event of an error, or an invalid frequency is entered, as seen in Figure 31 on page 33. “DDS Chip Ready” indicates that the DDS chip has received a value, seen in Figure 29 overleaf. Lastly “Jammer Active Tx” indicates that the system is actively transmitting on the desired frequency, seen in Figure 30 overleaf.
Figure 27 above shows the “ready” state, this is where the system has gone through start up and is ready for user input. Figure 28 below shows user input before being entered and transmitted to the Secondary PIC. 

Figure 29 below demonstrates active selection of filter banks depending on the frequency selected. It may be seen that Filter 4 is selected for 123MHz, and Filter 7 for 598MHz. In both cases the DDS has received the input and holds the value, as is shown by the illuminated LED, but the system isn’t transmitting as the Active Tx LED isn’t illuminated. 
Figure 30 below demonstrates an active transmission state. The Active Tx LED is illuminated, and the main LCD also states that it is transmitting.
Lastly, Figure 31 above shows an invalid frequency input state. The DDS (or in this case the LCD screen) will still hold the previous value as the invalid one hasn’t been transmitted, which is shown through the DDS LED no longer being illuminated, despite the LCD/DDS holding the previous valid frequency that was entered. The user input LCD states that an invalid frequency has been entered, and it must be cleared before continuing. The System error LED has also illuminated to further indicate to the user that there has been an error.


Bill of Materials
Overall, the project can be realised for ~£4.5K. This price includes the housing Pelicase, as well as estimates for the PCBs for the internal circuitry. PCBs will be used in place of Veroboard or Breadboard to make a more stable system, a necessity when dealing with RF. PCBs are more rugged, can be designed to fit the space better, and will make use of surface mount components, meaning it will be much smaller than its Veroboard counterpart. The Bill of Materials is seen below in Table 3 (a larger image is found in Annex 1), it does not include passive components such as LEDs, capacitors, resistors or inductors, as these will be sourced from lab stocks alongside the amplifier power switch. Also not included in the list below is a baseplate to sit in the pelicase to cover the internals, fans, or heat sinks. The baseplate will be made once the system is completed, and fans can be sourced from the lab as required. The RF chain will be housed in an internal metal box in order to protect the system from interference and prevent leakage from the system itself.

Chapter 5: Evaluation
This report sought to answer the question: How do you deny communications between devices that are capable of FHSS over a wide frequency range without the use of an SDR, whilst remaining portable? Which was broken down into 4 main objectives:
Research the most effective method of communications denial
Research into how to achieve the method identified
Design and prototype of sections of the system
Test as an integrated system

Objectives 1 and 2  were achieved through the literature review in Chapter 2 and was successful in identifying an appropriate solution to the proposed question. Through this literature review it was identified that a comb jammer with a DDS chip base would be the most effective manner of jamming signals over a wide range whilst remaining as power efficient as possible. 
Objective 3 was more labour intensive and was achieved through breadboarding and simulation of the circuit in Proteus. The sections were created individually to streamline the creation process and allow the opportunity to focus on one aspect at a time, ensuring that each section was as well designed as possible before being introduced to a whole system. The user input section, filter select, and amplifier specification were developed successfully and function as intended. 
Objective 4 was difficult to achieve and may be described as unachieved during this report. As such this report may be seen as the laying of a framework for future implementation of a jammer utilising a DDS chip or synthesiser with a PIC. Despite the system as a whole being unachieved the user control and input were able to be tested as a complete system (with a second LCD screen in place of the DDS chip), and the filtering, antenna, and power selection and specification will produce the expected output, so may be considered successful.
Timescales for this project were unfortunately not kept to, with substantially more time allocated to research and debugging than initially anticipated, causing the project to fall behind. The initial Gantt chart from this project’s proposal and the updated one with actual timelines followed may be found in Appendix 4 and 5 respectively.
[bookmark: _Ref190091535][bookmark: _Toc196748759][bookmark: _Ref190088743]Chapter 6: Conclusion, Recommendations, and Commercialisation
[bookmark: _Toc196748760]Conclusion
In conclusion this report sought to detail the creation of a DDS chip-based jammer for use over 30-600MHz. It was found over the duration that in order to utilise the DDS chip, there needed to be a series of reasonably complex software commands. This inevitably also incurred a large amount of problem solving and debugging to produce a system that would function as intended. 
It transpired that the DDS chip that would meet the target frequency range required a 48-bit FTW, which was out of range of the PICs and compiler used in this project. Therefore, the system was not successfully created as anticipated at the start of this project. As such, the output of the project resulted in a framework for a jammer using a DDS chip with a PIC that is able to perform calculations with large numbers. 
The comb generation, filtering, amplifier, power and antenna specification and selection may be considered successful as they are adequate for the system and carefully chosen to meet the project requirements, whilst remaining close to budget and meeting the customers’ requests.
[bookmark: _Toc196748761]Future Recommendations
In the future the system may be improved by the following:
· Using a more advanced or recent PIC with a larger internal memory, more pins and smaller form factor to allow the PIC to undertake the maths needed for the DDS chip
· If using a DDS chip, choosing one with a smaller FTW would allow the system to function more smoothly
· Utilising an SDR in place of a DDS chip and PIC solution, especially for a system that intends to be as agile as the one attempted during this project
· If utilising the ADF4351 further research into how the register values are calculated should be undertaken, so that they may be calculated by the microcontroller automatically without the need for user intervention
· Designing a bespoke antenna to cover entire range
· Having a clearer and more advanced system of project management to keep to task
[bookmark: _Toc196748762]Commercialisation
Whilst it is unlikely due to legalities, in the event that this project was to be recreated for commercial reasons, it is important to ensure that there are precautions in place to prevent the system being used by a bad actor. This could include tamper seals or locks, tamper switches designed to wipe or lock the system, or passcodes in the user GUI.
Additionally, it is important to make sure that the designing and manufacturing team features a wide array of diversity, inclusivity and cultures. This immediately creates a huge and diverse knowledge pool, with multiple approaches to problem solving. Having this ensures that the system will be as user friendly as efficient as possible. As well as increased features for security and ethics.
The system will also need strict quality management to meet ISO9001:2015, in this case there should be records of work undertaken and by who, components sourced from good suppliers with traceable components to ensure that they come from ethical manufacturers. Linked to this there should be version control on any software that is edited or created. 
Additionally, commercialisation will introduce the need to meet certain standards associated with the creation of such a system. Namely there will have to be Ofcom regulation, with the software meeting coding standards and international conventions.
Further consideration for commercialisation includes the licensing of software. This project made use of CCS, Proteus, MPLab and ADF435x. Many of these include higher fees for commercial licenses of the product, which would need to be sourced before the system could retail.
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Chapter 7: Reflection
Over the course of this project, I have found that I need to improve my concept of project and time planning. As such, at the start of the project, I was sure that I would be able to easily design and create a whole system and end up with an end product rather than a simulation. However, I found that this project was a lot harder than initially thought and required a high amount of software and coding skills that I was lacking. I also found that I would run headlong into a problem, i.e. I immediately went straight to the end product when simulating the system, rather than going piece by piece and then integrating the parts together. I decided to return to the start, and begin with a smaller element of the system, and wrote out how I wanted the code to perform, and in what order. This gave me a system I could follow. Meaning that I was able to take a command or function that I wanted the PIC to perform, for example, at a point over its operation, I wanted the PIC to control LEDs to inform the user as to what was happening, and I also wanted it to print to an LCD the frequency. I was then able to work through these functions separately and save them in the code, but not call them whilst working on other functions, then integrating together and making sure that the functions don’t interact with each other in unanticipated ways. This meant that I was able to focus on an aspect, rather than a whole, and allowed me to make better progress than I had been making till that point.
Identifying that as an issue and proceeding with the knowledge that I need to improve my time and project will allow me to more efficiently produce complicated end products in the future.
Overall, I am disappointed that I didn’t end up with a working system. However, I now know where I went wrong and what I need to do to fix the errors I encountered, I also have a greater understanding of how to plan projects to achieve the stated goals, and that I need to allot more time dedicated to research so that I have the best route going forward, rather than rushing the research and not having a clear path.
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Amplifiers
· ZHL-50W-GAN+ : https://www.minicircuits.com/pdfs/ZHL-50W-GAN+.pdf
· ZHL-20W-13SW+: https://www.minicircuits.com/pdfs/ZHL-20W-13SW+.pdf

DDS Chip AD9956
· https://www.analog.com/media/en/technical-documentation/data-sheets/AD9956.pdf

Adf4351 Synthesiser
· https://www.analog.com/media/en/technical-documentation/data-sheets/ADF4351.pdf

PIC16F877A
· https://ww1.microchip.com/downloads/aemDocuments/documents/MCU08/ProductDocuments/DataSheets/39582C.pdf

VCO - MC100EL1648
· https://docs.rs-online.com/7119/0900766b812e1c44.pdf

Antennas
· R&S HK061: https://scdn.rohde-schwarz.com/ur/pws/dl_downloads/dl_common_library/dl_brochures_and_datasheets/pdf_1/HK061-brief-description2024-2025.pdf
· Alaris COJOT WB25512XR: https://products.alaris.tech/storage/products/cojot/datasheets/466_COJOT_WB25512XR_V1.1w.pdf

Batteries
· https://www.bren-tronics.com/amfile/file/download/file/668/product/1978/


[bookmark: _Toc196748768][image: ]Appendix 2 – Power and Control Circuit Diagram


[bookmark: _Toc196748769]Appendix 3 – Bill of Materials
[image: ]


[bookmark: _Toc196748770][image: A graph with multiple lines

Description automatically generated with medium confidence]Appendix 4 – Initial Gantt Chart

[image: A screen shot of a chart

AI-generated content may be incorrect.]Appendix 5 – Updated Project Gantt Chart


Appendix 4 – User Input Main.h
#include <16F877A.h>
#device ADC=8
#use delay(crystal=16000000)
#use STANDARD_IO( A,B,C,D,E )

void ssp_interrupt(void);

#use rs232(uart1,baud=4800,parity=N,xmit=PIN_C6,rcv=PIN_C7,bits=8,stream=PORT1,errors)
//#use spi(MASTER, SPI1, baud=4800, mode=0, stream=SPI1_MODE0)

#define LED_CONT PIN_A2					//DEFINE PINS FOR LEDs AND LCD SCREEN
#define LED_R PIN_A3
#define LED_DDS PIN_A4
#define LED_Tx PIN_A5

#define FILT_1 PIN_B7					//DEFINE PINS FOR FILTER SELECT
#define FILT_2 PIN_C0
#define FILT_3 PIN_C1
#define FILT_4 PIN_C2
#define FILT_5 PIN_E0
#define FILT_6 PIN_E1
#define FILT_7 PIN_E2

#define LCD_ENABLE_PIN PIN_D2				
#define LCD_RS_PIN PIN_D0
#define LCD_RW_PIN PIN_D1
#define LCD_DATA4 PIN_D4
#define LCD_DATA5 PIN_D5
#define LCD_DATA6 PIN_D6
#define LCD_DATA7 PIN_D7

long int a = 0;
int key_press;
int tempval;
char freq[3] = {12, 12, 12};

void start_up();
unsigned int keypad_scan(void);
unsigned int keypad_press(int a[], int b[], int n);
void set_bits_high(void);
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// UWTSD Independent Project 2025 - EMBEDDED ELECTRONIC SYSTEMS
// Author: Louise Caygill
// Purpose: 
// To take a 3-figure frequency input from the users keyboard/terminal and translate it to a FTW for the DDS chip to use
// the DDS chip will then save the FTW and transmit at that frequency when the user instigates
// PRIMARY- receives user input and controls LEDs, keypad, LCD screen and transmits frequency to SECONDARY PIC

#include <main.h>
#include <lcd.c>

//----------------------------------------------------------------------//DEFINE VARIABLES
int i = 0;
long long int result = 0;
long long int bit1 = 0;
long long int bit2 = 0;
long long int bit3 = 0;
float FTW = 0;
//----------------------------------------------------------------------//DEFINE FUNCTIONS
void maths_test();
void convert_mhz();
void filter_select();	
void Tx_LED_control();
//----------------------------------------------------------------------//MAIN CODE
void main()
{
	enable_interrupts(INT_SSP);					//ENABLE TIMER 2 OVERFLOW INTERRUPT
	enable_interrupts(GLOBAL);					//ENABLE GLOBAL INTERRUPTS
   
	set_tris_b(0x07);						//SET ROW = O/P, COLUMN = I/P
	set_bits_high();     						//SET ROW HIGH
   
  
	lcd_init();							//INITIALISE LCD SCREEN
//	start_up();
   
	while(TRUE)
	{ 


	    key_press = keypad_scan();					//SET RESULTS OF KEYPAD SCANNING FUNCTION TO VALUE OF KEYPRESS
	    tempval = key_press;
	    freq[i] = tempval;						//SAVE TEMPVAL INTO INDEX
	    i++;							//INCREASE POSITION IN INDEX AS NEW CHARACTER PRESSED
	    printf(lcd_putc, "%u", key_press);				//PRINT KEYPRESS TO LCD SCREEN
	    Tx_LED_control();

	    if(key_press == 10)						//SET * AS CLEAR ARRAY
	    {
	       i = 0;
	       printf(lcd_putc, "\f");
	       output_low(LED_CONT);					//SHOW THAT DDS CHIP DOESN'T HAVE A VALUE
	    }
	       
	    if(freq[2] != 12 && key_press == 11)			//PROCEED IF 3 DIGITS AND HASH PRESSED
	    {  
	       convert_mhz();						//SAVE ARRAY AS MHz NUMBER AND TRANSMIT OVER RS232
	       maths_test(); 						//CALCULATE FTW
	       filter_select();						//SELECT APPROPRIATE FILTER BANK FOR FREQ
		  
	       for(int i = 0; i < 2; i++)				
		  {
		     freq[i] = 12;
		  }

		  if(i > 2)						//RESET ARRAY AFTER SENDING
		  {
		     i = 0;
		  }
	       printf(lcd_putc, "\n");
	    }
	}								//MAIN WHILE LOOP END
}									//END LOOP


//----------------------------------------------------------------------//FUNCTIONS

void convert_mhz()							//SAVE ARRAY AS ONE NUMBER FOR MATHS/TRANSMIT OVER RS232
{
   bit1 = freq[0] * 100000000;						//100MHz
   bit2 = freq[1] * 10000000;						//10MHz
   bit3 = freq[2] * 1000000;						//1MHz
   result = bit1 + bit2 + bit3;						//ADD BITS TOGETHER TO MAKE VALUE
   
   if(result >= 35000000 && result <= 600000000)			//CHECK FREQ IS IN RANGE AND TRANSMIT OVER RS232 IF YES
   {
      printf("%Lu", result); 						//SEND NUMBER OVER RS232
      printf("\r\n");   						//PRINT ON NEW LINE FOR LOG
   }
   if(result < 35000000 || result > 600000000)				//IF OUTSIDE FREQ RANGE STOP TX OVER RS232 TO DDS
   {
      printf(lcd_putc,"\f     *INVALID*");
      lcd_gotoxy(24,1);
      printf(lcd_putc,"press * to clr");
      output_high(LED_CONT);						//TURN ON LED TO SHOW ERROR 			
      output_low(LED_DDS);						//SHOW THAT DDS HASN'T GOT OR BEEN SENT A VALUE
   }
}

void maths_test()							//OBTAIN FTW FROM INPUT FREQ
{
   long long int Fref = 200000000;
   long long int powah = 4294967294;					//2^32 (-2 to fit in long long)
   FTW = (powah/Fref);
//   FTW = (result * (powah/Fref));					//RESULT IS VALUE OF KEYPAD -> MHz
}

void Tx_LED_control()							//CONTROL Tx LED TO SHOW WHEN JAMMER ACTIVELY TRANSMITTING
{
  if(input(PIN_D3))
     {
      output_high(LED_Tx);
      printf(lcd_putc,"\f  TRANSMIT ACTIVE");
      lcd_gotoxy(22,1);
      printf(lcd_putc,"remove switch and");
      lcd_gotoxy(22,2);
      printf(lcd_putc,"press * to continue");
     }
     else
	{
	 output_low(LED_Tx);
	}
}

void set_bits_high(void)						//RESET ROWS TO HIGH
{
   output_bit(51, 1);
   output_bit(52, 1);
   output_bit(53, 1);
   output_bit(54, 1);
}

unsigned int keypad_scan()						//SCAN KEYPAD FOR PRESSES
{
   int key = 0;
   do
   {
      if(input_state(48) == 1)
      {
	 output_bit(51, 0);
	 if(input_state(48) == 0) key = 1;
	 else
	 {
	    output_bit(52, 0);
	    if(input_state(48) == 0) key = 4;
	    else
	    {
	       output_bit(53, 0);
	       if(input_state(48) == 0) key = 7;
	       else
	       {
		  output_bit(54, 0);
		  if(input_state(48) == 0) key = 10;
	       }
	    }
	 }
       }
       if(input_state(49) == 1)
       {
	  output_bit(51, 0);
	  if(input_state(49) == 0) key = 2;
	  else
	  {
	     output_bit(52, 0);
	     if(input_state(49) == 0) key = 5;
	     else
	     {
		output_bit(53, 0);
		if(input_state(49) == 0) key = 8;
		else
		{
		   output_bit(54, 0);
		   if(input_state(49) == 0) key = 0;
		 }
	      }
	   }
	}
	if(input_state(50) == 1)
	{
	   output_bit(51, 0);
	   if(input_state(50) == 0) key = 3;
	   else
	   {
	      output_bit(52, 0);
	      if(input_state(50) == 0) key = 6;
	      else
	      {
		 output_bit(53, 0);
		 if(input_state(50) == 0) key = 9;
		 else
		 {
		    output_bit(54, 0);
		    if(input_state(50) == 0) key = 11;
		 }
	      }
	   }
	}
	set_bits_high();
	delay_ms(10);
   }
   while(key == tempval);						//IGNORE KEYPRESS IF SAME AS PREVIOUS
   return(key);								//RETURN KEYPRESS VALUE
}

void filter_select()							//SELECT WHICH FILTER BANK TO BIAS HIGH
{
   if(result >= 30000000 && result <= 44000000)				//FILTER BANK 1
   {
      output_high(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);
   }
   if(result >= 45000000 && result <= 59000000)				//FILTER BANK 2
   {
      output_low(FILT_1);
      output_high(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);
   }  
   if(result >= 60000000 && result <= 99000000)				//FILTER BANK 3
   {
      output_low(FILT_1);
      output_low(FILT_2);
      output_high(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);
   }
   if(result >= 100000000 && result <= 179000000)			//FILTER BANK 4
   {
      output_low(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_high(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);
   }
   if(result >= 180000000 && result <= 299000000)			//FILTER BANK 5
   {
      output_low(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_high(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);
   }
   if(result >= 300000000 && result <= 549000000)			//FILTER BANK 6
   {
      output_low(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_high(FILT_6);
      output_low(FILT_7);
   }
   if(result >= 550000000 && result <= 600000000)			//FILTER BANK 7
   {
      output_low(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_high(FILT_7);
   } 
  if(result < 35000000 || result >600000000)				//INVALID FREQ ENTERED
  {
      output_low(FILT_1);
      output_low(FILT_2);
      output_low(FILT_3);
      output_low(FILT_4);
      output_low(FILT_5);
      output_low(FILT_6);
      output_low(FILT_7);     
  } 
}

void start_up()								//START UP FUNCTION RUN BEFORE MAIN CODE TO GIVE CHIPS TIME TO INITIALISE
{
      printf(lcd_putc, "\f  Starting Up"); 
      output_high(LED_CONT);
      output_high(LED_R);   
      delay_ms(250);
      output_low(LED_CONT);
      output_low(LED_R);   
      delay_ms(250);
      output_high(LED_CONT);
      output_high(LED_R);    
      delay_ms(250);
      output_low(LED_CONT); 
      output_low(LED_R);   
      delay_ms(250);   
      printf(lcd_putc, "\f  Starting Up.");  
      output_high(LED_CONT);
      output_high(LED_R);  
      delay_ms(250);
      output_low(LED_CONT); 
      output_low(LED_R);
      delay_ms(250);
      output_high(LED_CONT);
      output_high(LED_R); 
      delay_ms(250);
      output_low(LED_CONT); 
      output_low(LED_R);
      delay_ms(250);   
      printf(lcd_putc, "\f  Starting Up. ."); 
      output_high(LED_CONT);
      output_high(LED_R);       
      delay_ms(250);
      output_low(LED_CONT); 
      output_low(LED_R);
      delay_ms(250); 
      output_high(LED_CONT);
      output_high(LED_R);
      delay_ms(250);
      output_low(LED_CONT); 
      output_low(LED_R);
      delay_ms(250);       
      printf(lcd_putc, "\f  Starting Up. . .");  
      output_high(LED_CONT);
      output_high(LED_R);
      delay_ms(250); 
      output_low(LED_CONT); 
      output_low(LED_R);
      delay_ms(250);
      output_high(LED_CONT);
      output_high(LED_R);
      delay_ms(250);    
      output_high(LED_R);
      output_low(LED_CONT);      
      printf(lcd_putc, "\fPress * to Continue");
      lcd_gotoxy(24,1);
      printf(lcd_putc, "then enter freq");
      lcd_gotoxy(28,2);
      printf(lcd_putc, "in MHz");      
}
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//   PIC fat controller for ADF4351 VCO/PLL module
//   **********************************************
//   Based on ADF4351 and Arduino by Alain Fort F1CJN feb 2,2016
//
//   Substantially modified by Ron Mount G7DOE for simple PIC control
//   with switch-selectable frequencies
//
//   Version 1.0 6 July 2016 Initial programming
//
//  **************************************** Alain's excellent ENGLISH summary *******************************************
//
//  Originally, this sketch uses an Arduino Uno ($5), a standard "LCD buttons shield" from ROBOT ($5), and an ADF4351
//  Chinese card found at EBAY ($40). The frequency can be programmed between 34.5 and 4400 MHz.           ***** still true

//  ******************************************** HARDWARE IMPORTANT********************************************************
//  Use a 3v microprocessor : to provide the correct voltage to
//  ADF DATA, to ADF CLK, and to ADF LE
//  ADF4351 card LD connected directly to an LED to indicate digital lock
//  We program MUXOUT as lock detect too, to provide a remote indication
//  Here, the PIC12F1552 is 5V powered but run via a regulator at 3v so no problems with signal levels.

// Floating point ops soak up lots of memory, so we work with integer multiples of 100kHz, our chosen step size

#include "xc.h"
#pragma config CLKOUTEN = OFF, WDTE = OFF, PWRTE = OFF, CP = OFF, BOREN = OFF, MCLRE = OFF, FOSC = INTOSC, STVREN = ON, LPBOR = OFF, LVP = OFF, WRT = OFF

// PIC pins for frequency setting switches and ADF4351 3-line control
#define ADF4351_LE RA2
#define ADF4351_DATA RA1
#define ADF4351_CLK RA0
#define SW1 RA5
#define SW2 RA4
#define SW3 RA3 // we want a choice of 8 frequencies

#define ADclock 100 //ADF board clock in units of 100kHz

// **********************************************************************
unsigned long registers[6] =  {0xAE8018, 0x8008029, 0x18004E42, 0x4B3, 0xB5002C, 0x580005} ; // 437 MHz avec ref à 10 MHz -1dbm o/p

long RFout, RFoutold, PFDRFout, OutputChannelSpacing;
unsigned long INTA, MOD, FRAC;
unsigned char OutputDivider;
short setfreq, b22, b21, b20;

// **********************************************************************

void bitWrite(unsigned long *x, char n, char value) {
   // set bit <n> of <*x> to <value>
   // note 1UL to enable us to work with unsigned long
   if (value)
       *x |= (1UL << n);
   else
       *x &= ~(1UL << n);
}

void WriteRegister32(const unsigned long value)   //Program a 32bit register
{ unsigned char byte1; int i,j;
  ADF4351_LE = 0;
  for (i = 3; i >= 0; i--)  {  // group as 4 x 8bits, msb first
     byte1 = (value >> 8 * i) & 0xFF;
     for (j=1; j<=8; j++) { // iterate over the 8 bits
            if (byte1 & 0x80)
      ADF4351_DATA = 1;
            else
      ADF4351_DATA = 0;
            // clock data into shift register
            byte1 = byte1<<1;
            ADF4351_CLK = 1;
            ADF4351_CLK = 0;
     }
  }
  // latch data into register
  ADF4351_LE = 1;
  ADF4351_LE = 0;
}

void SetADF4351()  // Program all 6 ADF4351 registers
{ for (int i = 5; i >= 0; i--)  // program ADF4351 starting with R5
    WriteRegister32(registers[i]);
}

//************************************ Setup ****************************************
void setup() {// needs looking at
  // set up PIC12F629 and GP register i/o settings
  OPTION_REG =  0x00;   // ok
  OSCCON = 0x78;        // 16MHz internal clock
  ANSELA = 0;           // All digital i/o
  TRISA = 0x38;         // set b5, b4, b3 for input, b2, b1, b0 for output
  WPUA = 0x38;          // weak pull up enabled on inputs
  FVRCON = 3;           // no capacitative divider
  SSPEN = 0;            // No SPI module needed
  GIE = 0;              // disable interrupts                    .
  //
  RFoutold=0;         // so RFintold is different to RFout initially
  OutputChannelSpacing = 1;    // hundred k step between channels should serve
  PFDRFout = ADclock;           // 10MHz in units of 100kHz for my units

} // End of setup
//************************************* main ***********************************
void main() {
  setup();
  while (1) {
    // read freq spec pins and set target output frequency (MHz) from set of 4
    setfreq = SW1 + SW2 * 2 + SW3 * 4; // we add the final dip switch option,
    // then add more case options to the switch statement
    switch (setfreq) {
   case 0:
                RFout = 502; // units of 100kHz
      break;
   case 1:
      RFout = 702; // units of 100kHz
      break;
   case 2:
      RFout = 1465; // units of 100kHz
      break;
   case 3:
      RFout = 4370;// units of 100kHz
      break;
   case 4:
      RFout = 11520; // units of 100kHz
      break;
   case 5:
      RFout = 12962; // units of 100kHz
      break;
   case 6:
      RFout = 23020;// units of 100kHz
      break;
   case 7:
      RFout = 20480;// units of 100kHz
      break;
   }

    if ((RFout != RFoutold)) {
        if (RFout >= 22000) {
            OutputDivider = 1;
            b22 = b21 = b20 = 0;
        }
        if (RFout < 22000) {
            OutputDivider = 2;
            b22 = b21 = 0; b20 = 1;
        }
        if (RFout < 11000) {
            OutputDivider = 4;
            b22 = b20 = 0; b21 = 1;
        }
        if (RFout < 5500)  {
            OutputDivider = 8;
            b21 = b20 = 1; b22 = 0;
        }
        if (RFout < 2750)  {
            OutputDivider = 16;
            b22 = 1; b21 = b20 = 0;
        }
        if (RFout < 1375) {
            OutputDivider = 32;
            b22 = b20 = 1; b21 = 0;
        }
        if (RFout < 688) {  // 687.5 really, so a small gap
            OutputDivider = 64;
            b22 = b21 = 1; b20 = 0;
        }
        bitWrite (&registers[4], 22, b22);
        bitWrite (&registers[4], 21, b21);
        bitWrite (&registers[4], 20, b20);

        // calculate ADF4351 control parameters
        INTA = (RFout * OutputDivider) / PFDRFout;   // truncate to integer
        MOD = (PFDRFout / OutputChannelSpacing);   // truncate to integer
        FRAC = (RFout * OutputDivider) - (INTA * MOD);
        
        // eliminate any common factors of 2, 3 or 5 to minimise spurs
        while (((MOD % 2)==0) && ((FRAC % 2)==0)) {
            MOD /= 2;
            FRAC /= 2;
        }
        while (((MOD % 3)==0) && ((FRAC % 3)==0)) {
            MOD /= 3;
            FRAC /= 3;
        }        
        while (((MOD % 5)==0) && ((FRAC % 5)==0)) {
            MOD /= 5;
            FRAC /= 5;
        }
        registers[0] = 0;                   // sets the leading bit and the address bits correctly
        registers[0] = INTA << 15;          // OK, the big divider
        FRAC = FRAC << 3;
        registers[0] = registers[0] + FRAC;

        registers[1] = 0;
        registers[1] = MOD << 3;
        registers[1] = registers[1] + 1 ; // set address to "001"

        bitWrite (&registers[1], 27, 1);   // Prescaler sur 8/9
        bitWrite (&registers[1], 15, 1);   // Phase value = 1 (recommended)
        
        SetADF4351();  // Program all ADF4351 registers
        RFoutold = RFout;
    }
   }
 } 

[bookmark: _Toc196748773]Appendix 7 – ADF4351 Register Writer 
· (from https://www.g4dbn.uk/?p=356)

//#pragma config FOSC=INTRCIO, WDTE=OFF, PWRTE=ON, MCLRE=OFF, BOREN=OFF, CP = OFF, CPD = OFF
#define _XTAL_FREQ 1000000
////////////////////////////////
// Change these parameters    //
// This is for 116MHz, with   //
// 3712MHz VCO divided by 32  //
// and 10 MHz PFD so INT=371  //
// FRAC=1, MOD=5 and DIV=32   //
////////////////////////////////
#define FRAC 1
#define INT 371
#define MOD 5
#define DIV 32
/////////////////////////////
#define R0 (INT*32768)+(FRAC*8)
#define R1 (0x08008001)+(MOD*8)
#define R2 0x78004E42
#define R3 0xB
#define R5 0x580005
#if DIV == 64
#define DIVX 6
#elif DIV == 32
#define DIVX 5
#elif DIV == 16
#define DIVX 4
#elif DIV == 8
#define DIVX 3
#elif DIV == 4
#define DIVX 2
#elif DIV == 2
#define DIVX 1
#elif DIV == 1
#define DIVX 0
#endif
#define R4 (0x84003C)+(DIVX*1048576)
#define SEN GPIO5
#define SCL GPIO4
#define SDA GPIO2
//#if defined(__XC)
// #include <xc.h> /* XC8 General Include File */
//#elif defined(HI_TECH_C)
// #include <htc.h> /* HiTech General Include File */
//#endif

#include <stdint.h> /* For uint8_t definition */
#include <stdbool.h> /* For true/false definition */

#include "system.h" /* System funct/params, like osc/peripheral config */
#include "user.h" /* User funct/params, such as InitApp */

void send(void)
{
 SCL=1; 
 SCL=0; 
}
void SPIsend(uint32_t reg)
{
 SEN=0;
 for(int n=31;n>=0;n--)
 {
 SDA=(reg&0x80000000)?1:0;
 send();
 reg<<=1;
 } 
 SEN=1;
 SEN=0;
 SDA=0;
}
void SPIsetup(void)
{
 TRISIO5=0;
 TRISIO4=0;
 TRISIO2=0;
 SCL=0;
}
void main(void) 
{
 __delay_ms(1000);
 SPIsetup();
 SPIsend(R5);
 SPIsend(R4);
 SPIsend(R3);
 SPIsend(R2);
 SPIsend(R1);
 SPIsend(R0); 
 SLEEP();
}
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output_high(ADFA351_CLK);// = 1;
output_low(ADF4351_CLK);//

}
}

7/ latch data into register
output_high(ADFA351_LE);// = 1;
output_low(ADF4351_LE);// = 0;

void SetADFa351() // Program all 6 ADF4351 registers
B1{ for (int i = 5; i >= @; i--) // program ADF4351 starting with

WriteRegister32(registers[i]);

//Program a 32bit register

RS
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