61. Which risk treatment strategy approach can also be referred to as an avoidance strategy?
A. Termination
B. Acceptance
C. Defence
D. Transferal
62. Which of the following can be calculated using the values from an ARO multiplied by the values from an SLE?
A. cost benefit analysis
B. asset valuation
C. annualized loss expectancy
D. operational feasibility
63. True or False: Asset valuation is the process of assigning financial value or worth to each information asset.
64. Operational feasibility, which refers to user acceptance and support, as well as management acceptance and support, is also known as which of the following?
A. organizational feasibility
B. behavioural feasibility
C. technical feasibility
D. political feasibility
65. Which risk management technique relies on a group evaluating, rating, and ranking assets?
A. Delphi technique
B. OCTAVE methods
C. Microsoft’s technique
D. FAIR
66. Taking a look at the paths taken by other organization in order to create a blueprint is known as which of the following?

A. framework
B. benchmarking
C. comparison model
D. architecture
67. Which of the following is NOT one of the five principles provided by COBIT 5?
A. Meeting Stakeholder Needs
B. Covering the Enterprise End-to-End
C. Applying a Single, Integrated Framework
D. Reliability of Financial Reporting
68. What term is used to describe the act of retrieving potentially compromising information from recycle bins or trash areas?
A. cleaning trash
B. dumpster diving
C. mantrap
D. shoulder surfing
69. True or False: In lattice-based access control, users are assigned a matrix of authorizations for particular areas of access.
70. When using the U.S. military classification scheme, which classification indicates that
disclosure of contained information could cause minor or moderate damage to national security?
A. Confidential data
B. Need-to-know
C. Top secret data
D. For official use only
71. The use of specialized classification schemes is known as which of the following?
A. Clarification
B. Obfuscation

C. Compartmentalization
D. Fortification
72. In the Clark-Wilson integrity model, what is known as a procedure that only allows changes to a constrained data item?
A. integrity verification procedure
B. target of evaluation procedure
C. system evaluation procedure
D. transformation procedure
73. Which of the following is NOT one of the primitive protection rights in the GrahamDenning Access Control Model?
A. Create object
B. Grant object
C. Read access
D. Transfer access
74. True or False: Organizations that provide complete job descriptions when advertising
open positions should include the elements of the job description that describe access privileges.
75. Which type of security (background) check might be required by someone applying for jobs in law enforcement or high-security positions?
A. identity checks
B. credit history
C. polygraph test
D. reference check
76. Which personnel security practice is used to ensure that no one employee is performing actions that cannot be knowledgeably reviewed by another employee?
A. mandatory vacation policy
B. two-person control
C. separation of duties

D. task rotation
77. All but which of the following is one of the four factors critical to success of an InfoSec program, as listed by SP 800-55 Rev. 1?
A. Actions-oriented measurement analysis
B. Strong upper-level management support
C. Practical InfoSec policies and procedures
D. Quantifiable performance measurements
78. Which phase of the performance measurement development process identifies relevant stakeholders and their interests in InfoSec measurement?
A. Phase 1
B. Phase 2
C. Phase 4
D. Phase 7
79. Measurements that examine the performance of an individual control or group of controls within the InfoSec program are known as which of the following?
A. micro-focus measurements
B. baseline measurements
C. macro-focus measurements
D. benchmark measurements
80. True or False: Performance targets are often a hindrance to effective security.
81. True or False: An organization that works within an industry regulated by laws and standards is required to meet regulatory or industry guidelines in security practices.
82. What term below is used to describe security efforts that are considered among the best in an industry?
A. Standard of due care
B. Standard of due diligence
C. Recommended business practices
D. Best security practices

83. Which of the following contains the contact information of individuals that need to be notified in the event of an actual incident?
A. incident response policy
B. business process
C. alert roster
D. after-action review
84. True or False: Detecting a modification of system logs is an indicator that an actual incident has taken place.
85. Which of the following is NOT a major component of contingency planning?
A. Incident response plan
B. Disaster relief plan
C. Disaster recovery plan
D. Business continuity plan
86. True or False: Slow-onset disasters occur over time and gradually degrade an organization’s ability to withstand their effects.
87. Which type of offsite backup service provides backups for transactional data only, typically in real time?
A. Electronic vaulting
B. Traditional data backups
C. Database shadowing
D. Remote journaling
88. There are several strategies that can be used to test contingency plans. Which of the following is the simplest kind of validation and involves distributing copies of the appropriate plans to all individuals who will be assigned roles during an actual
incident?
A. full-interruption testing
B. simulation
C. structured walk-through

D. desk check
89. A snapshot of a particular version of software assembled or linked from its component modules is known as which of the following?
A. auditing
B. minor release
C. build
D. software library
90. True or False: Agencies should monitor the status of their programs to ensure that ongoing information security activities are providing appropriate support to the agency’s mission.
