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[bookmark: _Toc197823830][bookmark: _Toc198033052]Introduction

In the increasingly complex landscape of financial services, institutions face a relentless wave of cyber threats targeting their digital assets and critical financial data. The stakes are high, as a single breach can disrupt operations, erode customer trust, and result in severe regulatory penalties. As a provider of financial services, FinSecure Ltd must navigate this challenging environment, balancing operational efficiency with robust cybersecurity to protect its clients and maintain market confidence.
Effectively mitigating these risks requires a multi-layered cybersecurity strategy that integrates technical controls, strict policy enforcement, and continuous staff training. This comprehensive approach establishes a robust security posture, reducing vulnerabilities, enhancing threat detection, and ensuring the confidentiality, integrity, and availability of critical systems.
The sections that follow will outline the essential components of this strategy, including threat identification, technical countermeasures, staff training, and incident response, with the objective of safeguarding the organisation’s digital infrastructure against a rapidly evolving threat landscape.



[bookmark: _Toc197823831][bookmark: _Toc198033053]1. Identification of Threats
Systematic identification of cyber threats is foundational to comprehensive security strategy development. Threats can originate from malicious insiders or advanced external actors. Rigorous assessment enables vulnerability anticipation and targeted policy design, aligning with industry regulations and cybersecurity standards.
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Figure 1. Classification of internal and external cyber threats relevant to the risk landscape for FinSecure Ltd. Source: author’s own elaboration. [1].

[bookmark: _Toc197823832][bookmark: _Toc198033054]1.1 Internal Threats
Internal threats originate within the organisation and can result from employees, contractors, or business partners who, either intentionally or inadvertently, compromise the company’s security posture.

[bookmark: _Toc197823833][bookmark: _Toc198033055]1.1.1 Malicious Insiders
Disgruntled employees or former staff with retained access may exploit credentials to steal data or sabotage systems. [2]

[bookmark: _Toc197823834][bookmark: _Toc198033056]1.1.2 Negligent Insiders
Unintentional errors such as clicking phishing links or accidentally sharing confidential information account for a significant proportion of internal threats. [2]

[bookmark: _Toc197823835][bookmark: _Toc198033057]1.1.3 Compromised Insiders
Stolen user credentials can transform legitimate users into internal threats. [3]

[bookmark: _Toc197823836][bookmark: _Toc198033058]1.1.4 Shadow IT
Shadow IT refers to the unauthorised adoption of technologies by employees. [2]

[bookmark: _Toc197823837][bookmark: _Toc198033059]1.2 External Threats
External threats arise from outside the organisation and are typically aimed at disrupting operations or stealing sensitive information.
[bookmark: _Toc197823838][bookmark: _Toc198033060]1.2.1 Phishing and Social Engineering
Phishing and social engineering attacks remain among the most successful tactics, involving some form of human error or manipulation. [4]

[bookmark: _Toc197823839][bookmark: _Toc198033061]1.2.2 Malware and Ransomware
While ransomware attacks on enterprises declined, threat actors shifted their focus to identity theft, with email-based distribution of infostealers. [5]

[bookmark: _Toc197823840][bookmark: _Toc198033062]1.2.3 Zero-Day Exploits
Zero-day vulnerabilities were exploited with increasing frequency, in attacks initiated through unpatched software flaws. [4]

[bookmark: _Toc197823841][bookmark: _Toc198033063]1.2.4 Supply Chain Attacks
Supply chain breaches represented illustrating the growing risk of third-party dependencies. [4]

[bookmark: _Toc197823842][bookmark: _Toc198033064]1.2.5 Credential Theft
Credential theft remains the preferred method for attackers. [3]

[bookmark: _Toc197823843][bookmark: _Toc198033065]1.2.6 Distributed Denial of Service (DDoS) Attacks
DDoS attacks continue to grow in scale and frequency, aided by DDoS-for-hire services and accessible tools. [6]



















[bookmark: _Toc197823844][bookmark: _Toc198033066]2. Security Policies & Countermeasures
Security policies and technical countermeasures are fundamental to establish a proactive framework of defence against cyber threats. These measures must address both human and technological vulnerabilities while aligning with best practices and regulatory expectations of cyber security in the financial sector.

[bookmark: _Toc197823845][bookmark: _Toc198033067]2.1 Remote Work Policy
Based on the guidelines of the National Credit Union Administration (NCUA) [7], remote work must include device management, encrypted communication channels, and strict policy compliance. A robust policy should mandate the use of Virtual Private Networks (VPNs) for endpoint security and use the prohibit unauthorised personal devices.

[bookmark: _Toc197823846][bookmark: _Toc198033068]2.2 Incident Response Policy
Pursuant to the National Institute of Standards and Technology (NIST) [8], effective incident response includes preparation, detection, containment, eradication, recovery, and post-incident activity. The 2025 revision aligns these steps with the NIST Cybersecurity Framework (CSF) 2.0, recommending dedicated Computer Security Incident Response Teams (CSIRTs) for financial institutions.
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Figure 2. Incident response life cycle model based on CSF 2.0 Functions.[7]

[bookmark: _Toc197823847][bookmark: _Toc198033069]2.3 Firewalls and Intrusion Detection Systems (IDS)
Firewalls regulate inbound and outbound traffic based on established rules, preventing unauthorised access to critical systems. IDS, in turn, continuously monitor network activity to detect anomalies and known threat signatures, issuing alerts to security staff when suspicious behaviour is observed. The Federal Financial Institutions Examination Council (FFIEC) highlights the implementation of such as controls fundamental to safeguarding customer information and ensuring institutional security. [9]  
[image: IDS process flow diagram The different components of the architecture interwork in the following way, The data packets are first of all filtered by the firewall The data packets are also duplicated (mirrored) through Open vSwitch and sent to the IDS for further inspection. The IDS will monitor and analyze all the services passing through the network As a first step, the data packets go through a signature based procedure. This will help in detecting efficiently well know attacks such as port scan attacks and TCP SYN flood attacks If an attack is detected at this stage, an alarm is generated and the firewall is informed to revise its rules]
Figure 3. Intrusion Detection System (IDS) process diagram. [10]

[bookmark: _Toc197823848][bookmark: _Toc198033070]2.4 Antivirus and Antimalware
Antivirus and antimalware software are essential to protect against threats such as viruses and ransomware. Ensuring that trusted protection tools are in place and kept current is a key measure for reducing the risk of cyberattacks on financial systems. [11]

[bookmark: _Toc197823849][bookmark: _Toc198033071]2.5 Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) enhances security by requiring users to verify their identity through at least two distinct authentication factors, typically a password and either a biometric or device-based verification. It shall be implemented for high-risk activities and transactions as part of a broader layered security strategy. [12]

[image: A diagram of a software system
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Figure 4. Multi-Factor Authentication Data Flow Diagram. [13] 
[bookmark: _Toc197823850][bookmark: _Toc198033072]2.6 Data Encryption
Effective data encryption relies on a combination of robust algorithms, comprehensive data protection strategies, and disciplined key management. 
Core best practices include: 
· Utilising strong encryption algorithms.
· Encrypting data at rest and in transit.
· Implementing secure key management.
· Regularly updating encryption protocols.
· Employing end-to-end encryption.
· Training staff on encryption. [14]

[bookmark: _Toc197823851][bookmark: _Toc198033073]2.7 Threat Intelligence and Automated Sharing
[bookmark: _Toc197823852]Organisations with hybrid infrastructures, must address cloud-based risks, such as misconfigured Infrastructure as a Service (IaaS) and shared platform vulnerabilities to strengthen threat response, the adoption of structured threat intelligence tools . According to the Cybersecurity and Infrastructure Security Agency (CISA) [15], the Automated Indicator Sharing ecosystem enables real-time exchange of machine-readable threat data, improving institutional resilience and cross-sector situational awareness.










[bookmark: _Toc197823853][bookmark: _Toc198033074]3. Mitigation Measures
The following mitigation strategies are aligned on the comprehensive guidelines provided by the National Institute of Standards and Technology (NIST) and the Cybersecurity and Infrastructure Security Agency (CISA), emphasising proactive defence, continuous risk assessment and robust security controls.

[bookmark: _Toc197823854][bookmark: _Toc198033075]3.1 Phishing and Social Engineering
To secure critical systems, implement phishing-resistant multi-factor authentication (MFA) methods, such as physical tokens or certificate-based credentials. Additionally, conduct regular cybersecurity awareness, emphasising phishing detection and safe browsing. [16]
Implementation:
Multi-Factor Authentication (MFA): Employing MFA solutions that do not rely solely on SMS or email, opting instead for physical tokens or encrypted authenticator applications.
Security Awareness Training: Provide continuous training campaigns, including realistic phishing simulations and regular knowledge assessments.

[bookmark: _Toc197823855][bookmark: _Toc198033076]3.2 Malware and Ransomware
Deploying advanced anti-malware software, Intrusion Detection Systems (IDS), and strict application allowlisting across all systems. Timely patching of known vulnerabilities is also essential to reduce exploitability. [17]
Implementation:
Endpoint Security: Employing endpoint protection tools with behavioural analytics capabilities to detect and block ransomware and unknown malware strains.
Patch Management: Enforcing automated patch deployment across critical assets.

[bookmark: _Toc197823856][bookmark: _Toc198033077]3.3 Zero-Day Exploits
A robust defence strategy involves continuous monitoring for anomalous activity, vulnerability scanning, and proactive threat detection. These measures enable early detection of unknown threats and help prevent exploitation by ensuring that weaknesses are identified and addressed promptly. [18]
Implementation:
Endpoint Detection and Response (EDR): Implementing tools that analyse behavioural patterns to identify anomalous activity indicative of zero-day attacks.
Vulnerability Management: Conducting regular scanning and controlled penetration testing to detect and remediate exposures before exploitation occurs.

[bookmark: _Toc197823857][bookmark: _Toc198033078]3.4 Supply Chain Attacks
Cybersecurity due diligence must be enforced when onboarding suppliers. This includes mandatory adherence to baseline security controls and continuous third-party risk monitoring. [19]
Implementation:
Third-Party Evaluation: Conducting rigorous assessments and background checks for all vendors.
Contractual Safeguards: Including security requirements in all procurement contracts.
[bookmark: _Toc197823858][bookmark: _Toc198033079]3.5 Credential Theft
Credential theft is a critical risk for financial institutions, enabling unauthorised access and data compromise. Mitigation includes enforcing strong password policies, credential verification against breach databases, and requiring multi-factor authentication for all sensitive system access. [20]
Implementation:
Password Policy Enforcement: Enforcing unique, complex passwords with high entropy, and monitor credentials against known data breach repositories.
Multi-Factor Authentication (MFA): Mandating MFA for all users accessing sensitive or regulated systems and services.

[bookmark: _Toc197823859][bookmark: _Toc198033080]3.6 Distributed Denial of Service (DDoS) Attacks
DDoS risks may be mitigated through layered defence strategies including rate limiting, access filtering, and upstream traffic scrubbing via cloud-based mitigation services. [21]
Implementation:
Cloud-Based Mitigation: Subscribing to trusted DDoS protection services capable of absorbing large-scale attacks.
Network Hardening: Configuring access control lists and traffic filters at perimeter devices.










[bookmark: _Toc197823860][bookmark: _Toc198033081]4. Monitoring and Response
Effective cybersecurity monitoring preserves the resilience given the complex and evolving nature of modern cyber threats, this approach should emphasise the structured incident escalation, and precise documentation to support both immediate response and long-term security improvement.
The implementation of a Security Information and Event Management (SIEM) system is recommended to aggregate and analyse log data across the network, endpoints, and applications in real time.
The incident response process must follow the NIST recommended lifecycle: Preparation, Detection and Analysis, Containment, Eradication, Recovery, and Post-Incident Activity. [22]
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Figure 5. NIST Cybersecurity Framework (CSF) 2.0 core functions. [23]
[bookmark: _Toc197823861][bookmark: _Toc198033082]4.1 Monitoring Architecture
The proposed monitoring framework include:
· Security Information and Event Management (SIEM) for real-time threat detection.
· Network Intrusion Detection Systems (NIDS) for analysing traffic patterns.
· Endpoint Detection and Response (EDR) for behavioural analysis.
· User and Entity Behaviour Analytics (UEBA) to flag anomalies in user activities.
· Cloud workload monitoring, particularly for hybrid deployments.

[bookmark: _Toc197823862][bookmark: _Toc198033083]4.2 Incident Response Workflow
This monitoring and response plan is structured in accordance with the NIST Computer Security Incident Handling Guide, which provides a lifecycle-based approach to incident management widely adopted across the financial service sector.
A dedicated Computer Security Incident Response Team (CSIRT) must be established, comprising technical analysts, risk officers, and compliance representatives. 
All incidents must be logged using a centralised case management system integrated with the SIEM, allowing for traceability, metrics analysis, and compliance auditing.  The diagram below illustrates the incident handling process based on the NIST lifecycle model. [22]
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Figure 6.  Incident Response Lifecycle, adapted to scenarios, aligned with NIST SP 800-61 Rev3 Framework. 
Source: author’s own elaboration. [24]

This structured approach strengthens operational continuity, reduces incident impact, and promotes a cycle of continuous improvement. 












[bookmark: _Toc197823863][bookmark: _Toc198033084]5. Training and Awareness
Establishing a structured and lifecycle-based training programme is critical f to ensure the effective embedding of its new security policies and to meet the expectations of sector regulators for demonstrable staff competence in cybersecurity risk management. 
The programme is managed and overseen quarterly, aligning with the Federal Financial Institutions Examination Council (FFIEC). [25][26]

[bookmark: _Toc197823864][bookmark: _Toc198033085]5.1 Objectives
· Raising baseline awareness of both internal and external cyber threats, as well as the corresponding policies designed to mitigate these risks. [25]
· Equipping each employee with the specific skills required to perform their roles securely, with a focus on policy compliance and risk mitigation [26]
· Driving measurable behavioural change, such as sustained reductions in phishing-click rates and improved incident reporting times [25]
· Promoting a security-first mindset across all departments, reducing the likelihood of human error leading to security breaches.

[bookmark: _Toc197823865][bookmark: _Toc198033086]5.2 Programme Lifecycle
Training and awareness programme follows the four phase of lifecycle model recommended in NIST. This model is implemented on an annual cycle, with mid-year checkpoints to assess progress and adjust strategies as needed. Each phase is structured with clearly defined exit criteria, allocated budget, and designated ownership, ensuring accountability and alignment with strategic security objectives. [25]

[bookmark: _Toc197823866][bookmark: _Toc198033087]5.3 Role Based Curriculum
The curriculum controls for people management, ensuring compliance with international best practices in cybersecurity training. This approach includes tailored modules for different employee roles, reflecting their specific risk profiles and responsibilities within the organisation. [27]
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Figure 7. Mapping of controls to ISO/IEC 27002:2022, Clauses 6.3–6.8 (People Controls), to ensure alignment with global best practices. Source: author’s own elaboration [27].
[bookmark: _Toc197823867][bookmark: _Toc198033088]5.4 Delivery Methods
· Self-Paced E-Learning: modules updated quarterly to reflect emerging threats and policy changes. [27]
· Instructor Led Workshops: Scenario driven sessions, including live demonstrations of policy breaches and mitigation strategies. [27]
· Simulated Attacks: Monthly phishing campaigns with adaptive difficulty, with repeat offenders automatically enrolled in targeted remediation. [27]
· Micro-Nudges: Videos or context sensitive tooltips pushed to Microsoft Teams during high-risk periods. [27]
· Zero-Trust Labs: Hands-on exercises in secure sandboxes to illustrate principles like micro-segmentation and continuous verification. [28]
· Cloud-Attack Simulations: Drills simulating common cloud security misconfigurations for DevOps and SRE teams. [29]

[bookmark: _Toc197823868][bookmark: _Toc198033089]5.5 Metrics & Key Performance Indicators (KPIs)
The training programme’s effectiveness is evaluated against the SANS Security Awareness Maturity Model, with a year target of achieving Level 3 on the Maturity Key. [30]
Performance metrics include: 
· Minimum audit score of 90% on FFIEC training controls [26]
· Reduction in phishing click rate below 5% over a 12-month period [28]
· 100% policy acknowledgment and training completion rates each quarter [28]
· Mean Time to Report (MTTR) phishing incidents of 15 minutes or less [28]

[bookmark: _Toc197823869][bookmark: _Toc198033090]5.6 Compliance and Record Keeping
Training records are retained for six years per Financial Conduct Authority (FCA) and FFIEC requirements, with automated HR integration for compliance enforcement, including privilege revocation for non-completion [30]

[bookmark: _Toc197823870][bookmark: _Toc198033091]5.6.1 Tracking of Cloud Security 
To ensure comprehensive cloud governance and compliance, should adopt the Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM) version 4 such as the dedicated framework for managing hybrid cloud workloads. This framework aligns operational controls with industry best practices, supporting a structured approach to risk management. 
Key steps include: [30]
· Selection of Relevant Controls. [30]
· Internal Mapping. [30]
· Integration with Governance, Risk, and Compliance (GRC) Platforms. [30]
· Continuous Audit. [31]
· Board Reporting and Automation. [31]



[bookmark: _Toc197823871][bookmark: _Toc198033092]Conclusion

These recommendations provide a systematic roadmap for FinSecure Ltd to align its policies and technical controls with best practices, enhancing its security posture and embedding a culture of security awareness across the organisation. This document presents a holistic cybersecurity framework for the financial services sector, integrating systematic threat identification with layered technical controls and adherence to internationally recognised cybersecurity standards to ensure sector-specific compliance. Defence-in-depth is realised through the deployment of firewalls, intrusion-detection and endpoint-detection solutions, multi-factor authentication, and end-to-end encryption. A security-first culture is fostered via continuous staff education and simulated phishing campaigns, whilst real-time monitoring through security information and event management, user behaviour analytics, and cloud workload analytics supports rapid anomaly detection and containment in accordance with established incident-response lifecycles. Incorporation of adaptive threat intelligence feeds, automated orchestration, and regular evaluation against metrics enables FinSecure Ltd. to anticipate emerging cyber threats while maintaining the confidentiality, integrity, and responsibility of its financial ecosystem.
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Figure 5-1 Multifactor Authentication Data Flow Diagram

39

A

User Mobile Active
Workstation Device Directory
i Query LDAP ! |
. (User Login) : "
(1,2)
Complete Multifactor i
Authentication :
3,4 i
User Login <~ -
P Complete- -~~~ ’ |
i (1,2) i |
Data Key
1. Username

2. Client IP Address

3. Transaction Identifier

4. Mobile device information (Cellular number)

Request Second

&

Authentication Factor—»,

(1,3)

User Prompt for
Second Factor — -~
(3,4)

Authentication
Ticket

(1,3)

B




image5.png
NIST

Cybersecurity
Framework





image6.png
CSIRT creation

Attack detection Containment of the threat Lessons learned

Security awareness
Training

Signs of unauthorized Elimination of malicious Documentation and
access actors auditing

Incident validation

procedures Operational recovery Knowledge base update

Initiating escalation
procedures




image7.png
Audience Core Modules Frequency Assessment

All staff Phishing defence, remote Onboarding + yearly 20 question quiz and
work hygiene, reporting simulation
lines

Privileged IT & DevOps Secure configuration, access | Quarterly Hands on lab + 80 % pass
control hardening, CI/CD
secrets mgmt.

Cloud / SRE Teams Cloud-security domain Quarterly Practical build-and-break lab
mapping to CSA CCM v4,
IaC scanning;

Supply-chain vigilance;
CASB usage





image8.png
FinSecure Ltd

Strengthening Cybersecurity at FinSecure Ltd:
From Preparation to Protection.




image9.png
CONTENTS

Introduction

Identification of Threats

Security Policies & Countermeasures
Mitigation Measures

Monitoring and Response

Training and Awareness

Conclusion

© N o oA~ D=

References





image10.png
1. INTRODUCTION

Financial institutions face escalating cyber threats that can disrupt operations,
erode customer trust, and cause severe financial and reputational damage.

To combat these risks, FinSecure Ltd must adopt a comprehensive cybersecurity
strategy, integrating:

= Technical controls
= Strict policy enforcement
= Continuous staff training

This multi-layered approach aims to safeguard sensitive data, ensure operational
resilience, and protect customer trust in a rapidly evolving digital landscape.
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IDENTIFICATION OF THREATS

Understanding cyber threats is essential for effective security strategy. These can be
broadly classified such as:
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« Internal Threats
Internal threats originate within the organisation and can result from
employees, contractors, or business partners who, either intentionally or
inadvertently, compromise the company’s security posture.

Malicious Insiders - Current or former staff misusing their access,
compromising the organisational security. [2]

Negligent Insiders - Unintentional errors, such as clicking on phishing
links or mistakenly sharing confidential information. [2]

Compromised Insiders - Individuals with stolen credentials, allowing
unauthorised access to sensitive systems. [3]

Shadow IT - Unauthorised adoption of technologies by staff, bypassing
security protocols. [2]
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< External Threats
External threats arise from outside the organisation and are typically aimed at
disrupting operations or stealing sensitive information.

= Phishing and Social Engineering
Tactics exploiting human vulnerabilities through deceptive
communications, often leveraging spear phishing and pretexting. [4]

= Malware and Ransomware
Malicious software targeting data exfiltration and system disruption,
increasingly focused on identity theft through infostealers. [5]

= Zero-Day Exploits
Attacks exploiting unknown or unpatched software vulnerabilities before
vendors can release security patches. [4]
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= Supply Chain Attacks
Compromises targeting third-party software, hardware, or service
providers, exposing interconnected systems. [4]

= Credential Theft

Extraction of authentication credentials, enabling lateral movement and
privilege escalation. [3]

= Distributed Denial of Service (DDoS) Attacks
High-volume traffic floods designed to exhaust system resources and
disrupt service availability, often facilitated by botnets and DDoS-for-
hire platforms. [6]
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3. SECURITY POLICIES & COUNTERMEASURES

Security policies and technical countermeasures are critical for proactive defence
against cyber threats, addressing both human and technological vulnerabilities in
line with industry best practices.
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Remote Work Policy
Device management, encrypted communication, and VPN enforcement to
secure remote endpoints. [7]

Incident Response Policy
Preparation, detection, containment, eradication, recovery, and post-incident
analysis, aligned with NIST CSF 2.0. [8]

Firewalls and Intrusion Detection Systems (IDS)
Firewalls control traffic flow, while IDS monitor network activity for anomalies
and known threats. [9]

Antivirus and Antimalware
Essential for detecting and removing malicious software, reducing the risk of
data breaches. [11]
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«» Multi-Factor Authentication (MFA)

Strengthens security by requiring multiple forms of authentication, such as
passwords and biometrics. [12]
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+« Data Encryption
Protects data through robust algorithms, secure key management, and end-
to- end encryption.

= Utilising strong encryption algorithms.

Encrypting data at rest and in transit.

Implementing secure key management.

Regularly updating encryption protocols.
= Employing end-to-end encryption.

Training staff on encryption. [14]
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% Threat Intelligence and Automated Sharing
Real-time exchange of threat data to enhance resilience and situational
awareness. [15]
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4. MITIGATION MEASURES

Mitigation strategies are aligned with comprehensive guidelines from the National
Institute of Standards and Technology (NIST) and the Cybersecurity and
Infrastructure Security Agency (CISA), emphasising proactive defence, continuous
risk assessment, and robust security controls.
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+«+ Phishing and Social Engineering
Implement phishing-resistant Multi-Factor Authentication (MFA) methods, such

as physical tokens or certificate-based credentials, and provide continuous
staff training. [16]

Implementation:
= Multi-Factor Authentication (MFA) - Use methods that avoid reliance on

SMS or email, favouring physical tokens or encrypted authenticator

apps.
= Security Awareness Training - Conduct ongoing training campaigns
with simulations and regular knowledge assessments.
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+ Malware and Ransomware
Deploy advanced anti malware, IDS, and strict application allowlisting,
complemented by timely patch management. [17]

Implementation:

= Endpoint Security - Use tools with behavioural analytics to detect and
block ransomware.

= Patch Management - Automate patch deployment for critical assets.
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«+ Zero-Day Exploits
Continuous monitoring, vulnerability scanning, and proactive threat detection
are essential for identifying and addressing unknown vulnerabilities before

exploitation. [18]

Implementation:
= Endpoint Detection and Response (EDR) - Implement tools that analyse
behavioural patterns to detect anomalous activity associated with
zero-day attacks.
= Vulnerability Management - Conduct regular scanning and controlled
penetration testing to identify and remediate exposures.
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++ Supply Chain Attacks

Enforce strict cybersecurity due diligence when onboarding suppliers, including
baseline security controls and continuous third-party risk assessments. [19]

Implementation:

= Third-Part Evaluation - Conduct rigorous background checks and
security assessments for all vendors.

Contractual Safeguards - Include mandatory security requirements in all
procurement contracts.
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+« Credential Theft
Reduce the risk of unauthorised access through strong password policies,
continuous credential monitoring, and mandatory MFA. [20]

Implementation:

= Password Policy Enforcement
Implement unique, complex passwords with high entropy, and monitor
credentials against known data breach repositories.

= Multi-Factor Authentication (MFA)
Enforce MFA for all users accessing sensitive or regulated systems.





image26.png
R

< Distributed Denial of Service (DDoS) Attacks
Implement layered defence strategies, including rate limiting, access filtering,
and upstream traffic scrubbing via cloud-based mitigation services. [21]

Implementation:

= Cloud-Based Mitigation - Use trusted DDoS protection services capable
of absorbing large-scale attacks.

= Network Hardening - Configure access control lists and traffic filters at
perimeter devices to reduce attack surface.
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5. MONITORING AND RESPONSE

Effective cybersecurity monitoring is
critical for maintaining resilience against
complex and evolving cyber threats. This
requires structured incident escalation, NIST

. . ) Cybersecurity
precise documentation, and continuous Framewark
improvement to support both immediate
response and long-term security

enhancement.
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«+ Security Information and Event Management (SIEM)
Centralised logging and real-time analysis of network, endpoint, and
application data. [22]

= Real-Time Threat Detection - Aggregates and analyses log data for early
threat detection.

= [ntegration - Centralises data from multiple sources for comprehensive
visibility.
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¢+ Monitoring Architecture
A robust monitoring framework includes:

= SIEM - Real-time threat detection and correlation.

= Network Intrusion Detection Systems (NIDS) - Traffic analysis for
suspicious activity.

= Endpoint Detection and Response (EDR) - Behavioural analysis to detect
advanced threats.

= User and Entity Behaviour Analytics (UEBA) - Identifies anomalies in
user activities.

= Cloud Workload Monitoring - Continuous oversight for hybrid and multi-
cloud environments.
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+« Incident Response Workflow
Structured according to the NIST Computer Security Incident Handling Guide
(SP 800-61 Rev3). [22]
= Incident Lifecycle - Preparation, Detection and Analysis, Containment,
Eradication, Recovery, and Post-Incident Activity.
= Computer Security Incident Response Team (CSIRT) - Dedicated team
with technical analysts, risk officers, and compliance representatives.
= (Centralised Case Management - Integrated with SIEM for traceability,
metrics analysis, and compliance auditing.
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Figure 4. Incident Respanse Lifecycle, adapted o scenaris, ligned with NIST SP 800-61 RewS Framework. Source: author's own elaboration [24]

This structured approach strengthens operational continuity, reduces incident
impact, and promotes a cycle of continuous improvement.
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6. TRAINING AND AWARENESS

Establishing a structured, lifecycle-based training programme is essential for
embedding new security policies and ensuring staff competence in cybersecurity
risk management, in line with Federal Financial Institutions Examination Council
(FFIEC) guidelines. [25][26]
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« Objectives

= Raise baseline awareness of internal and external cyber threats. [25]
= Equip staff with the skills needed for secure role performance. [26]

= Drive measurable behavioural change, such as reduced phishing-click
rates and faster incident reporting. [25]

= Promote a security-first mindset across all departments to reduce human
error.
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« Programme Lifecycle

= Follows a four-phase lifecycle model, aligned with NIST guidelines,
implemented annually with mid-year assessments. [25]

= Includes defined exit criteria, allocated budgets, and designated
ownership to ensure accountability.
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Tailored training modules based on role-specific risk profiles and
responsibilities. [27]

Mapped to international best practices, including 1ISO/IEC 27002:2022
People Controls (Clauses 6.3-6.8).
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Figure 5 Mapping of contrls to ISO/IEC 27002.2022, lauses 6.3-63 (People Controls), to ensure algnment with globalbest practices. Source: author's own elaboration 27).
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+« Delivery Methods

Self-Paced E-Learning - Quarterly updated modules covering emerging
threats. [27]

Instructor-Led Workshops - Scenario-driven sessions, including live
demonstrations. [27]

Simulated Attacks - Monthly phishing campaigns with adaptive
difficulty. [27]

Micro-Nudges - Context-sensitive prompts during high-risk periods. [27]

Zero-Trust Labs - Hands-on labs in secure sandboxes to reinforce
critical concepts. [28]

Cloud-Attack Simulations - Drills focused on common cloud
misconfigurations. [29]
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% Metrics & Key Performance Indicators (KPls)

= Audit Scores - Minimum 90% compliance with FFIEC training controls.
[26]

= Phishing Click Rates: Reduction below 5% over 12 months. [28]

= Training Completion - 100% policy acknowledgment and completion
each quarter. [28]

= Mean Time to Report (MTTR) - Phishing incidents reported within 15
minutes or less. [28]
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«+ Compliance and Record Keeping

= Training records retained for six years, in line with Financial Conduct
Authority (FCA) and FFIEC requirements. [30]

= Automated HR integration for compliance, including privilege revocation
for non-completion.
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+«+ Tracking of Cloud Security
Adopts the Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM) v4 for
managing hybrid cloud workloads. [30]
Key steps include:

= Selection of relevant controls. [30]

= Internal mapping to risk frameworks. [30]

= Integration with Governance, Risk, and Compliance (GRC) platforms. [30]
= Continuous audit and automated board reporting. [31]
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7. CONCLUSION

These recommendations provide a systematic roadmap for FinSecure Ltd to align its policies and technical
controls with best practices, enhancing its security posture and embedding a culture of security awareness
across the organisation. This document presents a holistic cybersecurity framework for the financial services
sector, integrating systematic threat identification with layered technical controls and adherence to
internationally recognised cybersecurity standards to ensure sector-specific compliance. Defence-in-depth is
realised through the deployment of firewalls, intrusion-detection and endpoint-detection solutions, multi-factor
authentication, and end-to-end encryption. A security-first culture is fostered via continuous staff education and
simulated phishing campaigns, whilst real-time monitoring through security information and event management,
user behaviour analytics, and cloud workload analytics supports rapid anomaly detection and containment in
accordance with established incident-response lifecycles. Incorporation of adaptive threat intelligence feeds,
automated orchestration, and regular evaluation against metrics enables FinSecure Ltd. to anticipate emerging
cyber threats while maintaining the confidentiality, integrity, and responsibility of its financial ecosystem.
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