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Part 1
Task 1 - Building a Virtual LAN using Type 2 Hypervisor Management Software

1. VM creation and Operating System installations.
User installed Oracle Virtual Box, version 6.1.32 [1] on HP laptop with Windows 11 Operating System (OS). To create and configure guest virtual machines (VM’s) and local area networks (LAN). VirtualBox was chosen for its capabilities of running multiple VM’s without the need for additional hardware.
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Description automatically generated]
Server 1 and 2 configured with Windows Server 2019 (64bit) ISO. With 4096MB RAM, 25GB VDI and dynamically allocated HDD storage to ensure flexible and efficient storage during run time. PAE/NX enabled for optimisation.
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Client 1 and Client 2 configured as Server 1 and 2 with Windows 10 (64bit) ISO. 
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Description automatically generated]
Sata Port 1 [Optical Drive] configured for operating system (OS) ISO installations.
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Description automatically generated]
Windows Server 2019 OS ISO installed on servers and administrator password set: “en_windows_server_2019_essentials_updated_sept_2019_x64_dvd_a191f3af.iso”
Windows 10 OS ISO installed on clients:
“en_us_windows_10_consumer_editions_version_21h2_x64_dvd_6cfdb144.iso”
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N.B. User encountered multiple issues and crashes with simultaneous running of VM’s. Troubleshooting GPU driver updates and RAM optimisation failed. Compatibility issues between Windows 11 and VirtualBox confirmed[2]. Options: Rollback OS to Windows 10 or utilise University SoAC PC’s, via Labstats. 
User recreated and configured X4 new VM’s. Screenshots are a mixture of tasks undertaken on local installation of VirtualBox and those carried out via RDP on S0703.
2. Virtual Network Configurations
Two network adaptors enabled and configured on Server1. Adapter 1 configured to PublicNet LAN and Adapter 2 to PrivateNet1 LAN.
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Description automatically generated with medium confidence]

[image: A screenshot of a computer

Description automatically generated]
Within Server1 network and sharing centre, Ethernet1 renamed to PublicNet, Ethernet2 renamed to PrivateNet1.
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Description automatically generated]
Ethernet Internet Protocol Version 4 (TCP/IPv4) properties, IP Address assigned to enable connection to correct LAN within virtual network.
PublicNet adapter configured with 192.168.10.200
PrivateNet adapter configured with 192.168.1.1
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Description automatically generated]
Client1 network adaptor re-named PrivateNet1 - IP Address 192.168.1.2
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Description automatically generated]
Configuration repeated for Server2 and Client2. Naming conventions and IP Addressing as below:
Server 2: x1 Ethernet Adaptor renamed to PublicNet - IP 192.168.10.201
Server 2: x1 Ethernet Adaptor renamed to PrivateNet2  - IP 192.168.11.1
Client2: Ethernet Adaptor renamed to PrivateNet2 - IP 192.168.11.2
Network connectivity tested via ICMP.
ICMP request failed due to Firewall rules and security risk imposed from ICMP and DoS attacks[3].
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Firewall disabled on Server and Client VM’s to allow ICMP requests.
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Server1 CMD successful ping to Client1
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Server2 successful ping to Server1 
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Successful ICMP requests indicate working network connections.

Task 2 – Deploying a Network Directory Service and Creating and Understanding Active Directory Objects
1. Pre-requisites
DC requirements: Static IP configured, DNS server IP not populated.
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Server Firewall disabled.
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Description automatically generated]
Server1 configured as Domain Controller. Renamed DC-CAT1 to distinguish DC server from other network devices.
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2. Deploying Active Directory as a role or feature based installation
Server Manager configured:
Installation: Role or Feature-based
Server: DC-CAT1
Server Role: Active Directory Domain Services
Features: ADDS
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Description automatically generated]
Server promoted to Domain Controller with new forest root domain name: nosstask.msft. 
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Device reboots upon successful configuration of DC. 
3. Creating user account objects using Active Directory Users and Computers snap-in console.
Active Directory Users and Computers (ADUC) run. nosstask.msft domain is present. Domain expanded to view objects and containers. Some are default within ADUC. 
DC-CAT1 can be found nested within Domain Controllers. 
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Domain Admins accounts have maximum permissions, enabling management of AD. Administrator account is listed. Failsafe account User: CAT1-EW created, for use when administrator account is unavailable, with password never expires selected.  Account added to Domain Admins group by adding member and selecting CAT1-EW.

Domain Admin accounts shown:
[image: A screenshot of a computer

Description automatically generated]

4. Object attributes of interest
5. 
User accounts Arch.Williams@nosstask.msft and Theo.Williams@nosstask.msft created in Domain Users group, within ‘Users’ container. Permissions: password cannot be changed by user and logon hours selected and set, within user properties.
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6. Adjoining the domain and testing user logins
Workstation WS1-CAT1 created in ADUC ‘Computers’ container.
Client1 workstation logged in with domain admin account and renamed to WS1-CAT1.
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Description automatically generated]
DNS Server IP Address 192.168.10.200 added to PrivateNet1 adaptor, and successfully bound to nosstask.msft domain.
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Description automatically generated]
Domain user account successful login to WS-CAT1 workstation. Establishing successful ADUC configuration and user account creation.
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Description automatically generated with medium confidence]
Domain user account unsuccessful login to Domain Controller, only Domain Admins can access the DC Server.
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Task 3: Observational Tasks (1500 Words)
The benefits of using Oracle VirtualBox application, were to enable the installation on a Windows host, and the creation of four separate virtual machines, with the ability to run two simultaneously, installed with two different operating systems (OS). Installing a type 2 hypervisor on a Windows 11 device as opposed to a type 1 hypervisor which is installed on a device with no installed OS, eliminated the requirement for additional hardware, such as another hard drive or an additional device, which would have incurred a cost implication [4]. To install guest operating systems directly onto the host, such as Windows 10 or Windows Server 2019, as required for this task, would have required partitioning of the hard drive. Dual booting OSs on a standard specification laptop, could cause throttling of the device hardware such as RAM and CPU. The user chose VirtualBox, based on experience of using this application previously, removing the requirement of learning to navigate an alternative virtualisation application such as Parallels for MAC, or Microsoft Hyper V [5]. The user was able to configure the virtual machines based on the host 8GB RAM and therefore gave each VM 4096MB RAM, which was sufficient to run each OS. Allocating more RAM than is needed will cause issues with the host device applications, as each VM when running, will utilise the host RAM allocation [4]. Due to this, the host RAM size can be a disadvantage and limitation to how many VM’s can be created and run, whereas a type 1 hypervisor such as Citrix Hypervisor [6]or Microsoft Hyper V Server [7], have the ability of utilising the host entire RAM with no negative effect on performance. Another disadvantage as noted previously, were the issues encountered running VirtualBox on a Windows 11 OS, due to compatibility.  Creating the VM’s and commencing with the task prior to experiencing issues with device crashes, was a success in itself [2]. 


Cloud computing has revolutionised enterprise networks. Providers such as Microsoft Azure, Google and AWS have provided organisations the ability to store, manage and secure servers, networks, and applications via their own data centres, providing cost and space savings, better performance, as servers are supported by the provider and stored in data centres with significantly larger storage capabilities. Microsoft Azure provides cloud solution products to integrate or replace on premise systems, such as Azure Active Directory and Azure DNS. Active Directory Domain Services (ADDS) is an on premise provided repository service which is configured on the domain controller server, and is used to manually manage users, devices, application and system specific access and permissions and group policies using SCCM. AD Domain Control servers are stored in house and rely on continuous maintenance and administration, to ensure regular patching security [8]. Azure AD provides a more secure authentication method in the form of Identity as a Service (IDaas), Single Sign On (SSO) enabling users to access on premise and cloud-based applications and systems using their AD account and software as a Service (SaaS) such as Microsoft 365 [9], from cloud-based DC’s. The user can understand the benefits of Azure AD over ADDS as the need to manually administer, configure, and support internal and external user creation, access and permissions can be time consuming, especially for a large organisation. For the organisation users, SSO and SaaS provide a faster, more secure service, as only one set of credentials required for multiple system and software access, to the ability of accessing systems and software at any time from any device. A drawback to cloud computing is the reliance on the internet and an internet connection. Which leads to power supply and performance. No power means no internet, which means no access to services. There is also the security issue as organisations are relying on the security provided by the service and need to ensure robust mitigations and measures are in place before choosing a provider.  

DNS or Domain Name Service is a look up service that matches an IP address to a Domain name and vice versa via queries. A host sends a request or query to a DNS cache, if the destination is within the LAN the DNS server will return the IP to the host directing it to the destination. If the destination is outside the LAN such as www.bbc.co.uk, then the query will be forwarded to the DNS server. The host has the server IP via DHCP which provides the IPs of all available DNS servers on the LAN[10]. DNS Server will check its own cache and respond if it has the information or send an iterated query to web-based DNS Servers which are authoritative servers of the domain the web service belongs to, until the destination DNS Server responds with the IP, which is then returned to the host. DNS databases hold resource records which are saved when responses are received from web DNS Servers [11]. 
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ADDS has an integrated DNS server which provides a hierarchical name tree system for its domain or domains. DNS is a role or feature based installation of an enterprise network. 
A DHCP Server is another feature-based installation which assigns a dynamic IP Address, subnet mask and default gateway to a host, on a TCP/IP network, it also provides the host with the IP Addresses of all available DNS servers[12]. The IP Addresses are allocated from a pool of available addresses and once the host leaves the LAN the address goes back to the pool to be re-allocated. A DHCP server eliminates the need to manually assign each host with an IP which then ensures the possibility of misconfiguration or duplication to be obsolete. 

A successful ping request from servers to clients and server to server, established that the LAN was correctly configured in task 1. Ping or Internet Control Message Protocol (ICMP) is a method of sending requests from one device to another to determine whether there is an active connection. A ping is an echo request that sends a data packet via command prompt (CMD) on a TCP/IP network by entering the IPv4 or Ipv6 address of the destination. If the packet is received successfully by the destination host, whether that is a router, switch, server or host device then a reply is received, and the data is arriving at the right time. It is also used for reporting any errors or missed hops to signify whether devices are down or there are network issues. Ping can be used on all network operating systems [13]. 

PAE/NX, PAE or Physical Address Extension enables access to more than 4GB of the physical memory on a host CPU, by increasing the memory addresses by 4 bits and utilising more of the CPU [14]. Which is beneficial when using virtual machines to allow the OS to run, as OSs utilise a large amount of RAM for example Windows 10 requires 4GB. PAE is also beneficial for OS on Windows Server 32-bit systems and can increase up to 64GB when enabled on x86 processors [15]. Linux Kernel and MAC OS both support PAE.  NX allows memory to be executable or non-executable and is responsible for permitting whether code can be run, in the hope of preventing malicious code [16]. PAE/NX was enabled when configuring the virtual machines in task one to ensure they could access the CPU and provide better performance.

The firewall provided by Windows is Windows Defender Firewall and is included in Windows 10, 11 and Windows Server 2016, so no additional software or hardware is required. A firewall is designed to control and allow or block traffic being sent to the device via ports. Rules can be implemented to manage applications and security-based settings dependant on the network configuration. On a single device it can be managed by the user via control panel to allow users to amend the settings if they wish to allow inbound traffic or connection from another device[17]. Within a Domain network, Internet Protocol Security (IPsec) for encryption and secure end to end data transfer is included in the Domain Profile for networks using Azure Active Directory. This permits inbound traffic from applications and systems required on the network and is controlled by rules configured by the firewall administrator or domain admin. Most operating systems come with a built-in software firewall, however for large organisations, a separate hardware firewall can protect and manage incoming and outgoing traffic before it gets to the user device and can be managed centrally ensuring regular updates[18].

OOBE is of the Out of Box Experience. These are the initial tasks and configuration requirements that must be followed to enable devices to configure for first time use, such as connecting to the network, licencing, language and region, updates and signing in with an account, thus ensuring the operating system is set up for use correctly [19]. OOBE is used by Windows, Apple, and Android devices to enhance and direct the users experience when setting up a new device. Devices can be factory reset with the removal of all additional software, systems, and personalisation and the OOBE re-implemented, such as transfer to another user, ensuring the device is back to its original state. 








Reflection 
The user understood the requirements for this task and enjoyed implementing them, as she has experience of working with ADDS, ADUC and Azure technologies in her current work role. She has not had experience of Windows Server OS, Server Manager or Domain Controller configuration as that is out of the remit of her role, so was pleased to be able to utilise the VM devices via virtualisation to gain that additional experience and practice. It was beneficial to experience the creation of ADUC from inception as she has only managed and worked on domains, groups, and containers already in situ. The user has had no experience of working with DNS or DHCP and has increased her understanding of the requirements and methods needed to implement and understand these features a part of ADDS. The user learnt about troubleshooting compatibility issues with hypervisors and Windows 11 and using different optimisation methods to ensure the virtual machines were configured to run the operating systems installed on them plus the benefits of different virtualisation applications, and hypervisors available and what would be most suitable dependant on what is required. The user feels that she has gained invaluable experience and practice during this module so far and is looking forward to the next stage. 
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