

1) a. Spanning Tree Protocal (STP) is used to reduce redundancy for transferring data. STP allows physical path redundancy while preventing the undesirable effects of active loops in the network. 
[bookmark: _GoBack]   STP OPERATIONS: 
   STP provides loop resolution by managing the physical path to the given network segment. The STP operation performs in three following steps: 
1. Selection of one root bridge
2. Selection of root path on non-root bridge 
3. Selection of designated port on each segment 
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1. Selection of one root bridge: The STP selects one bridge to act as the root bridge and it is used as the reference point to all the networks to flow the data to the switches. All the ports on a root bridge are forwarding traffic. The STP chooses the root as the bridge by an election. In STP each switch has a unique BID that consists of bridge priority( value between 0 to 65,534 and the default value is 32,760) and MAC address. 
   The root bridge is selected based on lowest BID. If all the switches have the same priority, then the switches selects the root bridge based on the lowest MAC address. 

2. Selection of root path on non-root bridge: One port on each non root bridge be the root port it is the port with the lowest cost path from the non-root bridge to the root bridge. By default, STP path cost is calculated from the band width of the link. 


3. Selection of designated port on each segment: There is one designated port on each segment it is selected by the bridge with the lowest cost path to the root bridge. After the root bridge and root ports on non-root bridge has been elected to prevent the loops STP has to identify which ports on the segment will forward the traffic. If there are two paths with equal cost to the root bridge, STP uses the following criteria to determine the best path for designated and non designated ports on the segment.
· Lowest root BID
· Lowest root path cost to the root bridge 
· Lowest sender BID
· Lowest sender port ID

STP PORT ROLES: 
1. Root Port-  This port exists on non root bridges and is the switch port with the best path to the root bridge. It allows only one root port per bridge.
2. Designated port-  This port exists on root and non root bridges. In the root bridges, all the switch ports are designated ports. In non-root bridges, a designated port is the switch port that will receive and forward frames towards the root bridge
3. Non designated port-  The non designated port is a switch port that blocks data frames. 
4. Disabled port- The disabled port is a switch port that is shutdown. 

B. CEF Switching- Cisco Express Forwarding(CEF) is a packet switching technique. It is the default technique for most of the Cisco routing platform. CEF provides the ability to switch packets via a device in a way that minimizes the load on routers. 
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CEF is the one of the available switching options for the routers. Based on routing table CEF creates its own table called the forwarding information base (FIB). The FIB maintains a minor image of the forwarding information contained in the IP routing table. Then the routing topology changes occur in the network the IP routing table is updates and those changes are reflected in the FIB. The FIB maintains next hope address information based on the information in the IP routing table. The nodes in the network are said to be adjacent if they can reach each other with a single hope across a link layer. In addition to the FIB, CEF uses adjacency tables to access Layer2 addressing information. The adjacency table maintains Layer2 next hope addresses for all FIB entries

   CEF can be enabled in one of two modes. They are
· Central CEF mode - When CEF mode is enabled, the CEF FIB and adjacency tables changes on the route processor and the route processor performs the express forwarding 
· Distributed CEF mode- When distributed CEF mode is enabled, line cards maintain identical copies of IFB and adjacency tables. This is the only switching method available on the Cisco 12000 series router. 

Advantages of CEF Switching- 
· It gives the better performance than fast switching(default) and takes less CPU to perform the same task 
· It allows advanced features like NBAR when enabled 
· CEF can switch traffic faster than route catching using fast switching 



2. a. Load Balancing in EIGRP- EIGRP supports equal cost load balancing by default. Equal cost means the multiple roots must have the same metric to reach the destination, so that the router can choose the load balance across equal cost connections. 
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All three routers are running EIGRP routers R2 and R3 are connected to the subnet 10.0.1.0/24. Both routers advertise the route to reach the subnet to R1. Router R1 receives the two routing updates for the subnet 10.0.1.0/24 with the same metric. Router R1 places both routes in the routing table and load balances across the three connections. One of the advantages of EIGRP is that, unlike OSPF and many other routing protocols. EIGRPS also supports unequal cost load balancing. 

b. OSPF Neighbor States- The Open shortest path first (OSPF) protocol has three neighbor states they are 
   1. Establish Neighbor Adjacenceies 
   2. Synchronize OSPF database
   3. Full state
1. Establish Neighbor adjacencies- In OSPF neighboring states adjacenceies is clasified into three states they are
·  Down state - It is the initial state of a neighbor relationship. It indicates that the router has not received any OSPF hello packets. 
· Init State-  It indicates that a hello packet has been received from the other router, but it cannot be established by directional communication. 
· Two- Way State- It establish directional communication. In the state a DR and BDR is needed to be elected. 

2. Synchronize OSPF Database- It is also classified into three states. They are 
·   ExStart State- It is the first state in forming a adjacency. Routers identify which router will be the master or slave for the LSDB synchronization. 
· Exchange State- In this state routers exchange link states by using DBD packets. 
· Loading State- In this state LSRs sent the neighbor asking for more recent LSAs that have been discovered in the exchange state. 

3. Full State- In this state neighboring routers are fully adjacent


C. BGP Path Attributes-
Border gate way protocol(BGP) uses path attributes associated with each network path. The path attributes provide BGP with granularity and control of routing policies within BGP. The BGP path attributes are classified into four types. They are 
· Well-Known mandatory 
· Well-Known discretionary 
· Optional transitive 
· Optional non-transitive 

Well known attributes must be recognized by all BGP implementations. Well Known mandatory attributes must be included with every prefix advertisement. Well known discretionary attributes may or may not be included with prefix advertisement. 



3)a. The command used to show the output is show interface brief 
   b. The priority value for D1 is 100. 
   d. The subnet mask is not assigned for the V111 and V121. 
   E. The command used to fix problem is 
       
      D1# interface v111
      D1(config-if)# ip address 10.11.0.254  255.255.255.0
      D1(config-if)# no shutdown
      D1(config-if)# exit
      D1# interface v111
      D1(config-if)# ip network 10.11.0.2 255.255.255.0
      D1(config-if)# no shutdown
      D1(config-if)# exit

4) 
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  R0 Configuration:
    Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R0
R0(config)#interface s0/1/0
R0(config-if)#ip address 10.10.0.1 255.255.255.0
R0(config-if)#no shutdown
   R0(config-if)#exit

   R0(config)#
R0(config)#interface s0/1/1
R0(config-if)#ip address 10.10.0.2 255.255.255.0
% 10.10.0.0 overlaps with Serial0/1/0
R0(config-if)#no shutdown
% 10.10.0.0 overlaps with Serial0/1/0
Serial0/1/1: incorrect IP address assignment
R0(config-if)#exit

R1 Configuration:
   Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1
R1(config)#interface s0/1/0
R1(config-if)#ip address 10.10.1.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

R1(config-if)#exit
R1(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up

R1(config)#interface s0/1/1
R1(config-if)#ip address 10.10.2.1 255.255.255.0
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#exit
R1(config)#interface g0/0/0
R1(config-if)#ip address 172.16.0.2 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up
exit
R1(config)#exit

R2 Configuration:
   Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2
R2(config)#interface s0/1/0
R2(config-if)#ip address 10.10.1.1 255.255.255.0
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
R2(config-if)#exit
R2(config)#interface s0/1/1
R2(config-if)#ip address 10.10.2.1 255.255.255.0
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
R2(config-if)#exit
R2(config)#interface g0/0/0
R2(config-if)#ip address 172.16.0.1 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

R2(config-if)#exit

R3 Configuration:
  Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3
R3(config)#interface s0/1/0
R3(config-if)#ip add 10.10.1.2 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

R3(config-if)#exit 
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up
R3(config)#interface g0/0/0
R3(config-if)#ip address 172.16.1.1 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up

R3(config-if)#exit

R4 Configuration:
  Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R4
R4(config)#interface s0/1/0
R4(config-if)#ip address 10.10.2.1 255.255.255.0
R4(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
R4(config-if)#exit
R4(config)#interface g0/0/0
R4(config-if)#ip address 172.16.1.2 255.255.255.252
R4(config-if)#no shutdown

R4(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up

R4(config-if)#exit

R5 Configuration:
  Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R5
R5(config)#interface s0/1/0
R5(config-if)#ip address 10.10.3.1 255.255.255.0
R5(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
R5(config-if)#exit
R5(config)#interface g0/0/0
R5(config-if)#ip address 172.16.2.2 255.255.255.252
R5(config-if)#no shutdown

R5(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up

R5(config-if)#exit

R6 Configuration:
  Router>en
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R6
R6(config)#interface s0/1/0
R6(config-if)#ip address 10.10.4.1 255.255.255.0
R6(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
R6(config-if)#exit
R6(config)#interface g0/0/0
R6(config-if)#ip address 172.16.3.2 255.255.255.252
R6(config-if)#no shutdown

R6(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up

R6(config-if)#exit

OSPF Routing in R0:
  R0>en
R0#config t
Enter configuration commands, one per line. End with CNTL/Z.
R0(config)#interface s0/1/0
R0(config-if)#ip routing
R0(config)#router ospf 123
R0(config-router)#network 10.10.0.0  0.0.0.3 area 0
  

R0>en
R0#config t
Enter configuration commands, one per line. End with CNTL/Z.
R0(config)#interface s0/1/1
R0(config-if)#ip routing
R0(config)#router ospf 123
R0(config-router)#network 10.10.0.0 0.0.0.3 area 0

Routing in R1:
  R1>en
R1#config t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s0/1/0
R1(config-if)#ip routing
R1(config)#router ospf 123
R1(config-router)#network 10.10.0.0 0.0.0.3 area 0

R1>en
R1#config t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s0/1/1
R1(config-if)#ip routing
R1(config)#router ospf 123
R1(config-router)#network 10.10.0.1 0.0.0.3 area 0
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