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Research Question: 
How effective are modern security measures in preventing the supply of illicit drugs into prisons in England and Wales?

Introduction 
Background and Context
The infiltration and consumption of illicit substances within custodial estates in England and Wales represents an enduring and deeply entrenched challenge for the criminal justice system (National Audit Office, 2026,). For decades, authorities have recognised that the availability of illicit drugs compromises prison stability, increases violence, and undermines staff safety and offender rehabilitation. Despite successive changes in enforcement strategies, institutional policies, and security measures, the prison drug market continues to adapt, raising important questions about the effectiveness of current approaches to preventing drug supply within prisons.

This challenge has intensified with the emergence of synthetic cannabinoids, particularly Spice, which have transformed the prison drug market by replacing traditional substances such as cannabis and heroin (Middlesex University, 2023). Although the literature consistently identifies these new psychoactive substances as a major contributor to prison violence, disorder, and serious health risks, their continued prevalence also raises questions about the effectiveness of existing security measures. This suggests that current responses have struggled to keep pace with evolving patterns of drug supply.
The continued availability of illicit drugs has far-reaching consequences for custodial environments. Drug markets fuel violence, debt, bullying, and institutional disorder, placing increasing pressure on prison staff and contributing to burnout (Prison Reform Trust, 2025). At the same time, inflated drug prices create profitable markets for organised crime, increasing opportunities for external involvement and staff corruption. Consequently, rehabilitation is undermined through restricted regimes and reduced purposeful activity, while overstretched healthcare services face growing pressure to meet increasingly complex clinical needs.

In response to these challenges, England and Wales have invested heavily in modern prison security to tackle the persistent trade and use of illicit substances (House of Commons, 2026). Despite these efforts, the custodial drug market has evolved through the widespread use of new psychoactive substances and increasingly sophisticated smuggling methods, including drone-enabled deliveries by organised crime groups. Consequently, prison authorities have relied on advanced detection technologies to disrupt these evolving supply networks and strengthen institutional security.
Despite continued investment in modern prison security, illicit drugs continue to enter prisons through increasingly sophisticated smuggling methods, raising questions about the effectiveness of existing security measures (Ministry of Justice, 2026).

Context of the Research Problem 
These structural vulnerabilities demonstrate why drug supply remains difficult to prevent within prisons in England and Wales. The challenge is not solely driven by external smuggling methods but is also reinforced by internal conditions that sustain demand for illicit substances (HM Inspectorate of Prisons, 2026). Limited progress in strengthening physical security, combined with restricted purposeful activity and overcrowded regimes, creates opportunities for organised crime groups to exploit institutional weaknesses. Consequently, preventing drug supply requires addressing both security limitations and the wider prison environment.

These institutional vulnerabilities are exploited through a range of increasingly sophisticated smuggling methods. Evidence suggests that illicit drugs continue to enter prisons via social visitors, newly admitted and transferred prisoners, postal services, drones, and perimeter breaches, while a small minority of corrupt staff have also been implicated in facilitating supply (Oxley, 2026). The diversity of these routes highlights the adaptability of organised crime groups and demonstrates the continuing challenge of preventing illicit drug supply within custodial settings.
The persistence and adaptability of these smuggling methods have intensified a technological ‘arms race’ between prison authorities and organised crime groups (Brunel University of London, 2023). As criminal networks continue to exploit new entry routes and develop increasingly sophisticated delivery techniques, prison security has been forced to evolve in response. Consequently, the implementation of advanced detection and automated scanning technologies has become an essential strategy to intercept contraband, strengthen prison security, and reduce the risks posed by illicit drug supply.

Research Aim
This research aims to critically evaluate the effectiveness of modern prison security measures in preventing the supply of illicit drugs into prisons in England and Wales, while examining how organised crime groups continue to adapt to overcome these measures.

Research Objectives 
This study aims to critically examine the effectiveness of current approaches to preventing illicit drug supply within custodial establishments in England and Wales. It seeks to identify the primary methods through which contraband enters prisons and evaluate the operational effectiveness of existing security measures, including X-ray body scanners, detection dogs, drone detection systems, mail screening, intelligence-led searches, and staff training. Furthermore, the research explores how organised crime groups adapt their methods to overcome institutional countermeasures, with the aim of identifying opportunities to strengthen prison security strategies and reduce illicit drug supply.

Research Significance 
Building upon these objectives, this research holds significance across academic, policy, operational, and social domains. Academically, the study contributes to existing knowledge by critically evaluating modern prison security measures as an interconnected framework rather than examining individual interventions in isolation. 
This approach addresses a gap within existing research by exploring how combined security strategies respond to increasingly adaptive illicit drug supply networks. From a policy perspective, the research provides evidence-based insights that may support decision-making within the Ministry of Justice and HM Prison and Probation Service.
 By identifying operational challenges and limitations within current approaches, the study may assist future discussions regarding resource allocation and security priorities.
Operationally, examining the effectiveness of security measures provides valuable insight into how intelligence-led searching, perimeter protection, and staff training can be strengthened to support safer working environments for prison officers.
Finally, the research has wider social significance. Reducing the availability of illicit drugs within prisons may contribute to lowering violence, disrupting organised crime activity, and supporting more stable custodial environments. Such improvements are essential for creating conditions that enable effective rehabilitation, reduce reoffending risks, and enhance public protection.

Overview of Methodology
To address the research objectives, this study adopts a qualitative research design that combines primary empirical research with secondary data analysis. Primary data will be collected through semi-structured interviews with frontline prison officers employed within HM Prison and Probation Service in England and Wales, providing operational insights into contemporary drug smuggling methods, organised crime adaptation, and the effectiveness of current security measures. 
These findings will be supported by a review of secondary sources, including Ministry of Justice publications, HM Inspectorate of Prisons reports, and relevant academic literature. The collected data will be analysed using Braun and Clarke's thematic analysis approach to identify recurring themes, patterns, and relationships across both the interview data and documentary evidence. Together, these methods provide a comprehensive understanding of the effectiveness of modern prison security measures in preventing the supply of illicit drugs within custodial settings.

Dissertation Structure 
This dissertation is organised into five chapters. Chapter One introduces the research by outlining the background, research problem, research aim, objectives, significance, and methodological overview. Chapter Two presents a critical review of the literature relating to illicit drug supply within prisons, organised crime, modern security measures, and the challenges associated with preventing drug smuggling in England and Wales. Chapter Three outlines the research methodology, including the qualitative research design, semi-structured interviews with prison officers, secondary data sources, thematic analysis, and ethical considerations. Chapter Four presents and analyses the research findings by integrating empirical evidence from the interviews with relevant secondary literature to evaluate the effectiveness of current prison security measures. Finally, Chapter Five summarises the key findings, answers the research question, acknowledges the study's limitations, and provides recommendations for future research, policy, and operational practice aimed at strengthening prison security and reducing the supply of illicit drugs.

Literature Review 
The purpose of this literature review is to critically evaluate existing research on illicit drug supply within prisons in England and Wales. Recent research highlights the increasing sophistication of organised crime networks and their ability to exploit institutional vulnerabilities to sustain drug markets (Gooch & Treadwell, 2025). Building on this evidence, the review examines the literature relating to organised crime, drug smuggling methods, and modern prison security measures to identify gaps that inform the present research.

This literature review examines peer-reviewed academic literature, government publications, policy documents, and inspectorate reports relating to illicit drug supply within prisons in England and Wales. The review focuses specifically on organised crime, drug smuggling methods, and modern security measures designed to prevent the movement of illicit substances into custodial environments.
The HM Chief Inspector of Prisons Annual Report (2024–25) identifies the supply of illicit drugs as a persistent challenge affecting prisons across England and Wales. The report highlights organised crime, the increasing use of drones, institutional security vulnerabilities, staffing pressures, and restricted prison regimes as key factors sustaining the prison drug market. Collectively, these issues undermine prison safety, stability, and rehabilitation, providing a framework for examining the effectiveness of modern security measures in preventing illicit drug supply.
Building upon these themes, the literature highlights a continuing challenge between the development of prison security measures and the adaptive nature of organised criminal networks (Calderoni et al., 2022). Despite ongoing investment in physical security and advanced detection technologies, evidence suggests that illicit supply routes continue to evolve as offenders exploit emerging vulnerabilities and alternative methods of entry. This interaction between security responses and criminal adaptation demonstrates the need to critically evaluate how effectively current security frameworks operate collectively within custodial environments.
 Therefore, these themes provide the rationale for the present research question. The following sections critically examine the scale and impact of prison drug supply, organised crime and smuggling methods, and the effectiveness and limitations of modern security measures.

The Scale of Illicit Drug Supply in Prisons 
According to the Ministry of Justice and HM Prison and Probation Service (2019), the scale of illicit drug supply within prisons in England and Wales has increased considerably, reflecting the growing complexity of custodial drug markets. Positive random drug tests for controlled substances rose by 50% between 2012/13 and 2017/18, while the inclusion of synthetic cannabinoids increased the overall positive rate to 20.4%, with these substances accounting for 60% of positive results. These findings indicate that drug supply has become an increasingly significant challenge to prison safety and stability, a position reinforced by subsequent research.
Expanding upon the increasing prevalence of illicit drug supply, Craft et al. (2023) argue that synthetic cannabinoids, particularly Spice, have fundamentally reshaped prison drug markets, overtaking many traditional substances because of their potency, affordability, and ease of concealment. Their findings further demonstrate how Spice can be infused onto paper and other materials before entering prisons through postal routes, illustrating how evolving smuggling techniques continue to challenge conventional security measures. This suggests that the changing nature of prison drug markets demands equally adaptive security responses.
Supporting the findings of government reports, Mason et al. (2022) argue that the widespread availability of illicit drugs, particularly new psychoactive substances, has far-reaching consequences that extend beyond prevalence alone. They contend that drug supply contributes to institutional violence, prisoner debt, self-harm, increased healthcare demands, and the disruption of rehabilitative activities, collectively undermining prison safety and operational stability. While official reports effectively demonstrate the scale of illicit drug supply, Mason et al. provide a broader understanding of its operational and social impact, reinforcing the significance of addressing both the prevalence and consequences of prison drug markets.
While Mason et al. (2022) emphasise the operational consequences of illicit drug supply, similar conclusions are evident within recent government research. Strang and Wadsworth (2025) highlight that illicit drug use and the misuse of prescription medication remain widespread across prisons in England and Wales, with levels of dependence substantially exceeding those of the general population. Their findings suggest that the continued availability of drugs poses significant risks to prison safety, contributing to violence, crime, and wider operational instability.
Extending this discussion beyond synthetic cannabinoids, Mjåland (2016) argues that prison drug markets comprise a diverse range of substances, including cannabis, cocaine, and diverted prescription medicines, each serving different functions within custodial environments. While cannabis and sedatives are frequently associated with coping mechanisms for stress and boredom, stimulants and prescription drugs are commonly traded and misused. However, the literature consistently identifies synthetic cannabinoids, particularly Spice, as the dominant substance due to their potency, affordability, and ease of concealment, reflecting the evolving nature of contemporary prison drug markets.

Collectively, government reports and academic literature present a consistent picture of an increasingly complex prison drug market. While official sources quantify the scale of illicit drug supply and its operational implications, academic studies provide more detailed understanding of the changing composition of prison drug markets and their wider impact on prison safety, healthcare and rehabilitation. Together, these findings demonstrate that the challenge extends beyond prevalence alone, reflecting the interaction between evolving drug trends, institutional vulnerabilities and the limitations of current security measures. Consequently, evaluating the effectiveness of these measures is central to understanding how illicit drug supply can be more effectively disrupted within prisons in England and Wales. 

Methods Used to Smuggle Drugs into Prison 
Despite continued investment in prison security, the National Audit Office (2026) identifies social visits as a persistent route through which illicit drugs continue to enter prisons. The report highlights that drugs are commonly concealed on the body or within personal belongings, exploiting weaknesses in physical searching procedures and security equipment, including non-operational baggage scanners. Furthermore, the regional deployment of drug detection dogs limits their consistent availability across the prison estate, suggesting that operational constraints continue to undermine the effectiveness of visitor screening.
Extending the operational concerns identified by the National Audit Office (2026), O’Hagan and Hardwick (2017) demonstrate how visitors adapt their concealment strategies to exploit limitations within prison security procedures. Their findings illustrate that illicit substances can be hidden through a variety of methods, including concealed body locations, personal belongings, food packaging, and subtle physical exchanges during visits. This adaptability highlights that visitor-based smuggling is not solely a consequence of inadequate searching procedures but also reflects the continuous evolution of offender tactics in response to changing security measures.
Beyond social visits, the postal system has emerged as an increasingly sophisticated route for introducing illicit drugs into prisons. Vaccaro et al. (2022) demonstrate that synthetic cannabinoids are commonly infused onto paper-based materials, including greeting cards, children's drawings, books, and other correspondence, enabling drugs to bypass conventional screening processes. The authors further argue that offenders exploit legally privileged correspondence, such as Rule 39 legal mail, where routine inspection is restricted. These findings illustrate how criminal networks continually adapt smuggling techniques to exploit procedural and legislative vulnerabilities within prison security.
Supporting these findings, The Independent Monitoring Board (2024) reports that prisons have strengthened postal security through measures such as photocopying correspondence, the Email a Prisoner scheme, and routine screening of mail, including Rule 39 legal correspondence, using drug-detection dogs. However, the continued implementation of these interventions suggests that postal smuggling remains a persistent operational challenge, reinforcing Vaccaro et al.'s (2022) argument that offenders continually adapt their methods to exploit procedural vulnerabilities.
A further challenge to preventing the supply of illicit drugs is insider corruption. The Counter Corruption and Reporting Wrongdoing framework (2022) recognises that organised crime groups exploit prison staff to facilitate the movement of illicit drugs, mobile phones, and other contraband, thereby sustaining prison drug markets and undermining institutional safety and rehabilitation. Although the framework identifies rigorous vetting and mandatory corruption awareness training as key preventative measures, the continued emphasis on these interventions suggests that the recruitment and exploitation of prison staff remain a persistent challenge for contemporary prison security.
Providing a broader explanation for the persistence of insider corruption, Frow-Jones (2024) argues that prison officers are vulnerable to organised crime due to a combination of organisational and personal factors. Staff shortages have resulted in inexperienced officers with limited operational "jailcraft", while financial pressures and personal circumstances increase susceptibility to bribery. Furthermore, locally recruited staff may be exposed to intimidation or grooming by organised crime groups operating within their communities. These findings suggest that, although government policy emphasises prevention through vetting and training, insider corruption represents a more complex organisational and behavioural challenge that cannot be addressed through procedural safeguards alone.
While insider corruption represents an internal vulnerability, HM Inspectorate of Prisons (2025) highlights drones as an increasingly sophisticated external threat to prison security. The report identifies that organised crime groups exploit advancing drone technology to deliver larger quantities of drugs and contraband, including through night-time operations and breaches of secure cell infrastructure. This demonstrates that criminal adaptation continues to outpace traditional security measures, suggesting that technological investment alone may be insufficient without wider intelligence-led strategies and effective perimeter protection.
While HM Inspectorate of Prisons (2025) highlights the increasing use of drones as a method of introducing contraband into prisons, Berry and Berry (2024) provide a broader explanation of how organised crime groups adapt when faced with enhanced security and enforcement measures. Their findings demonstrate that criminal networks employ technological innovation, encrypted communication platforms, and counter-surveillance strategies to evade detection. This suggests that drone deliveries represent part of a wider pattern of criminal adaptation, where offenders continually modify their methods in response to security interventions, limiting the effectiveness of isolated technological solutions.
A further operational challenge arises through the movement of prisoners between establishments. The Justice Committee (2024–26) argues that transferring key organised crime group members often fails to disrupt criminal networks, instead contributing to increased drug use and violence within receiving prisons. The Committee therefore recommends enhanced security management and segregation, suggesting that prisoner transfers alone are insufficient to prevent organised criminal activity.
Attention has also been drawn to perimeter breaches as a persistent route for introducing contraband into prisons. The College of Policing (2025) highlights that throw-overs commonly involve drugs, mobile phones, weapons and tobacco, fuelling organised crime, violence and intimidation within prisons. However, targeted interventions, including intelligence-led hotspot analysis, plain-clothed patrols and closer collaboration between police and prison staff, demonstrated measurable reductions in offences, suggesting that proactive, multi-agency approaches may strengthen perimeter security more effectively than reactive measures alone.
Collectively, the literature demonstrates that illicit drug supply within prisons is sustained through a combination of interconnected vulnerabilities rather than a single point of failure. Visitors, postal systems, corrupt staff, drones, prisoner transfers and perimeter breaches each represent different opportunities exploited by organised crime groups. While government evidence highlights the practical challenges faced by prison authorities in controlling these routes, academic research demonstrates that criminal networks continually adapt their methods in response to security interventions. Therefore, the persistence of prison drug markets reflects an ongoing conflict between evolving criminal innovation and the limitations of current security frameworks.

Modern Prison Security Measures
Body scanners 
Following the multiple vulnerabilities through which illicit drugs enter prisons, the UK Government has substantially expanded technological security measures to strengthen detection at key access points. As part of the £100 million Security Investment Programme, X-ray body scanners have been extended across all closed male prisons, alongside enhanced gate security and baggage screening. UK Parliament (2024) reports that these scanners have detected tens of thousands of concealed drugs, weapons and mobile phones, indicating significant detection capability. However, detection success alone does not necessarily demonstrate a sustained reduction in overall drug supply.
Supporting the reported effectiveness of body scanners, Bell et al. (2019) provide empirical evidence from a ten-month evaluation of the I-Scan full-body X-ray scanner. Across 2,512 scans, 3.4% resulted in positive finds, primarily involving concealed packages, mobile phones and steroids. Staff and prisoners also identified a substantial deterrent effect, with drug supply estimated to have fallen by 85–90%. However, the reliance on estimated reductions highlights the need to distinguish between demonstrated detection capability and evidence of sustained reductions in overall drug supply.
Despite the positive findings reported by Bell et al. (2019), Norman (2022) identifies several limitations that qualify the effectiveness of body-scanning technologies. Metal detectors and backscatter X-ray scanners may be unable to identify contraband concealed within body cavities, while substantial purchase costs can restrict wider deployment. More importantly, Norman highlights the limited empirical evidence demonstrating their overall effectiveness. This suggests that successful detection of concealed items should not automatically be interpreted as evidence that body scanners prevent or substantially reduce prison drug supply.
Overall, the evidence suggests that X-ray scanners provide a valuable detection and deterrence capability, particularly at reception and entry points; however, their effectiveness in preventing the wider supply of illicit drugs remains less certain. Limitations in detection, cost and the restricted empirical evidence base indicate that scanners should be viewed as one component of a broader, intelligence-led security framework rather than a standalone solution.




Mail screening
Government policy indicates that chemical trace-detection equipment is deployed across prisons to identify illicit substances, including synthetic cannabinoids and synthetic opioids, impregnated into materials such as paper and fabric (Ministry of Justice, 2023). However, its operational effectiveness is subject to an important limitation: positive indications cannot independently support adjudications, prosecutions or disciplinary action. Instead, they provide initial intelligence requiring formal forensic testing for confirmation. This distinction highlights both the value and evidential limitations of chemical screening within prison mail security.
Building on this limitation, Cozier et al. (2023) demonstrate the potential of a low-cost, portable fluorescence device for the rapid detection of synthetic cannabinoids on physical materials, including paper, fabric and herbal substances. Importantly, the technology was tested on paper samples seized from prisons, indicating potential value for screening drug-impregnated postal materials. Nevertheless, while rapid detection may strengthen prison intelligence and screening capabilities, further evidence is required to establish whether such technological improvements translate into sustained reductions in illicit drug supply.
Alongside chemical screening, digital mail systems represent a further response to vulnerabilities within prison correspondence. The House of Commons (2026) reports that the Ministry of Justice introduced the “Send legal mail to prisons” service in 2022 to reduce the exploitation of privileged correspondence for drug smuggling. By verifying legal representatives through Criminal Justice Secure Mail (CJSM) and generating scannable barcodes, the system strengthens sender verification and provides a more secure method of processing legal mail across the prison estate.
Supporting the rationale for digital mail, Warshaw (2022) highlights the difficulty of detecting liquid synthetic cannabinoids such as K2/Spice when impregnated into paper, exposing limitations in traditional mail screening. Digitising correspondence can therefore remove a significant paper-based route for drug introduction while reducing the resources required for manual inspections. Warshaw further associates electronic mail with improved prison safety and reduced exposure to potentially harmful substances. However, this evidence suggests route reduction rather than proof of eliminating overall drug supply. 

Drug detection dogs
Drug detection dogs remain a key component of prison security strategies aimed at disrupting the supply of illicit substances. HM Prison and Probation Service (2025) describes detection dogs as a highly cost-effective security resource, capable of identifying drugs and other illicit items while acting as a visible deterrent to smuggling activities. Their continued use is supported by operational experience and significant institutional investment. However, HMPPS acknowledges that effectiveness depends heavily on structured handler training and an awareness of potential unconscious bias.
While HMPPS emphasises the capability of drug detection dogs, Duke and MacGregor (2024) highlight continuing detection challenges associated with new psychoactive substances (NPS). Their analysis shows that conventional drug-testing approaches struggled to identify NPS, creating gaps in detection despite increased reliance on technological and canine security responses. This suggests that detection dogs, although valuable, cannot independently address the evolving nature of prison drug markets, reinforcing the need for complementary technologies and intelligence-led security measures.
Further illustrating the operational challenges faced by drug detection dogs, Ford and Berg (2018) demonstrate that conventional screening methods may fail to identify emerging NPS, requiring dogs to be specifically trained to detect substances such as AKB-48. Their analysis confirmed NPS on all five letters positively identified by trained search dogs, although subsequent laboratory testing was required for confirmation. This demonstrates that canine detection can enhance intelligence-led searching but remains dependent on specialised training and complementary forensic testing.

Drone detection technology
The rapid growth of drone-enabled contraband deliveries has exposed limitations in conventional detection systems. The HMGCC National Security Engineering (2026) report highlights that criminals are increasingly developing drones capable of evading existing technologies, including radar. With prison drone incidents reportedly increasing by over 770%, conventional radar and airspace monitoring face growing challenges in identifying illicit devices. Consequently, government-funded initiatives are exploring advanced detection technologies to strengthen responses to drone-enabled drug trafficking.
In response to these detection challenges, Seidaliyeva et al. (2024) identify radio-frequency (RF) signal detection as an effective drone detection technology. RF systems passively intercept communication signals between drones and ground controllers, while RF fingerprinting and machine learning can assist in identifying drone models and classifying their operational flight modes. This evidence demonstrates how advances in signal detection can complement existing surveillance technologies and strengthen the identification of drones used for illicit activities.
Moving from detection to disruption, Kelly (2017) identifies radio-frequency (RF) jamming as a potential counter-drone measure by interfering with the communication links used for video transmission and telemetry. Disrupting these signals may prevent drones from effectively completing contraband deliveries where such intervention is legally permitted. However, Kelly highlights an emerging challenge: autonomous drones capable of operating without RF emissions could bypass jamming, reinforcing the need for layered detection systems such as radar.
Overall, radar, RF detection and RF disruption can strengthen prison responses to drone-enabled drug trafficking, but their effectiveness remains dependent on technological adaptation. Autonomous drones and evolving evasion methods suggest that no single system is sufficient, supporting a layered security approach.

Intelligence-led searching
Alongside technological measures, intelligence-led searching provides a complementary approach to disrupting organised drug supply. South Wales Police (2020) reported that collaboration between prison staff, regional intelligence units and police enabled targeted operations against individuals involved in supplying psychoactive substances and cannabis into HMP Parc. Shared intelligence identified links to an organised crime group and supported arrests and seizures of drugs intended for prison entry. This demonstrates the value of multi-agency intelligence in disrupting supply chains before drugs enter custody.
However, the effectiveness of intelligence-led searching is challenged by the adaptability of organised crime groups. Gooch and Treadwell (2020) highlight how prison drug markets are sustained through networks connecting external associates with incarcerated suppliers, while lower-level accomplices, drug-impregnated mail and drones can be used to circumvent security measures. This suggests that intelligence-led approaches may successfully disrupt individual supply routes, but their longer-term effectiveness depends on identifying wider networks and anticipating offenders’ evolving methods.
Finally, HM Inspectorate of Prisons (2025) demonstrates that technological investment alone cannot prevent illicit drug supply. Inspectors identified inexperienced staff, inadequate CCTV, damaged netting and vulnerable windows alongside sophisticated drone deliveries, highlighting weaknesses across multiple layers of prison security. They therefore emphasise the need for effective staff capability, basic security measures and collaboration between prisons, police and security services. This shows that integrated security, rather than reliance on individual measures, offers the strongest approach to disrupting organised drug supply.


Organised Crime Group Adaptation
Haenlein (2024) highlights the capacity of organised crime groups (OCGs) to adapt their methods in response to increased enforcement pressure. Rather than abandoning illicit activity when established routes are disrupted, criminal networks can exploit alternative trafficking channels and institutional vulnerabilities, including postal systems, corrupt insiders and digital technologies. This demonstrates that OCGs operate dynamically, modifying their tactics to circumvent emerging security barriers. Such adaptability presents a significant challenge to conventional enforcement approaches and highlights the need for security measures to continually evolve.
Building upon Haenlein’s (2024) emphasis on criminal adaptation, Ramadhan (2026) conceptualises organised crime as structurally resilient rather than merely evasive. Using the Opportunity-Resilience-Persistence framework, the study argues that criminal networks respond to enforcement pressure through organisational modularity, substitution of trafficking channels and redundant operational processes. This suggests that disrupting established supply routes may not eliminate organised criminal activity, as networks can reconfigure their operations to maintain continuity and exploit weaknesses within enforcement systems.
Ayling (2009) argues that criminal organisations can respond to enforcement disruption through organisational resilience, network redundancy and tactical displacement. Rather than necessarily dismantling illicit structures, enforcement interventions may encourage networks to alter operational methods, redirect trafficking routes or restructure internal relationships to withstand pressure. This demonstrates that organised crime can learn from enforcement activity and reorganise its operations, allowing illicit markets to persist despite targeted disruption.
Developing Ayling’s (2009) concept of organisational adaptation and displacement, Santorso and Rizzuto (2024) demonstrate how contemporary organised crime groups innovate to exploit prison environments as profitable criminal markets. Their analysis highlights the use of internet-enabled mobile phones and online banking to connect incarcerated members with external networks, while coercion and manipulation of prisoners can further facilitate contraband supply. This reveals that modern OCG adaptation increasingly combines technological innovation with flexible social networks to circumvent institutional controls.
The concept of criminal entrepreneurship further develops this understanding of organised crime adaptation. Shammas, Sandberg and Pedersen (2015) demonstrate that some drug-market participants operate through commercially oriented strategies, responding to economic opportunities while assessing risks and managing illicit activities. This perspective highlights that organised drug supply is not solely driven by individual offending but can involve calculated, profit-oriented behaviour. Consequently, enforcement measures must account for the economic incentives that enable criminal networks to adapt and persist.
For example, the adaptive capacity identified in the literature is evident in the changing concealment methods used by criminal networks to introduce illicit substances into UK prisons. Ralphs et al. (2016) demonstrate how offenders employ increasingly covert techniques to circumvent security measures, including concealing drugs within everyday materials and exploiting alternative routes into prisons. This illustrates how enforcement pressure can encourage criminal networks to modify their methods rather than abandon illicit supply, reinforcing the concept of tactical displacement. Consequently, security technology can be reactive, while OCGs continually adapt to emerging controls.
A further example of OCG adaptation is the integration of drones into wider criminal enterprises. Parsons (2025) illustrates how a high-risk prisoner coordinated an international drug-smuggling operation from inside prison using mobile phones, WhatsApp, cryptocurrency and drone operators based overseas. Rather than representing an isolated smuggling technique, drones formed part of a wider networked business model, demonstrating how organised criminals combine technologies and external associates to circumvent institutional controls and maintain illicit supply chains.
A further dimension of OCG adaptation involves exploiting organisational vulnerabilities, particularly corruption. Barrington, Silverman and Hutton (2021) highlight how corruption can create opportunities for organised crime to circumvent prison security, demonstrating that criminal adaptation extends beyond changing concealment techniques. This complements Ayling’s (2009) concept of displacement, as enforcement pressure may encourage offenders to exploit alternative vulnerabilities within the prison environment. Consequently, strengthening physical and technological security may have limited impact where organisational weaknesses continue to provide alternative routes for illicit supply.
This aligns with the preceding evidence that OCG adaptation extends beyond changing physical smuggling methods to the exploitation of technological and organisational vulnerabilities. The National Crime Agency (2024) highlights how incarcerated OCG leaders can use sophisticated mobile phones and encrypted messaging platforms to coordinate external networks, manage illicit supply chains and evade law-enforcement disruption, with corrupt insiders further facilitating these activities. Collectively, this demonstrates how OCGs continually combine technological innovation and organisational flexibility to maintain criminal operations despite prison security measures.
Critically, the authors differ in how they explain OCG adaptation. Ayling (2009) emphasises displacement and organisational resilience, whereas Haenlein (2024) focuses more on tactical innovation and exploitation of alternative trafficking channels. Similarly, Ramadhan (2026) emphasises structural resilience, while Santorso and Rizzuto (2024) highlight the combination of technological innovation and flexible social networks. More recent evidence from Parsons (2025) and the NCA (2024) demonstrates how these adaptations operate in practice through drones, encrypted communication and external networks. Taken together, the literature indicates that enforcement may disrupt methods without eliminating the underlying criminal enterprise. Therefore, technology often reacts rather than predicts, as OCGs continually modify their methods in response to emerging security controls.

Gaps Within Existing Literature 
Despite the growing body of research examining illicit drug supply and prison security, important gaps remain within the existing literature. While previous studies provide valuable evidence concerning individual security measures and the adaptive strategies of organised crime groups, comparatively less attention has been given to how these measures operate collectively within the prison environment and how their effectiveness is experienced at an operational level.
Jewkes (2007) highlights the limited holistic evaluation of prison security, with research often focusing on individual procedural or physical measures rather than their combined effectiveness. This indicates a gap in understanding how different security interventions operate collectively. Consequently, there is limited evidence on whether an integrated security approach provides more effective protection against illicit drug supply than individual measures assessed separately.
Building on this limitation, a further gap concerns the limited attention given to how frontline prison officers perceive the effectiveness of security measures. Ismail and de Viggiani (2018) demonstrate the value of examining prison staff perspectives through qualitative interviews with governors and operational staff, identifying institutional and occupational barriers affecting effective practice. However, their study does not specifically examine officers’ perceptions of contemporary drug-security measures. Critically, operational experience may reveal weaknesses that technological evaluations overlook.
A related gap concerns the limited qualitative research examining frontline prison officers’ perspectives on preventing illicit drug supply. Crewe (2026) highlights the importance of understanding prison security through both its institutional features and how it is experienced by prison staff. However, limited research specifically examines how frontline officers interpret security effectiveness and operational weaknesses in practice. Critically, frontline experience may identify limitations overlooked by technology-focused evaluations.
A further gap concerns limited research examining how operational pressures affect the implementation of prison security measures against illicit drug supply. Rowland and Pope (2025) identify gaps in establishment-level data and highlight pressures including inexperienced staff, staff turnover and restricted regimes. Similarly, HM Inspectorate of Prisons (2025) identifies capability and staffing concerns affecting prison security. However, limited research connects these operational challenges directly to the practical effectiveness of drug-smuggling prevention measures. 
A final gap concerns limited evidence comparing the speed of prison security adaptation with organised crime innovation. Van Ginneken (2025) highlights how OCGs can rapidly exploit new technologies, diversify supply chains and respond to disrupted entry routes, while prison security can be constrained by bureaucratic processes and resource limitations. However, limited research establishes whether security measures adapt quickly enough to prevent criminal displacement. This leaves uncertainty over whether prison security can anticipate emerging threats or remains predominantly reactive.
Taken together, the literature indicates that prison drug-security research remains fragmented, with limited attention to the combined effectiveness of security measures, frontline perspectives and operational challenges. There is also insufficient evidence regarding whether prison security can adapt at the same pace as evolving OCG methods. These gaps provide a clear rationale for examining the effectiveness of contemporary security measures through frontline operational perspectives.

Chapter Summary 
This chapter has critically examined the effectiveness of modern security measures in preventing the supply of illicit drugs into prisons in England and Wales. The literature demonstrates that measures including body scanners, X-ray technology, drug detection dogs, intelligence-led searching, mail screening and counter-drone systems have strengthened prisons’ ability to detect and disrupt illicit supply. However, their effectiveness appears to vary according to operational conditions, implementation and the ability of organised crime groups (OCGs) to identify and exploit weaknesses within prison security.
There is considerable agreement across the literature that OCGs are adaptable and capable of modifying their methods in response to enforcement pressure. Research highlights the use of alternative concealment methods, drones, corrupt insiders, illicit mobile phones and encrypted communications to maintain drug supply. This supports the argument that disruption of one trafficking route does not necessarily eliminate illicit supply, as criminal networks can displace activity towards alternative methods and vulnerabilities. The literature also indicates that technology alone cannot provide a comprehensive response. Effective prison security depends upon the integration of technology with intelligence, staff capability, physical security, inter-agency cooperation and effective operational practices.
Nevertheless, the literature differs in its emphasis regarding how prison security should respond to illicit drug supply. Technology-focused research emphasises the importance of detection and surveillance measures, whereas research on organised crime adaptation highlights the ability of OCGs to circumvent these controls through displacement, innovation and exploitation of organisational vulnerabilities. Other research emphasises staff capability, operational pressures and relationships within prisons. These differing perspectives indicate that security effectiveness cannot be adequately understood through technological measures alone and requires consideration of the wider organisational environment in which they operate.
Several important gaps therefore remain. There is limited research evaluating security measures collectively, limited qualitative evidence concerning frontline officers’ perceptions, and insufficient research connecting operational pressures to drug-smuggling prevention. Most significantly, limited evidence establishes whether prison security can adapt as rapidly as increasingly innovative OCGs.
Ultimately, the literature demonstrates that although modern security technologies have strengthened prison security, uncertainty remains regarding their long-term effectiveness against increasingly adaptive organised crime groups. Consequently, the following chapter outlines the methodology proposed to investigate these issues through qualitative interviews with frontline prison officers, subject to the appropriate research approval.
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