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[bookmark: _Toc123436606]Introduction
This report will focus and explore cloud computing concepts and related knowledge which one should know in order to work with and implement cloud technologies. This report is made by Hitch Cloud in order to help staff implementing Cloud at UWTSD Birmingham.

[bookmark: _Toc123436607]Concept
Cloud computing has several and long-standing principles. It creates a network-accessible shared pool of configurable computing resources including servers, storage, applications, and services. This paradigm gives users access to services based on their requirements, not the hosting location or delivery mechanism [1]. Cloud computing allows it to instantly grow up without adding hardware, people, or software. In contemporary computing, cloud computing refers to the delivery of IT services using virtualized resources and other input-based methods. Google, Amazon, and Microsoft are developing more robust, reliable, and cost-effective cloud platforms, while companies of all kinds are reorganizing to take advantage of cloud computing's new paradigm. "Cloud computing" adds commercial application functionality as high-level web services.

[bookmark: _Toc123436608]Background
Cloud computing evolved from grid, parallel, distributed, virtualized, multi-core CPUs, and Internet technologies. Researchers and industry executives are striving to define cloud computing. The US National Institute of Standards and Technology defines cloud computing as "a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction" (NIST) [2]. Cloud service models differ in user control, number of users, security, and privacy. Public, private, hybrid, and community clouds provide cloud services. In the public cloud, a third party manages all hardware and provides cloud services to numerous users through the Internet. Cloud service providers may satisfy solitary owners to large companies. A corporation may build its own cloud services or outsource the installation. Cloud services may be hosted off-site or in-house. Community cloud deployments provide cloud services to a group of organizations that share goals, security, policy, and compliance. Community clouds incorporate several enterprises and are more inclusive than private clouds.

[bookmark: _Toc123436609]Characteristics
There are many characteristics of cloud computing. It can be narrate as below 
· On-Demand Users may keep tabs on server uptime, capabilities, and allocated network storage thanks to Cloud Computing's self-service tools. As an added bonus, this function allows the user to keep tabs on the system's processing speed [3].
· Using a multi-tenant approach, the Cloud service provider pools its computer resources to serve numerous clients. In response to fluctuations in client demand, various physical and virtual resources are allocated and reallocated.
· The servers are simple to operate, and they have almost no downtime at all. Every time you use cloud computing, you get a newer and better version.
· With simply a smartphone and an internet connection, a user may view cloud data or submit data to the cloud from any location. Access to these features is possible anywhere in the network through the web.
· The Cloud's capabilities may be adjusted and expanded greatly depending on the situation. It evaluates how much space is being used and provides the option to quickly and cheaply purchase more Cloud space if required.
· Cloud computing provides automated data analysis and the capacity to meter services at a granular level. All of the utilization may be tracked, managed, and accounted for. It'll be clear to both the host and the client what's going on.
· The storage space is purchased by the hosting firm once, and then a portion of that space is rented out to other businesses, relieving the host company of ongoing storage expenditures. The money goes straight into routine maintenance and a few other minor costs.
· The security offered by the cloud is a major selling point. It takes a copy of the data just in case one of the servers goes down, protecting the original from destruction. No one else can access the information contained in the storage devices because of their invulnerability to hacking. This storage facility provides a prompt and trustworthy service.
· When using cloud computing, the customer is only charged for the resources they really use. You won't have to pay any kind of covert or supplementary fee. The service is cheap, and there is usually some free space included.
· The organization relies on cloud computing services for tracking and archiving data. This resource consumption is measured with the use of pay-as-you-go pricing options. The pay-as-you-go concept is adaptable to the manufacturing company's real usage.

[bookmark: _Toc123436610]Services
The cloud computing business model is service oriented [4]. Put another way, hardware and platform resources are made available as services on an as-needed basis. Each component of the architecture's specified layers falls into one of these three classes:
[bookmark: _Toc123436611]Infrastructure as a service (IaaS)
"Infrastructure as a Service" (IaaS) means rapid virtual machine development. Cloud owners provide IaaS to customers. Amazon EC2, Go Grid, and Flexi scale are IaaS firms. Thus, IaaS outsources software and hardware [5]. Server, storage, network, operating system, storage virtualization, and file system software. Hosting's next step lets consumers donate resources on demand without locking them in. In contrast to PaaS services, IaaS providers just maintain the data center; end customers install and manage software services as they would in their own data center.
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Fig 1: Cloud Computing Services

[bookmark: _Toc123436612]Platform as a service (PaaS)
The term "platform as a service" (PaaS) describes the outsourcing of infrastructure components underneath the application layer. Google App Engine and Microsoft's Windows Azure are two popular examples of such PaaS vendors. Therefore, Platform as a Service (PaaS) refers to a web-based service that helps programmers create and release software [6]. Programs may be created and distributed to consumers through the internet and server farms using the middleman's infrastructure. Incorporating this service into the development process may significantly cut down on the time and money needed to bring an app to market.
[bookmark: _Toc123436613]Software as a service (SaaS)
Software as a service, or SaaS, is a model for delivering programs through the Internet. SaaS suppliers include companies like Salesforce.com, Rackspace, and SAP Business by Design. As can be seen in Fig. 1, the cloud computing business model is rather simple [7]. Layered cloud architecture allows for the possibility of a PaaS provider's cloud running on top of the same company's internal networks (e.g., Google and Salesforce). Providers of both PaaS and IaaS are often referred to as cloud providers or infrastructure providers.

[bookmark: _Toc123436614]Security
To safeguard cloud computing infrastructures, cloud-based applications, and stored data, a wide range of tools, protocols, and best practices must be used [8]. The first step in securing cloud services is to determine what needs protecting and which parts of the system need to be controlled. Protecting sensitive information is a technical part of cloud security. Providers and customers alike may use available technology to restrict who can see or access private information. Management of identities and the rights to use resources is known as identity and access management (IAM). This also applies to the management of user accounts' authentication and permission. Governance centers on creating and enforcing regulations to recognize and neutralize threats. Components like threat intelligence may aid small and large businesses in monitoring and prioritizing security threats, therefore ensuring that mission-critical infrastructure is protected. Taking precautions against the possibility of data loss is an integral part of both data retention (DR) and business continuity (BC) planning. Data redundancy mechanisms, including backups, are essential components of any DR and BC strategy. Maintaining user privacy in accordance with legal mandates is essential for success. Public authorities are beginning to recognize the significance of preventing the commercial exploitation of individuals' personal information.

[bookmark: _Toc123436615]Security issues mitigation
When looking for solutions to the key cloud security concerns of visibility and control over cloud data, businesses should take into account the following factors.

[bookmark: _Toc123436616]Visibility into cloud data
Direct connection to the cloud service is required for a comprehensive view of cloud data. This is achieved by cloud security solutions establishing an Application Programming Interface (API) link to the cloud service, which in turn enables access to the cloud's stored data. Identify the user, determine the user's role in accessing cloud data, pinpoint the cloud data's position, and confirm the cloud data's location regardless of where it was downloaded to or accessed from.
[bookmark: _Toc123436617]Control over cloud data
After discovering where your data resides in the cloud, you may implement the controls that work best for your business. Classification, Data Loss Prevention (DLP), Collaboration Controls, and Encryption are all examples of such safeguards.

[bookmark: _Toc123436618]Access to cloud data and applications
Access control is a crucial part of cloud security, just as it is of on-premises security. Common types of controls include those that limit who may access resources, who can use certain devices, how malware is handled, who has special permissions, etc.
[bookmark: _Toc123436619]Risk assessment 
In order to fully understand the risks associated with cloud services, it is important to review and update your risk assessments. Locate the potential threats posed by your cloud service provider and work to eliminate them [9]. The evaluation may be sped up with the use of risk database resources specifically designed for cloud service providers.
[bookmark: _Toc123436620]Compliance Assessments 
Application regulatory standards such as HIPAA, PCI, and Sarbanes-Oxley should be reviewed and updated compliance evaluations.

[bookmark: _Toc123436621]Virtualization concept including Hypervisor I & II
Most people use cloud computing using virtual computers. Cloud computing and virtualization provide all their benefits. Using and removing resources is fast. It also reduces the cost of spare capacity during peak demand. Paying for what you use is cheaper. Since you won't acquire servers, CapEx will be lower. Cloud computing requires virtualization, but this doesn't imply what most people think. Virtualization allows cloud computing to provide large amounts of cheap IT resources on demand.
Type 1 hypervisors work like virtual machine-only operating systems. They can only change the server's IP address and password. Type 1 hypervisors gain from over-allocating physical resources. Virtual machines utilize less RAM. They use only enough RAM for each task. That's how they conserve resources.
Type 2 hypervisors administer virtual machines like guest OS applications, removing the need for remote administration terminals on a separate computer. They're cheap because most tasks can be done using free, built-in features. The hypervisor and virtual machine (VM) must travel via the host operating system (OS) to access host hardware and resources, which slows and wastes resources. Additionally, host operating system vulnerabilities may affect all VMs [10].

[bookmark: _Toc123436622]Comparison of IaaS, SaaS, PaaS
IaaS follows cloud computing concepts by having the service provider oversee virtualization. The service provider controls the network, servers, and data storage. SaaS and PaaS are comparable. IaaS differs from other cloud computing platforms in different ways. IaaS customers control system operation. However, PaaS and SaaS providers manage OS updates. IaaS customers control the OS, runtime, and middleware [11]. The supplier maintains the other two cloud computing models. However, IaaS and PaaS are similar. Customers control their data and apps. SaaS providers handle these elements.
SaaS stands out among cloud computing models. Other forms of cloud computing partition features between client and provider. SaaS providers handle all functionality. SaaS cloud computing is best. On-premise platforms oppose SaaS. SaaS providers manage applications, data, runtime, and middleware. The supplier chooses the OS and virtualization features. Providers oversee servers, data storage, and networks. PaaS has four traits with the other two cloud computing platforms. The supplier handles virtualization, servers, storage, and networking. SaaS is the most PaaS-like cloud computing architecture [12]. Runtime, middleware, and operating system were provided by the provider. The consumer owns PaaS apps and data, like IaaS. However, a SaaS provider manages these factors.

[bookmark: _Toc123436623]Pros and cons of the cloud services
	Services
	Pros
	Cons

	IaaS
	In the infrastructure as a service (IaaS) concept, users only pay for the resources they really use, allowing them to better manage their budgets. IaaS makes it easier to scale both horizontally and vertically, meaning that you can easily add capacity as needed and remove it when you don't.
	Despite the fact that the largest cloud platforms have the best security controls and are compliant with the most security requirements, you may still find it difficult to put in place adequate security rules. Use of Infrastructure as a Service (IaaS) entails total reliance on the IaaS provider.

	SaaS
	Because the provider handles software changes, deployment and learning are fast. Scalability is easy. Adding users or altering plans is easy.
	If the service provider suffers an outage, your application will be affected. If internal programs are outdated or lack APIs, connecting SaaS solutions may be difficult.

	PaaS
	The service provider manages the infrastructure, making PaaS management simple. Any browser-enabled device may use the services. Use the platform's many solutions for image and video processing, analytics, and more to speed up development.
	PaaS systems are harder to design for sudden demand spikes than IaaS, therefore they don't match consumers' scalability requirements. Because PaaS providers provide diverse features and settings, portability is difficult.
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[bookmark: _Toc123436625]CaaS
"Containers as a service" (CaaS) is a cloud-based service that lets programmers and IT departments upload, manage, run, expand, and control containers automatically [13]. Containers include the application's source code, runtime, configuration settings, and system libraries for deployment and execution on any host system. CaaS allows software development teams to swiftly grow containerized programs on highly accessible cloud platforms. Containerization distinguishes PaaS from container-based CaaS.
[bookmark: _Toc123436626]FaaS
Functions as a service (FaaS) leads cloud computing's offerings. FaaS lets programmers upload and execute code functions without setting up or managing system architecture or dependencies. Thus, teams may forgo infrastructure management and focus on their skills [14].
[bookmark: _Toc123436627]Docker
Businesses may develop, build, and manage any product anywhere in this technology era. Docker standardizes application distribution and scalability to meet hosting difficulties. Many cloud-based computers utilize Docker. This functionality bundles and duplicates dependent applications. This helps cloud users with scalable infrastructure. Docker Cloud is its cloud brand.
[bookmark: _Toc123436628]Serverless
Instead of programmers, cloud service providers control servers and resources in serverless computing. Cloud vendors deploy virtual and physical servers automatically. Cloud providers manage serverless architecture provisioning, maintenance, and scalability [15]. The serverless approach also allows on-demand app launches, saving money on "always-on" server components. Instead, event-triggered application code is allotted resources. The software is free.
[bookmark: _Toc123436629]KaaS
Kubernetes as a Service allows the most popular container orchestrator to be managed (KaaS). Some KaaS systems may be installed locally, but most are cloud-only. KaaS systems help build, manage, and maintain Kubernetes clusters. Self-service deployment, updates, scalability, and multi-cloud portability are the main features of Kubernetes as a Service.
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