Week 9:  Introduction to Computer Systems tutorial.
In the previous exercise, CPU architecture and monitoring resource behaviour during stress testing was investigated.
In this tutorial CPU, Bus and Memory architecture is investigated.  The aim is to gain an insight into resource behaviour and the impact on system performance, given certain conditions/workload.
· Revisit CPU, Memory and Bus interaction.
· Memory Characteristics (cache, swapping)
· Tools for gaining insight into resource management during increased ‘resource load’.
Recall that the CPU uses Memory, in its various implementations (e.g., L1, L2, L3 Cache, internal registers) but oftentimes Main Memory.  This is to retrieve and store the instructions and data that the CPU actively requires, for optimal processing performance.
The 'Fetch-Decode-Execute-Store' cycle that the CPU undertakes to do all of this requires the CPU to constantly exchange data between Main Memory and itself, and it makes use of its powerful internal residual storage components (namely cache and registers) to do so.  
Computer Systems use a set of shared physical wires, call 'Buses' to transfer all the data, instructions and control signals required between the CPU, Memory and peripherals (storage devices, I/O devices) that make up the system. 
Buses are the ‘communication highways’ connecting internal and external components together for these transfers.
As we have seen, there are several types of buses used in a computer system; these include:
· The System Bus - Acts as the main communication highway that links the CPU, Main Memory and all I/O and storage devices.

· The Expansion Bus - Connects lower speed external peripheral devices (e.g., USB, SCSI) to higher speed internal components.
Then, the three buses that are primarily responsible for CPU and Memory interaction during the Fetch-Decode-Execute-Store cycle, these are:

The Address Bus –
The Memory address that CPU requires to read data/instructions from, or write instructions to, is carried via a uni-directional signal from the CPU to Memory. 
If an address bus has a width of 32-bits, it means that the system only has 4GB of addressable memory. 
64-bit address buses can address approximately 16 million Gigabytes (16 Exabytes of memory).  Though practically this is not possible due to present motherboard designs, CPU design and Operating system capabilities (several reports say that Windows 11 can address a maximum of around 6TB whist some UNIX distribution variants are said to be capable of addressing up to 256TB RAM). 
· The Control Bus - This is a two-way communication (bi-directional) communication channel that transmits control signals from the CPU to components, in order to manage and synchronise operations (such as read, write, interrupts and clock).

· The Data Bus - The data bus is a bi-directional channel used for reading and writing data between the CPU and Memory.  A 64-bit data bus is capable of 8-byte per cycle transfer.  The 'actual' transfer speed though between Memory and the CPU depends on the Memory Bus Frequency.  

With the advent of DDR (Dual Data rate) technology, memory bus frequency rates range between 2133 Megahertz (MHz or 2133 MT/s (Mega Transfers per second) at the lower end of DDR4, up to (at the present time of writing) 8400MHz/MT/s or 8.4GHz in consumer widely available DDR5 modules.

NB:  An important note to consider when evaluating memory performance in line with the CPU, is the ability to use Dual Channel configuration.  A single memory module (e.g., 1x32 GB stick of RAM) may be capable of a specified data rate (in MT/s) in a 64-bit system, but the Bandwidth-lane is narrower (i.e., that is to say that one 64-bit pipeline is created between CPU and Memory for data transfer).
This can create a bottleneck.  Whereas using two smaller capacity memory modules (2 x 16GB) of the same data rate would see two separate 64-bit pipelines created.  This increases the bandwidth and avoiding the bottleneck.  Namely, since the CPU can access both memory modules, simultaneously, larger data transfers are now possible.

Consider this example.  Using Dual Channel configuration, 2 sticks of DDR5 Memory, that runs at a reported 2600MHz (cycle clock speed) the system is capable of 5200 MT/s of bandwidth (transfer speed between CPU and Main Memory).

Exercise:
Useful Windows system utilities such as CPU-Z will report on important CPU/Memory parameters.
· Boot up your Windows Server VM (if not available, use the host PC you are working on).
· In your browser> https://www.cpuid.com/softwares/cpu-z.html
· Download Windows version 
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· > Install CPU-Z

· Now click Start > CPU-Z
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From the CPU-Z control window take note of important metrics including:
[bookmark: _Hlk225068125]> With the CPU tab selected:
· 'Base' Data Bus Clock Cycle Speed (called Bus Speed) - Presents the Base or reference clock cycle speed for the system, as opposed to the Internal CPU core frequency or the achievable 'memory speed'.
> With the Memory tab selected:
· The DRAM (raw physical data frequency) - This does not account for (or display) dual channel configuration speeds.
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> With the CPU tab selected:
· To obtain the CPU core frequency (Clock speed) in MHz or GHz, multiply the Base clock speed (Bus speed) x by the multiplier value (which is effectively represented in CPU-Z as the Core Speed Value.
> To obtain the Memory speed in MHz (namely the data bandwidth/transfer rate value (as MT/s), in Windows > 
· CTRL + ALT + DEL > 
· Choose Task Manager > Click Performance tab
· Click on the Memory Category and take note of the speed value in MHz. (Note how this is double that of the reported DRAM frequency reported in CPU-Z.
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Buses, CPU and Memory factors in System Performance.
· CPU USES BUSES TO CONNECT TO MEMORY AND ALL OTHER I/O AND PERIPHERALS.

· MAIN MEMORY (RAM OR ROM) USES BUSES TO CONNECT TO THE CPU FOR THE PURPOSE OF FETCHING AND STORING DATA.

· INPUT AND OUTPUT CONTROLLERS (I/O) USE BUSES TO CONNECT ALL PERIPHERAL DEVICES (E.G. KEYBOARDS, MICE, MONITORS) TO THE CPU.

· STORAGE DEVICES (HDD/SSD) DRIVES USE BUSES FOR DISK CONTROLLERS (E.G. SATA TECHNOLOGY).

· EXPANSION SLOTS (E.G. PCI-e) USE BUSES TO CONNECT DEVICES SUCH AS GPUS, SOUND CARDS AND NEWER TYPES OF STORAGE DEVICES (E.G. SSD/NVMe) TO THE COMPUTER SYSTEM.
In modern bus technologies, it is possible to use the following features to improve efficiency and performance of the system:
· Direct Memory Access (DMA) - Facilitates direct connections between peripheral devices and main memory so that data can be directly retrieved from or transferred to memory without requiring CPU operation.

· As explained above, technologies such as PCI-e, utilise much greater performance for devices such as powerful storage devices and Graphics Cards.

· System Bus/Front Side Bus (FSB) - provides a direct line of communication between the CPU and Memory to improve performance.

· Internal Buses - The CPU is able to make use of high speed, internal buses to connect its Cores to Cache and the Memory controller.








Here we will present an example of Buses, CPU and Memory operation to optimise computer system performance.   
On the ‘Fetch’ part of the cycle:
· When a program is opened, its data is moved from non-volatile permanent, but slower storage (e.g., an SSD drive), into Main Memory. 
· CPU requests the target location in Memory by providing this to the Memory address bus.
· The Control bus is given the ‘Read’ signal by the CPU.
· The read request is read by the Memory Controller, it responds by placing the data from the target memory location onto the Data Bus
· The CPU receives the data from the data bus and moves it to internal registers to work with.
It is important to be aware of the hierarchy of Memory, including the levels of internal registers that the CPU uses.  This is because holding programs (instructions and data) in a temporary, fast access workspace is critical for processing performance.  
· The fastest temporary workspace available to the CPU, is its internal registers, these hold active data and instructions being processed.
· Level 1, 2 and 3 Cache memory is the high-speed memory workspace situated in very close proximity (or on the CPU itself).  Cache memory is a faster medium of accessing frequently used data and instructions and removes the latency in systems by eliminating the need to use slower the Main Memory modules.  Cache uses specialised predictive algorithms to calculate frequently used data/instructions and move it to cache memory, before the CPU even requests it.  
· Main Memory – a slower but larger workspace for storing active data and instructions. 
The process is similar at the end part of the cycle, the ‘Store’ stage.
· CPU again requests the target memory location by providing this to the Memory address bus.
· The CPU gives the data bus the data to be stored at the target memory location.
· The Control bus is given the ‘Write’ signal by the CPU.
· Memory controller stores the data in the location provided by the Memory address bus.  
Before investigating some of the tools/utilities we can use to analyse these principles in a practical context, it is important to understand some of the key performance factors that affect these operations:
· Bus width (as we have seen the bandwidth determines how much data (32-bits vs 64 bits) can be transferred per cycle.
· Bus speed (determines how many times per second, data can be sent).
· Memory Controller – Modern computer systems use a Northbridge, which is a dedicated bus that manages data traffic integrity between the CPU and Main Memory.
· Direct Memory Access (DMA) – Several devices in modern systems are able to directly communicate and exchange data with Memory.  This technology is referred to as Direct Memory Access or DMA and it reduces the load on the system bus, by bypassing the CPU.  
Exercise:
Here we will investigate some system utilities and programs that can be used to monitor and evaluate system performance such as CPU, Memory and Bus interaction and performance.  We will use some, but not all of these tools in the following exercises.  They include:
· btop – A utility that provides users with an insight into important characteristics of system performance including CPU usage metrics, Memory consumption, active processes running on the system and network bandwidth.  The btop utility facilitates live monitoring of resource usage, useful for managing the system when it is under intensive load and aids with identifying any potential bottlenecks in resources.  Since btop has a more up to date intuitive feature set than tools such as top and htop, it allows resource usage to be graphed in colour coded sequences, which is invaluable for identifying any anomalies or trends in performance over a period of time.  
· vmstat – The program name for Virtual Memory Statistics.  The command vmstat 1 presents a continuous pool of statistics related to CPU and Memory interaction in real time.  A common usage is when CPU wait time is higher when Main memory is full and data needs to be moved into swap space.  Swap space is a critical part of Memory Management within Operating Systems. It is an area of the slower non-volatile storage that the system uses as a safety net when Main Memory is saturated.  In the Linux O/S we can setup a specific swap space to optimise system performance relating to memory management via tools such as fdisk and parted and techniques such as ‘fine tuning Swapiness’ (see the article for more details):  https://oneuptime.com/blog/post/2026-01-24-configure-swap-space/view
· perf – The Linux Performance tool.  Allows users to monitor and profile CPU cache behaviour (i.e., branch prediction algorithms) and kernel management.  One common usage example is demonstrating how there may be heavy load on the system bus by viewing how frequently a program ‘misses cache memory’.  
· iostat – A useful utility for showing low level CPU and bus interaction.  A common use is to monitor CPU, I/O wait times and disk throughput performance, an invaluable technique for understanding bottlenecks in the bus system during heavy file transfers.
· free -h  A command we will utilise to demonstrate total RAM, available RAM and the swap space being used by the system.  
· dd  -  A command utility that works at the raw data level (blocks/bytes) rather than at filesystem level.  It can be used to copy large blocks of data to disk, I/O and memory.  
We will undertake a series of experiments to demonstrate CPU, Memory and bus system interaction within the Linux operating system.  As previously we will use tools such as stress-ng to load the system.  Following these operations we will gain insights into how these resources are affected and managed by the operating system.  

· In the Ubuntu VM > Launch the Terminal
· In terminal > sudo apt install -Y btop sysstat
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· Open a new Terminal tab 
· > btop


The btop console window is displayed:
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· Note the CPU usage and memory usage at present load
[image: A screenshot of a computer

Description automatically generated]
[image: A screen shot of a computer

Description automatically generated]
Open a new terminal tab > vmstat 1
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Open up a new terminal tab window (we should now have 3 open, 1 to observe changes in btop, 1 to observe changes in vmstat1 and one to run the next program, stress-ng
In terminal > stress-ng  --cpu 4  - - vm2  --vm-bytes 2G –timeout 120s
Command explained:
--cpu 4 stress-ng is deploying 4 workers with the purpose of stressing CPU cores and max loading them to >=100%
- - vm 2 deploys 2 worker threads that will not only allocate memory but also write data to it
- - vm-bytes 2G ensures that each worker (2) will allocate and then write data to 2GB memory (4GB in total). 
In the btop terminal window, notice how all 4 core usages experience load spikes and the memory usage bar turning red as a large block of data is being moved to main memory. 
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Swap file usage is not too heavy since only stress-ng is running on the system and even though cores and memory are heavily used, memory is still not completely maxed out (it is only heavily under load when stress-ng starts ‘Paging’ memory (paging is explained in the next experiment).   
Since 4 ‘CPU workers’ were deployed, this would mainly place the load on each of the 4 cores in our CPU in the system.
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Then, note resource saturation ‘cooling off’ when stress-ng finishes:
[image: A screen shot of a computer

Description automatically generated]
[image: A screen shot of a computer

Description automatically generated]
In the next example, stress-ng will be focused on saturating virtual memory in the VM.  The tool will first allocate memory (called Virtual Memory allocation) but then actually starts writing (called Paging) to memory, which is where the saturation begins.  
Since the command will try to allocate and page more actual memory than is available in our VM, the operating system will be forced to use swapping (writing data to the slower hard disk) and invoking it as and when needed.  This heavily affects system performance as instructions and data read/writes are from disk instead of memory.  The I/O percentage i.e., the system and I/O buses will feel this ‘pinch’, since the CPU is so busy and preoccupied interfacing with a slower component for the instructions and data it would usually get from higher speed memory and registers.  
Saturation of resources will typically force swapping (though in newer SSD disks) the system may still be usable (whereas on older HD host/VM systems it would likely not be).  The example would also force the Kernel Management system into pressure avoidance mechanisms such as the OOM (Out of Memory) trigger.  This would then automatically KILL the process ID associated with generating the load (in this case our stress-ng experiment).
In our command terminal window (the one we previously used for the first stress-ng command
Terminal > stress-ng  - -vm 2 - -vm-bytes 150% --timeout 120s
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Notice how Memory used values and Memory available begin to increase/decrease consequently, as the stress-ng test first deploys the vm workers to allocate memory and then begins to start writing (paging) to memory.

It is at this point the swap file percentage increases (on my graph up to around 50%).  
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Notice the timeline on the CPU and core graphs, showing the spikes/peaks when the CPU is having to complete the much slower interactions with the hard disk for reading/writing instructions and data.
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The I/O usage as a percentage will increase due to the effects of swapping (bear in mind that quite a bit of the disk is already used for the OS anyways, as we only have a 25GB disk).

Open up a new terminal tab:
Terminal> vmstat 1 
Observe the initial low numbers posted for system wait time “wa” underneath the wa column. 
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In your previous stress-ng tab, run the experiment again.  Now return to the vmstat tab and this time pay particular attention to the wa column number. This number will increase from its baseline, signifying the bottleneck in the bus system due to instructions and data attempting to move to and from memory during swapping.  
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Notice ‘wa’ numbers drop when the stress-ng program isn’t attempting to page memory data/instructions
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The number then increases again over the period that paging is being attempted:
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In the final experiment we will use dd, htop and free -h to observe how the Kernel management invokes predictive/branch algorithms in order to free up cache space in readiness for accommodating the active application and the active instructions/data it requires.  Ideally we would need a few monitors set up alongside each other to see the operation occur in real time, one with htop/ free -h open in live mode and the other running the dd command.  
· In one terminal tab > htop

We need to tweak the view slightly since the blue bar indicator in the Memory pane (which represents buffers) isn’t really sufficient on its own to interpret the operation.

· In htop> Press F2, use the cursor key on the left to select Meters
· Move across with the cursor key to the Memory field under Column 1
· Press the space bar and toggle the Memory chart meter view to the Text option
· Click on the F10 button at the foot of the htop window. You can now see text based fields (as opposed to colour coded bars) for metrics relating to Memory displayed on the left in htop.
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· In a second window> free -h
In the third terminal tab we will use the dd tool to fill up available RAM so that the Kernel manager can reclaim cache
· dd if=/dev/zero of=largefile bs=1G count=2 oflag=direct

The command will create a large file that is filled with zeros (2TB) and write this file directly to the disk in 2 x 1TB file size blocks. 

Observing the results of this command (from either free -h or htop) should show that buffers/cache experiences a ‘numeric drop’ as the kernel manager is freeing up cache space for the active application, meanwhile memory use ‘rises’.  Although, without the use of dual monitors to observe this in real time, it is difficult to tell from the statistics in the format presented.  




Summary:
We investigated the relationship between the CPU, Memory and the various internal buses (that interconnect the components) in our computer system.  Given certain conditions within a system, we saw how stress (through heavy load placed upon Memory) can invoke memory management (e.g., Cache) and OS management operations (Swapping).  Also, how heavy operations such as large paging activity (memory allocate + memory write) can affect the internal bus system (by increasing wa times) and CPU behaviour.    When faced with large raw level memory block writes though tools such as dd, Kernel management can invoke branch/predictive algorithms to clear and prepare cache memory for active applications.  This is to improve efficiency and potentially avoid heavy performance degradation.    Where this is not possible, the kernel management may need to resort to killing processes via OOM (out of memory) operations.
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CPU | Mainboard | Memory | SPD | Graphics | Bench | About |

Name Intel Core i7 13700H intel
Code Name Raptor Lake Max TDP | 45.0W
Package Socket 1744 FCBGA CORE
Technology | 10nm CoreVID | 0.745V i7
Spedification 13th Gen Intel® Core™ i7-13700H
Family 6 Model A Stepping 2
Ext. Family [} Ext. Model BA Revision Jo

Instructions |MMX, SSE (1, 2, 3, 4.1, 4.2), SSSE3, EM64T, VT-x, AES, AVX,
VX2, AVX-VNNI, FMA3, SHA

~Clocks (P-Core #0) Cache

Core Speed | 1097.32MHz LiData| 6x43KB +8x 32KB
Multiplier [ x11.0(4.0-48.0) || L1Inst. | 6x32KB +8x64KB
BusSpeed |  99.76 MHz Level2| 6x1.25MB +2x2MB

Rated F5B Level 3/ 24 MBytes
SelectimISodaet#l vICors 6P +8E Threads | 20

CPU-Z ver.2.190x64 Tools |v| vaidate | close |




