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Task One: Research 
Security Frameworks:
A cybersecurity framework provides a language and a set of standards to users to understand their security postures. With frameworks in place, it helps the users to easily define the processes and procedures to assess, monitor and mitigate security risks.
The NIST security framework was established by former President Obama. This security framework called for greater collaboration between private and public sectors for identifying, assessing, and managing cyber risks. While this framework is voluntary. This has been become the gold standard assessing cybersecurity maturity, identifying security gaps, and meeting cybersecurity regulations.
ISO 27001 and ISO 27002 was established by International Organisation for Standardisation (ISO), These certifications are considered the international standard for validating a cybersecurity program. With these certifications one or both, companies can demonstrate to the board, customers, partners, and shareholders that they are doing the right things to manage cyber risk. If a company is ISO 27001/2 certified it’s a good indicator that they have good cybersecurity practices and controls in place.
The downside of these certifications requires time and resources. Companies should only proceed if there is a true benefit, such as the ability to win new business. The certification is also a point-in-time exercise and could miss evolving risks that continuous monitoring can detect.
The General Data Protection Regulation (GDPR) was adopted in 2016 to strengthen data protection procedures and practices for citizens of the European Union (EU). The GDPR impacts all organizations that are established in the EU or any business that collects and stores the private data of EU citizens — including U.S. businesses.
The framework includes 99 articles pertaining to a company’s compliance responsibilities including a consumer’s data access rights, data protection policies and procedures, data breach notification requirements (companies must notify their national regulator within 72 hours of breach discovery), and more.
Security Technologies:
Firewalls:
A firewall is the initial security layer in a system. It is designed to keep unauthorized sources from accessing enterprise data. A firewall serves as an intermediary between a personal or enterprise network and the public internet. Firewalls use pre-configured rules to inspect all the packets entering and exiting a network and, therefore, help stop malware and other unauthorized traffic from connecting to devices on a network.


Authentication and authorization:
Two processes are used to ensure only appropriate users can access enterprise data: authentication and authorization.
Authentication involves users providing proof that they are who they claim to be. This proof can be providing a secret, such as password or PIN, or biometric authentication. Depending on the authentication scenario, users may be required to provide one or more additional factors when signing in, known as two-factor authentication or multifactor authentication (MFA). Step-up authentication maybe also be required if a user attempts a more restricted action after successfully logging in initially.

Examples of authentication are the following:
· Passwords/PINs
· MFA
· Biometric scans
Once users have proven their identity, authorisation determines whether the user has the appropriate permissions to access specific data. By authorising users, they gain permissions within the system to read, edit and write files.
Examples of authorisation are the following:
· Principle/privilege access
· Attribute-based access control
· Role-based access control
Data encryption:
Data encryption converts data into coded ciphertext to keep it secure while in transit between approved parties. Encrypting data ensures only those who have the proper decryption key can view the data in its original form. Encrypted data is meaningless if the file has been intercepted by attackers.
An example of data encryption is Asymmetric encryption, also known as public key encryption and Symmetric encryption, also known as secret key encryption.
Data masking:
Data masking obscures data so that, even if criminals intercept it, they can't make sense of what they stolen. Unlike encryption, which uses encryption algorithms to encode data, data masking involves replacing legitimate data with similar but fake data. This data can also be used by the company in scenarios where using real data isn't required, such as for software testing or user training.
Tokenisation is an example of data masking. It involves replacing data with a unique string of characters that holds no value and cannot be reverse engineered should it be captured by bad actors.




Physical Security:
Physical security is represented as the security of personnel, hardware, programs, networks, and data from physical situations and events that can support severe losses or harm to an organisation. This contains security from fire, natural disasters, robbery, theft, destruction, and terrorism.
There are several elements of physical security which are as follows.
It can be alternative physical security strategies should be performed. When appropriate, consider the need of window bars, anti-theft cabling (with alarm when cable is disconnected from system), magnetic key cards, and motion detectors.
Hardware (servers, workstations, network devices) should be restored or upgraded within reasonable timeframes to maintain the network functionality. However, once a workstation is outdated after four to five years old, its processing power decreases in relation to the requirements of current software. When computers including sensitive information are being maintained or repaired, be sure that sensitive information is properly passworded, encrypted, or eliminated from the computer before maintenance or repair. Proper processes to be used to backup system data and applications.
It can be used to create a procedure and schedule of system backup.
Cryptography:
Cryptography in computer network security is the process of protecting sensitive information from unauthorized access when it is at rest or in transit by rendering it unreadable without a key. Leveraging encryption, cryptography helps users secure data transmission over networks, ensuring that only individuals with designated keys can access encrypted data.
Types of Cryptography 
There is no shortage of methods of cryptography available on the market, so you might be wondering which cryptography types will work best for your organization’s security needs.
In general, there are two types of cryptography widely used for cybersecurity applications:
Symmetric Cryptography
Also called “secret key cryptography,” symmetric cryptography functions via cryptographic key sharing between users. In this method, the same key is used to encrypt and decrypt data and is typically shared between users. In theory, only an individual with a unique cryptographic key should be able to decrypt the encrypted data. Symmetric cryptography is often used to safeguard the local storage of sensitive data on drives or servers.
Asymmetric Cryptography
On another level, asymmetric cryptography is typically used to safeguard the transmission of sensitive data across public networks. Asymmetric cryptography is also called “public key cryptography” because its users must have two keys. One of the keys is considered a “public key” that can be provided to anyone either user communicates with. However, the second key decrypts the encrypted data and is meant to be kept private.




Encryption 
Data encryption refers to the process of using an algorithm to convert binary data from one form to another, accessible only by a specific key. For encryption to work, an algorithm converts plaintext into a difficult-to-decipher form (also called ciphertext), which can only be converted back to plaintext with a cryptographic key. Developing complex encryption algorithms will help increase the security of data transmission and minimize the risks of data being compromised.
Decryption
Decryption essentially reverses encryption. Using a cryptographic key that matches the encryption algorithm, a user can decrypt sensitive data whether at rest or in transit.
Depending on the complexity and robustness of the algorithms you use, both encryption and decryption in cryptography will help optimize your security posture and safeguard sensitive data.
Examples of Cryptography 
With wide-reaching applications, cryptography can help secure a wide range of sensitive digital environments, regardless of organization size, business needs, or industry. Your choice of cryptographic solutions will depend on the type of security controls you need to implement.
Below are some of the common uses of cryptography:
· WhatsApp
· Securing Sensitive Emails
· Bring Your Own Device Polices
Implementing Information Security:
Build an Information Security Team
The first step in information security is to decide who needs a seat at the table. One side of the table holds the executive team, On the other side of the table sits the group of individuals responsible for daily security operations. This group designs and builds the framework of the security program.
Inventory and Manage Assets
The security team’s first job is to understand which assets exist, where those assets are located, ensure the assets are tracked, and secure them properly.
Assess Risk
To assess risk, Think about threats and vulnerabilities. Start by making a list of any potential threats to your organisation’s assets, then score these threats based on their likelihood and impact 
Manage Risk
Now that the risks ranked, decide whether to reduce, transfer, accept, or ignore each risk.
Reduce the risk: Identify and apply fixes to counter the risk 
Transfer the risk: Purchase insurance for assets or bring on a third party to take on that risk. 
Accept the risk: If the cost to apply a countermeasure outweighs the value of the loss, you can choose to do nothing to mitigate that risk.
Avoid the risk: This happens when you deny the existence or potential impact of a risk.
Develop an Incident Management and Disaster Recovery Plan
Without an Incident Management and Disaster Recovery Plan, you put your organisation at risk should any security incident or natural disaster occur.
Inventory and Manage Third Parties
Make a list of vendors, suppliers, and other third parties who have access to your organisation’s data or systems, then prioritize your list based on the sensitivity of the data.
Security Controls
Identifying risks and deciding on how to handle each one. Implement controls. These controls will mitigate or eliminate risks. 
Establish Security Awareness Training
Conduct frequent security awareness trainings to share your information security plan and how each employee plays a role in it. 
Audit
The best way to determine the effectiveness of your information security program is to hire a third-party auditor to offer an unbiased assessment on security gaps. 

Task 2 Case Scenario:
Swantech an up-and-coming threat intelligence and consultancy company has asked me to set up a new information security unit within the company. Below I display my solution.
Organisation Structure:
According to indeed an organisation structure is the process of how a company/ team assigns and coordinates tasks on a day-to-day basis. When creating this structure, we need to consider four main areas.
Resources – Understand what resources are at the team’s disposal.
Skills – Understand what the team has in the way of skills as different positions within the team require different or overlapping skills.
Goals – Understanding what the team will undertake and achieve for the company.
Business Objectives – Understand what the company overall business goals are and how the team can help achieve these goals.
The benefits of have an organisation structure is that it will act as a guide for employees, help new employees understand to who they report to within the structure and outlines leadership to everyone within the team.
Below is an organisation structure graph prototype.
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Policies:
According to the ISO, policies are frameworks and constraints within which employees can strive for success individually or as a collective. Within IT, polices cover many areas ranging from organisation wide to specific topical polices that affect just the team. When developing policies, we need to consider the aims and objectives of the organisation. The target group of the policy and the structure and processes of the organisation. According to VeriSM Service Management there are three simple questions at the policy must answer. Why are the policy necessary, what needs to be achieved from the police and how the employee will know if this is done, and it works. According to the ISO/IEC 20000:2018 standard for service management defines only three policies that any IT organisation should maintain. A service management policy, a change management policy and an information security policy. According to the info tech research group defines other policies that include an enterprise architecture policy, data management policy, asset management policy and purchasing policy.
Service Management policy should include commitments to satisfy applicable requirements and commitments to continually improve the organisation service management system and services. Without this policy there is no evidence of service management direction from leadership, leading to a disjointed approach to service management activities across the organisation.
Change Management policy is to maximise the number of successful service and product changes by ensuring that you are assessing possible risks. Without a policy like this there are potential risks of unplanned service disruption.
Information Security policy outlines the required posture to secure the availability, integrity and confidentiality of the IT systems from possible risks. Without this policy the IT systems could be at a real potential risk.
Enterprise Architecture policy outlines how IT supports the business operations and objectives. Without a policy like this could cause poor performance and increased costs to the business.
Data Management policy focuses on management of data assets for example documents, databases and data files with a focus on data protection and privacy. Without a policy like this in place there is a risk of misuse and loss of data.
Purchasing policy provides guidance on acquisition of service components. Without it the organisation can be impacted financially.
Laws and Ethics: 
The main law that the company must follow is GDPR.
GDPR was implemented by the EU in mid-2018 to help regulate how companies use customer data to uphold privacy. The law asks companies to have enterprise-wide data mapping and inventory. Ensure third party vendors are also compliant and regularly assess the company’s privacy programs and ensure data is only being accessed after an individual has opted in. GDPR is for any industry that collects, processes or store personal data about EU citizens and corporations that offers services or goods in Europe.




Risk Management.
Risk management in IT entails the process of identifying, monitoring and managing potential information security risks with the goal of mitigating or minimising their negative impact. Examples of potential IT risks include security breaches, data loss, cyber-attack and system failures.
The steps in a risk management process are as follow. Identify the risk, assess the risk, mitigate risk, develop a response, develop a contingency plan and review processes and procedures.
As part of the risk management, try to reduce the likelihood of risks affecting the business in the first place. Place measures to protect the system and data from all threats.
Contingency Planning:
A contingency plan is a back up plan for “what if” scenarios that could derail the project or business. A simple example of a contingency plan is to create back ups of all work done just in case of lost work cause by outside factors. The purpose of a contingency plan is to ensure work runs as smooth as possible, despite possible unexpected events. When writing a contingency plan, you must consider what are your essential processes, create a list of risks, evaluate each risk, calculate costs and create a response plan for the possible risks.
Protection Mechanisms:
According to Easy Tech Junkie a protection mechanism is a security device on a computer that acts to enforce selected security policies for the multiple users on the system. Without a protection mechanism in place, it would be impossible to prevent users from having full access to the system. There are seven popular security mechanism within the industry. Encipherment deals with hiding and covering of data which helps data to become confidential. Access control is used to stop unattended access to data by using passwords/pins to data files. Notarisation involves use of a trusted third party in communication. To act as a middleman / mediator between sender and receiver. Data integrity is used by appending value to data to which is created by data itself like sending packets of information known to both sender and receiver and is checked before and after data is received. Authentication exchange deals with identity to be known in communication this is done on the TCP/IP layer where two-way handshaking is used to ensure data is sent or not sent. Bit stuffing adds extra bits to data sent. It helps data to be checked at the receiving end. Digital signature is adding digital data that is not visible to eyes. It is form of electronic signature which is added by sender which is checked by the receiver electronically.
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      MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]No referencing applies to this report but a very short reference listing provided at the end that are websites.  Need to improve this area by using peer reviewed articles utilising the university online resources and journals. Did not demonstrated diversity of sources and materials used.  This demonstrated lack of engagement with literature skills.   
	[bookmark: totalRIL]20
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comments above to improve this section, to demonstrate your knowledge and understanding and to incorporate more critical appraisal of the literature. 
	[bookmark: totalKUS]10
	[bookmark: markKUS]2

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]No introduction and conclusion done.  Your introduction should give a background to the work along with some general research information of the subject areas preferable from peer reviewed articles to enhances your work.  Your conclusion should summarize your key areas of the report. Your research section need improvement rather than just merely explain terns it its critical analysis. You have explained the case study but require improvement.  Both section could do with more work and research.
	[bookmark: totalANA]25
	[bookmark: markANA]10

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have provided a basic organisation structure. Other diagrams, tables or charts can be used to discuss other areas of the case study.
	[bookmark: totalPAD]25
	[bookmark: markPAD]9

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]You have not used the IEEE report format for at least task 1. Your report need formatting and organising.  Your writing and the overall report need improvement. 
	[bookmark: totalSPP]20
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]31%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




image1.png
Head Of Operations

W

Team Manager

Project Leaders

Skiled Employees

Entry Level Empolyees




