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Using the FTK 8.2 software in room 205 (cisco lab)
In Lab 1 you were introduced to FTK, and you had:
· Create your own login
· Creating and configuring a new case
If you have not done this, go back to Lab 1 and get it done.

Following up from lab 1:
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Example Working with Evidence Image Files in FTK - use Evidence images for the Shared OneDrive
· Verifying Drive Image Integrity 
· Mounting an Image to a Drive 
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Remember to use Evidence images for the Shared OneDrive
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Lab Analysis 
Analyse and document the results of this lab exercise.
Using https://tryhackme.com/ website

1. Once you have signup go to learn and do one of the Forensics free lab

[image: ]

2. Choosing any of the Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

3. To select a free walk through task, select 
a. Go to Walkthroughs as shown below

[image: ]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Choose any of the free walkthrough exercises and give it a go. If you have not done the “Intro to Digital Forensics”, start with that one.
e. Now try to find a lab on how to convert an E01 image file to a dd image file and vice versa.
f. Or choose a forensics lab of your choice.

There are many other similar sites.  If you are using a different one, please share it with the class.  Do any of the free walkthrough exercise but the option is yours if you want to subscribe (pay).
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8. (Optional) In the Database Directory field you can specify a location for where to store database
directory files. You can check the In the case folder option to save the database directory in the case
folder. If you do not specify these options, the database directory is saved to the default location of
the database.

Note: The location that you specify for Database Directory is relative to your database
-1 computer. If you intend to specify a location that is on a different computer than your
database, for example in a multi-box scenario, then you must enter a network path.

Important: If using a UNC path for the case folder, and selecting the In the case folder option for the
database directory, and if the database process isn't running as a network user, it will not be able to access
the UNC path and wil therefore fail to create the database files.

9. Select the required Date Format.

10. Configure the default processing options for the case by either using a processing profile or using
custom settings.

1. If you wish to open the case as soon as it is created, mark Open the case.

12. Click OK to create the new case.

When you configure Detailed Options for a case, there are options for doing the following:

« Configuring Default Processing Options for a Case.
« Configuring Evidence Refinement (Advanced) Options.
o Selecting Index Refinement (Advanced) Options.
 Selecting Lab/eDiscovery Options.

« Managing Custom Identifiers.
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Verifying Drive Image Integrity
A drive image can be altered or corrupted due to bad media, bad connectivity during image creation,
or by deliberate tampering. This feature works with file types that store the hash within the drive image
itself, such as EnCase (EOT) and SMART (S01) images.

To verify an evidence image’s integrity, a hash of the current file is generated and allows you to compare
that to the hash of the originally acquired drive image.

To verify that a drive image has not changed
1. Select Tools > Verify Image Integrity.

In case the image file does not contain a stored hash, one can be calculated. The Verify Image
Integrity dialog provides the following information:

Image Name Displays the filename of the evidence image to be verified.
Path Displays the path to the location of the evidence image file.
Command Click Verify or Calculate to begin hashing the evidence image file.

2. Click either calculate, or Verify according to what displays in the Command column, to begin
hashing the evidence file.

The Progress dialog appears and displays the status of the verification. If the image file has a stored
hash, when the verification is complete, the dialog shows and compares both hashes. Completing these
processes may take some time, depending on the size of the evidence, the processor type, and the

amount of available RAM.
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Mounting an Image to a Drive
Image Mounting allows forensic images to be mounted as a drive or physical device, for read-only
viewing. This action opens the image as a drive and allows you to browse the content in Windows and

other applications. Supported types are RAW/dd images, EO1, S01, AD1, and LO1.

Full disk images RAW/dd, EO1, and SO1 can be mounted Physically. Partitions contained within full disk
images, as well as Custom Content Images of AD1 and LOT formats can be mounted Logically. The

differences are explained in this section.

[0 Note: Encrypted images cannot be mounted as either a drive or physical device.
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Mounting an Image as Read-Only

To mount an image

1. Ifyou already have the desired image added as evidence in the case, select that item, then do Step
2 to auto-populate the Source box with the image file to be mounted, as shown in Step 3.

If you do not already have the desired image added as evidence, begin with Step 2.

2. Do one of the following:
« Right-click and choose Mount Image to Drive.
o Select the image from the Evidence tree. Right-click and choose Mount Image to Drive.
« Click Tools > Mount Image to Drive, then browse to the image on your local drive orona
network drive you have access to.
3. Enter the path and filename, or click Browse to populate the Source box with the path and

filename of the image to be mounted.

After selecting an image, the Mount Type will defaut to the supported mapping based on the image
type selected. Click the drop-down to display other available mount types. After selecting an image, the
Map Type will default to the supported mapping based on the image type selected. Click the drop-
down to display other available map types.

4. Select the Mount Type to use for mounting.
Available Mount Types are Physical & Logical, Physical Only, and Logical Only.

If the Mount Type selected includes Logical, you can select the Drive Letter to assign as the mount
point.
5. Click the Drive Letter drop-down to see all drive letters that are available for assignment to the

mounted image.
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