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[bookmark: _Toc40167575]Observational Tasks Worksheet 1

[bookmark: _Toc40167576]PART A

State the benefits of using Type 2 Hypervisor Virtualization software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network 
 
The Type 2 Hypervisor is also called hosted hypervisor and unlike the hypervisor type 1, it is installed on a host computer, which already has an operating system installed. It works like an application, like other software on the computer. Hypervisor type 2 can manage and run multiple VMs simultaneously. The advantage of this type of hypervisor is that It can be opened or closed as needed, freeing up resources for the host computer. However, as it runs on an operating system, it may not offer the same performance as a type 1 hypervisor.

One of the strengths of VirtualBox, being a type 2 hypervisor, is undoubtedly that of being able to install different VMs with different operating systems without  abandoning the computer operating system. It is therefore logical that any changes made on the VMs do not affect the basic operating system and the settings of the computer and this aspect is particularly important from the security point of view. Indeed, if you surf the Internet using the VM, any viruses or attacks will affect the VM keeping the computer safe. The same if a new applications needs to be tested in a VM. 
In addition VirtualBox is an opensource and can be installed and used for free. In our Worksheet, thanks to the virtualization of type 2 hypervisors, it was possible to create two servers and two clients with different operating systems using a single machine.
Obviously being VirtualBox an application installed on our computer, based on the number of VMs we use, we tend to slow down the RAM of the computer so VirtualBox and type 2 hypervisor in general are common for personal and small business use. 
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Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.

Active Directory allows to create and manage domains and users in a network environment. It is organized like a group containers of objects, like users, domains and operational units. All the objects(users or devices), that use the same database, are grouped in a single domain. Multiple domains can be combined in a group called Tree and multiple trees can be grouped in a collection called Forest.









uk.com
france.com








liverpool.uk.com
london.uk.com
paris.france.com






Figure 1. AD Forest Diagram. Source (Author)




Each triangle is a domain. All the domains inside the green circle is a Tree and the trees collection inside the blue circle is a Forest.
In the Figure 1, for instance, ‘uk.com’ is the Parent domain and ‘london.uk.com’ and ‘liverpool.uk.com’ are child domains.
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Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.

Basically a Domain Controller (DC) is a server on the Active Directory. We use Active Directory to manage and organise in a hierarchical way different users and computer, but we also need DC to allows users through the use of password and other credential to their specific domain. DC stores all users credentials, “The domain controller (DC) is the box that holds the keys to the kingdom- Active Directory (AD)” (Petters, 2018), and for this is exposed to cyberattacks. So every time it is needed to store users data in a network, it is fundamental to manage them with a DC to encrypt date and keep secure the sensitive access information to reserved area in the domain.

[bookmark: _Toc40167579]PART D
 What actions could we take in the event of a Domain Controller becoming unavailable.
Active Directory Domain Service manage  the Domain Controller and this ensure a replication of the Global Catalog (Users credential) and Schema (Premises) that can be used in the event of a DC becoming unavailable.
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[bookmark: _Toc40167581]TASK 1
Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.
Password complexity requirements are a set of rules set up in the Active Directory to ensure high security to the domain. Every users access point is a sensitive area in a Network environment because it is exposed to cyberattacks, so set up the minimum password complexity requirement is essential to keep the system secure. Active Directory has already these minimum parameters set up, but it is also possible to modify them to increase security. For instance in our Worksheet, the password minimum length has been modify from seven characters to eight and the invalid logon attempts (numbers of invalid tries before the user is automatically blocked) has been set up to five. In Active Directory to increase users security is also possible determine the Maximum password age that is the amount of time before the user need to change his password.
So basically higher is the password complexity sets up and more hard it will be for an external attack to have access to the network. 

[bookmark: _Toc40167582]TASK 2 
State the advantages and disadvantages of using Groups in Active Directory.
Groups in Active Directory are essentials to organize everything in hierarchical way. They are containers of objects and they are an useful tool to manage permission and establish access level to the different group of users. So basically groups in Active Directory allows us to manage users restriction within their own group instead of operating on the single user.
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[bookmark: _Toc40167584]PART A

Discuss the two different types of permissions in use within windows network environments.  
There are three type of share permission: full control, change and read. In this worksheet we learn how to manage these permissions because we had to share a folder containing a file. We had to manage different permission to different groups of users. For the All staff group we set up only read permission, so all the users in this group are not authorised to make any change in the shared folder but they can only visualise the files in it. For Technical Support Staff we had to set up the full control, so they are allowed to modify or delete the folder and the files it contains.

[bookmark: _Toc40167585]PART B

Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems
New Technology File System (NTFS) is used from the computer operating system to understand how all the files are organised and named in the hard disk. It has an important role in set up permission for shared  folder end file in the network. The share function establish the type of access to the file, while NTFS permission determine the type of action the user has on the shared material. Indeed in NTFS permission we have more option to choose from: full control, modify, read and execute, read, write. Basically NTFS allows a more selective control over the shared folder. NTFS is the recent version of file system and for this more modern with a lot of features despite the previous operating file system like FAT32(File Allocation Table). FAT32 lack of security and permission features.
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Identify the main benefits of using groups in an Active Directory domain.
Groups in Active Directory are container of object that allow to follow the hierarchical organisation typical of the AD. Groups permit to divide users of a company based on the department, for instance, or on the role they have. This will help the network administrator to manage the permission between the users. Indeed using groups he can extend the same permission to all the group instead to do it one by one of all the users.

[bookmark: _Toc40167587]PART D

Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.  
Group Policy is a collection of setting that can be accessible from Group Policy Management Console tool. Group Policy helps the network administrator to create settings that are valid for all OUs. 
Using Group Policy has different benefits:
· improve the management of all users’ computer, configuring in an uniform way all the machine, desktop for instance or avoid that users can access to certain website;
· improve the security of the network increasing for example minimum password requirement;
· reduce cost and gain time. In deed from a single position is practicable to manage update to all the computer in the same OU;
· create personal user profile accessible from all the computer in the company, just logging in with the user credential.
Organisational Units (OU) also have a fundamental role managing domain resources. OUs can:
· manage users and different object efficiently;
· allow to use Group Policy;
· permit to delegate administrative control.
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[bookmark: _Toc40167589]QUESTION 1  

State some principal advantages of using the DHCP service in network infrastructures.

Dynamic Host Configuration Protocol (DHCP) is a set of rules that automatically assign IP addresses, subnet mask, default gateway and DNS address and other configuration parameter to the host in a Network. The principal advantages od using DHCP in a network environment are:
· it is easy to implement;
· it makes an easy management to the network administrator, who does not have to set up manually all the hosts IP addresses 

[bookmark: _Toc40167590]QUESTION 2  

With the aid of diagrams, explain the 4 stage process involved with assigning DHCP 
Clients with IP addresses. You should describe the stages that both client and server 
enter, and the processes involved.

The automatic assignation of IP address through DHCP involve a 4 steps process between the client and the server.


[image: DHCP - Explaining DHCP process.]
Figure 2. Sourced (Networkencyclopedia, 2020)

1. DHCPDISCOVER : the client computer sends a broadcast message in the network looking for the server to release an IP address;
2. DHCPOFFER : the server, receiving DHCPDISCOVER, sends back to the client the IP address offer;
3. DHCPREQUEST :the client, receiving DHCPOFFER, sends a broadcast message to the server accepting the IP address;
4. DHCPACK : the server sends a last acknowledgment message to the client that confirm the IP address.

[bookmark: _Toc40167591]QUESTION 3  

What are some of the potential threats/dangers that could occur when using a DHCP service.

DHCP service has also few disadvantage in term of security, in fact it does not require any kind of authentication in the IP address request from a client. So in this case one of the threat is an unauthorised server in the network, that can detect data from the clients with the purpose of malicious use. DHCP service is not able to identify a client so Denial Of Service and Man-in the-middle attack need to be considered. 
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[bookmark: _Toc40167593]QUESTION 1

Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?

Domain Name Service (DNS) is a service responsible to translate a web site address in the correspondent IP address. This process takes different steps and involve mainly two different query process:
· Recursive Query, it happens when a DNS client requests to a DNS server for name resolution. This process output could be an error message, meaning that the result has not been found, or the IP address corresponding.
· Iterative Query, it happens when a DNS client requests to a DNS server different queries  to other Servers for name resolution. This process output is to deliver the best answer if the question is not matched.
When a client digits a web site address in a web browser, a recursive query is sent over Internet and reaches a DNS Resolver. A DNS resolver, as first step, sends an  iterative query to the ROOT Server. The root server elaborates the query and sends the best answer to DNS resolver, redirecting it to the Top Level Domain (TLD), specific Server for the address translation (.com, .org, .net). DNS resolver sends an iterative query to TLD server and it gets as best answer the address of the authoritative nameserver. DNS resolver sends an iterative query to the authoritative nameserver and it finally receives the IP address for the initial request. DNS server can now send the IP address to the web browser.


[bookmark: _Toc40167594]QUESTION 2

Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?

Root hint is a list of data memorized in the DNS server that helps to trace back the authoritative DNS server for specific domains. Every time a DNS server sends iterative query to others servers for name resolution, it keeps a record in cache memory for the next time the same name resolution will be requested.




[bookmark: _Toc40167595]QUESTION 3

We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:

      (1). What is the exact FQDN for this host.
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and  
             Domain Namespace.

1) The exact Fully Qualified Domain Name is Server1.subcontA.newtraders.msft.
2) 


Server1.subcontA.newtraders.msft

DOMAIN NAME
CHILD DOMAIN NAME
SERVER NAME
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Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains.  What important factors/characteristics do we need to be aware of?

DNS zone are organizational area in DNS. They are use to ensure a hierarchical organization in DNS service to produce on output for the name resolution.
The example shown in the following illustration represents the DNS zone organization to give a proper answer to iterative queries from the DNS resolver.
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Figure 3. Zone illustration. Source (Author)
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