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[bookmark: _Toc61032940]What is cloud computing, and what was its predecessor?

[bookmark: _Toc61032941]Definition of Cloud Computing

Cloud computing is defined here as ‘a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources.’ [1] Its 5 characteristics being defined as: 
· On demand self-service which takes out the work effort in managing the service to its consumers 
· Allowing broad network access to a range of devices 
· Pooling resources that can serve multiple consumers with varying degrees of access/performance 
· Rapid elasticity, which can be simply put as efficient provision of services of various scaling depending on demand
· Measured service, so being able to monitor and optimise resource performance and usage, and being able to report this efficiently between provider and consumer
Cloud computing is also defined by its service models, of which there are mainly 3, SaaS/PaaS/IaaS (Software/Platform/Infrastructure) As A Service. These all offer the benefits of cloud computing; however, they vary on the access to the underlying properties of the cloud infrastructure such as the network, servers, operating systems or storage, sometimes even the applications of the infrastructure. 

Life before the cloud
Before the mass uptake of the cloud, there were several hurdles to companies needing to share their data and applications to their other areas of business, so the provision and managing of the network needed to be undertaken by the businesses by themselves, where creating such a large network posed security, financial, and performance implications. Each company needed their own telecoms department, which required professionals to have specialist knowledge, which then moved onto IT departments.
[bookmark: _Toc61032942]The current state of network professionals in the industry?
The role of a network professional in the past, would have been to utilise primarily manual troubleshooting methods. This could involve gathering information about the problem, trying to duplicate the issue, question the users, identifying the symptoms, determine if there are any recent changes that could have developed this fault, and defining if it is one issue or multiple. Then it would come down to using all the above to formulate a theory, then putting this theory into practice. Then if the theory is correct, a solution can be planned and implemented. If not, the theory needs to be changed with possibly retracing the above steps again. Once the solution is implemented, this should be documented after verifying the solution resolved the issue. Trouble shooting can be a time heavy task given all the steps needed to carry it out.
With the advent of cloud computing, it has allowed consumers to demand an ever-increasing amount of data, which needs high performance networks to get this data from one point to the next. The roles of network professionals have had to adapt to this change by being proficient in automating network provision, maintenance and troubleshooting tasks. 
Below are a few statistics taken from survey undertaken by NetBrain [2] in 2017 which had responses from more than 200 IT professionals with day-to-day oversight and management of enterprise networks within organizations of more than 1,000 employees. Typical respondents had titles such as Network Engineer, Network Security Engineer, Network Architect, Director/Manager of Network Operations, and Director/Manager of IT.
‘When network issues arise today, 71 percent of engineers said they turn to command-line interface (CLI) as the primary way to troubleshoot problems. During a typical network issue, roughly 40 percent of respondents indicated that it would take more than four hours of troubleshooting time.’ 
The key challenges that respondents mentioned in tackling network troubleshooting, was that it takes too much time to troubleshoot using the CLI, and additionally network diagrams are not updated. The report goes on to say that this highlights the inefficiency on depending on manual troubleshooting for the growing complexity of physical and network environments. More than 60% have seen an increase between 1-25% in network size, while almost 20% have seen an increase by 25%+. It also goes on to say that only 4% of networking teams utilised automation in their roles. At the time in 2017, this shows that there needs to be a swift and efficient upskilling in network engineer roles and software engineer roles as their roles converge, with skillsets eventually overlapping as SDN becomes the norm.

[bookmark: _Toc61032943]How RESTful Web Services have been used to facilitate these changes.
RESTful web services have allowed network engineers to use software methods to automate what were previously explicitly manual tasks. Looking at Cisco devices for example, remote management of Cisco Devices is possible using the VTY Line of Cisco devices, with VTY abbreviating Virtual Teletype. This port allows remote access using the Telnet or SSH protocols. This makes it easier for network engineers to access a device, as it may not be local to them, however, was not previously used for any automation of manual tasks. 
These tasks would include getting current status of ports, checking duplex settings for any misconfiguration, or checking for any down ports, which may be down to an administrative error or physical error, amongst many other tasks that would be included in not only trouble shooting, but the provision of services also.

Using REST API, network engineers now can use the commands made available in REST/HTTP to manage network devices. GET can be used to receive a current state of a device, and POST/PUT/PATCH/DELETE can be used to modify and delete various configuration options. These commands are part of the CRUD operations normally used in SQL (Structured Query Language). 

[bookmark: _Toc61032944]Why has SDN become so heavily adapted even though network engineers have had to adapt to this change?

SDN has become heavily adapted because it centralises and simplifies the transport of data. In traditional networks, each network device would be concerned primarily with two tasks: controlling the data and forwarding the data. Each of these devices will need to have been set up/provisioned, with policies on how to handle the incoming data, and how to forward it to the next location. Every one of these devices will need to have been manually configured, either physically accessed or remotely, and takes time and knowledge, potentially requiring intricate knowledge of multiple vendor specific devices to get the network to connect and configured efficiently.
The basis of SDN is to add a layer of abstraction to the two above mentioned layers, known as the control plane and the forwarding plane [3]. SDN removes the task of controlling the data, i.e., determining how packets should be forwarded, from the individual network devices, and instead allows the control plane to be handled by a central SDN platform, which has global view of the network, and is able to manage the network devices through software solutions, which are available from several vendors.
Because SDN can greatly reduce the workload it takes for IT departments to manage their network, the full implementation of SDN globally is eventual, and thus the environment that the network engineer works in is moving toward being software based, and the traditional tasks of manually configuring network devices will ultimately be almost entirely replaced, thus leaving current skillsets of engineers outdated once SDN becomes the norm. 

[bookmark: _Toc61032945]Why standards like JSON, REST, XML have become selected over others? 
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REST (Representational State Transfer) is a methodology of how APIs (Application Programming Interface) can work efficiently and be interoperable across different applications. REST is more of a philosophy, less of a strict structure, that allows programmers to be able to use APIs effectively in RESTful applications. A RESTful system is a system that confirms to the constraints of REST. The constraints of REST are:
· Uniform Interface
· Stateless
· Cacheable
· Client-Server
· Layered System
· Code on Demand



As it suggests, to have a uniform interface is that there should be a uniform way of interacting with a given server regardless of device or application type. The first constraint has its own four guidelines, which are: 

· resource based
· resource manipulation through representations
· self-descriptive messages
· HATEOAS

To be resource based is to identify individual resources in requests. Resource manipulation through representations is essentially where the client has enough information about the resource in question, through requesting a representation of the resource available, and can then send a request with a command, providing the client has permission. Self-descriptive messages, which means that each request provides enough information to the server so that the request can be carried out. HATEOAS stands for Hypermedia as the Engine of Application State. Which means that each response includes a link so that the client can discover other resources easily. 

To be stateless means that the request is not dependent on the server storing information relating to the session or the request beforehand. The necessary state to handle the request is included in the request itself, this must be included in the query, parameters, headers or URI. Statelessness lowers the workload required by the server as the server does not have the responsibility of having to maintain, update, or communicate the session state. 

Every response from the server will also state whether the response is cacheable or not, and for how long they can be cacheable at the client side. What this does is that it improves client-application responsiveness. If the application repeatedly requests for the same request, then the client knows that the response is available in cache and will improve availability and performance by reducing client-server interactions. 
Client-server architecture is the separation of concern from both client and server. The client is only concerned with requesting resources and not with data storage, and the server holding the resources is not concerned with the client interface or state. REST comprises of a layered system. This is in reference to application architecture. Each layer does not need to be concerned about any layer other than that of the immediate layer.
Code on demand is an optional constraint where servers could provide executable code to the client, such as compiled components like java applets/client-sided scripts like JavaScript. [4]




[bookmark: _Toc61032947]SOAP
SOAP (Simple Object Access Protocol) is another protocol that was designed to structure how data would be formatted for implementing web services. SOAP primarily uses XML to extend the functionality of HTTP requests. Unlike REST, which are a set of flexible structural formatting principles, SOAP is an official protocol maintained by the World Wide Web Consortium (W3C) [5]. APIs will typically either adhere to REST or SOAP as they differ in their implementation.

Because SOAP is a protocol, and not flexible, it imposes built in rules that increase its complexity and overhead in data transmission, which can lead to slower responsiveness. However, having these built-in rules offers standard compliance to security and ACID (atomicity, consistency, isolation & durability) [6], which could be beneficial depending on the context of the required operation.  
Common web service specifications include [7]:
· Web services security (WS-security): Standardizes how messages are secured and transferred through unique identifiers called tokens.
· WS-ReliableMessaging: Standardizes error handling between messages transferred across unreliable IT infrastructure.
· Web services addressing (WS-addressing): Packages routing information as metadata within SOAP headers, instead of maintaining such information deeper within the network.
· Web services description language (WSDL): Describes what a web service does, and where that service begins and ends.
2 features which may point to the lesser popularity of SOAP over REST, is that responses cannot be cached, thus having no performance benefit unlike REST, and any responses must be returned in XML, whereas requests can be made through most application layer protocols (HTTP, SMTP, TCP etc). 
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JSON (JavaScript Object Notation) is a text-based, lightweight format for the representation of structured data that is based on key-value pairs and ordered lists, it is supported either natively or through libraries in most major programming languages. JSON is commonly used to exchange information between web clients and web servers.

JSON uses a minimal number of value types strings, numbers, booleans, lists, objects, and null. This makes it a good option to transmit between several languages/applications. JSON files themselves are saved as plain ‘human-readable’ files, in keeping with the ethos of JSON being interoperable and intuitive to use, as almost every language has no issues in opening and using plain text files.


[bookmark: _Toc61032949]Conclusion

The shift towards cloud computing has impacted the industry by allowing more efficient managing of networks by using Software Defined Networking, and as such, the line between Network Professionals and Software Professionals is blurred due to the fact that networks now will move towards being managed using software, so as well as Network Professionals needing to learn new skills to operate and maintain this new methodology to automate manual tasks, so do Software Professionals need to learn more and be more aware how their applications will interact with the networking infrastructure that they are being implemented on. 
From the information gathered, REST is the more popular format for APIs used in network programmability, due to its interoperability and relaxed and intuitive structure. The benefits that SOAP/XML offer over security and reliability however do not seem enough to make it a valuable player in today’s networking field, as RESTful APIs dominate the industry in comparison to APIs that have implemented SOAP. 
Given the popularity of REST and SDN, it seems that the industry is moving towards flexibility, both in operation with multi vendors, and its ability to provide and allocate resources to the fluctuating demands of managed services. With the industry moving this way, for optimum uptake of SDN, it is essential that interoperability is maintained and improved on, and to move away from strict and rigid structuring of our web-based queries and service delivery. 
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