Cureton Pharmaceutical Company (CPC) is working ferociously to come up with new cures for the latest respiratory viruses. The company is very close in coming up with various vaccines and want to ensure that their systems are not compromised or hacked into.

Assumptions
The company will have a public-facing website. Whilst the website won’t have an e-commerce element, it will exist to provide marketing and relevant company information to any external interested parties. This will reside separately in a Demilitarised Zone (DMZ) for security reasons. Due to this, it will not be tested on this occasion. 
The confidentiality and integrity of the research into the nearly developed vaccines is critical. Whilst HR, financial and other company information is important to remain secure, keeping the intellectual property safe is a must, as there will likely be other companies looking to capitalise on the development work of Cureton and look to steal their research to enhance and benefit their own. 
A research and development (R&D) database and file server will exist in a separate section of the network to ensure there is appropriate segregation from intellectual property (IP) research. 
The R&D network section will have a separate firewall to restrict both incoming and outgoing traffic as well as managing specific access controls. 
A separate section of the network will exist for non-R&D staff access, such as HR/finance functions, and will have access to its own email, file and database servers but will remain logically segregated from any R&D network sections. 
Staff will not be allowed to VPN remote access systems. This is a security concern and will not be included in the testing.
