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Chapter 1-Abstract
This report will discuss some of the key points of ransomware such as what it is, what it does, the types and ways to prevent becoming victims to it.
Chapter 2-Introduction
Ransomware is designed to deny a user access to their device or their files until a fee is paid to then criminals behind it [1].One of the major problems with ransomware is that it is rarely reported by the victim according to Congionti. with the victim giving into the demands of the perpetrators and paying the ransom [2].
Chapter 3- What is it?
Ransomware is a form of malicious software that aims to lock and encrypt someone’s files, application or even their whole device. After the malicious software has taken control it does what you’d expect from its name it will hold your device or data for ransom [3]. According to Malwarebytes the first cases of ransomware date back to the 1980 when payment was sent via snail mail. Today the cybercriminals will demand the ransom payments be sent via credit card or a crypto currency such as bit coin [4].
Chapter 4-How do you get it?
According to Malwarebytes the most common methods of being caught out by ransomware is through malspam, a malleolus form of spam email that has malware attached to it [4]. Another way people are caught out is with the cybercriminals use of social engineering, this is when you are browsing the internet and the pop up comes up claiming to be law enforcement or FBI our the most common [4] and then will not grant access or demand payment. 
Chapter 5- Types of Malware?
Scareware: like its name scareware is a form of ransomware that will pop up, and scary the user claiming that a virus has been detected and that it will fix it for a fee [3]. Although the pop up may seem convincing and worrying, its vital that you don’t respond to the request and ignore it as ignoring its request will keep your files safe.
CryptoWall: this malleolus software will do much more than just deny access to your files, it will aim to add itself to the start-up files, delete copies of files to make it difficult to reclaim use of your data without paying them and will also try to steal passwords and other sensitive details [5].
Screen Lockers:  Another malicious software that does what it says on the packet, it will completely lock you out of your device [4]. The “FBI virus” is an example of such ransomware, this malleolus software will infect the computer using phishing URL’s or other means and once inside it will lock the computer screen with a message stating that the FBI has locked your computer for breach of copyright infringements, or accessing illegal sexual content. The belief being that the user won’t seek help as they broken the law. The software will the demand a payment to give the user access again [6]. Although these scams and viruses can seem legit, Malwarebytes sums it up well The FBI or Law enforcement would not demand payment online, if you are suspected of cybercrimes or illegal activities they would bring up a court case against you [4].
Encrypting Ransomware: This is a very dangerous type of ransomware, this software once it gets into your files will burrow inside all available data and encrypt it. Then major problem with this is that once it’s got hold of your data, there is little that you can do [4]. 


[bookmark: _Hlk25265579]Chapter 6- How to defend yourself?
1. Strong Back up plan- Malwarebytes recommends investing in cloud storage which includes high encryption and multi-factor authentication. It also a good idea to use external hard copies as long as you disconnect after saving back up. This is because ransomware will spread to external devices if given the chance [4]. 
2. Strong antimalware software: You don’t just want a free virus software that clears virus threats, as Cook says you need a software program that will actively check for all malicious threats and always be working in the background to make it as difficult as possible for ransomware or any other malicious software to get in [7].
3. Keep Software up to date: It may seem a nuisance, but updates are an important. software companies are always in a race to find security viabilities before they can be exploited by criminals refusing to update leave you at a higher risk of malware and ransomware [7].
4. Avoid strange emails: The most common method of travel for ransomware is through email, if you ignore and delete suspicious software you lower the risk of infection [7].  So remember that if someone is telling you that you are the rightful heir to Atlantis it’s probably a scam.
Points 1,3,4 are also recommended by the CISA, a part of the United States Home Security. Other tips from the CISA includes [1]:
· Restrict other users’ ability to download and run unauthorised software without admirations permission [1]
· Install software that prevent unauthorised software running on your device [1].
· Enable spam filters to limit the amount of suspicious and phishing emails as well as scanning all incoming emails [1].
· Set up firewalls to prevent access for suspicious IP addresses [1].
Chapter 7- Conclusion
Although ransomware can and is a very dangerous problem for internet users, it important to follow all the steps mentioned above with creating a strong security set up to prevent ransomware sneaking in. It’s also important to have a strong and effective back up plan to give you peace of mind and not fall foul to criminals demands. Finally, it important to remember that if you do get caught it important to firstly shutdown your device, secondly seek professional help from the IT world and law enforcement, but never pay the ransom.
Chapter 8
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