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IPv6 Security

1.Introduction 
Internet protocol (IP) is a protocol which data is transferred from a computer to another through the Internet. Every computer (known as “host”) have on the Internet at least one unique address, which identifies it between all computers in the network. The Internet Protocol version 6 (IPv6) is the most recent version of the Internet protocol, and it is a TCP/IP protocol that enables data communications over packed switched networks, including the Internet. It also provides identification and location system for computers on routes traffic and networks across the Internet. It was developed to deal with the long-anticipated problem of IPv4 address exhaustion and it is intended to replace the IPv4. (“IPv6”, wikipedia)
The most obvious improvement is the increase of the address space from 232 to 2128. This extension will solve the problem of the future growth of the Internet. It also provides auto-configuration through a state-less mechanism, standardization of a subnet size and integration of security in the IPSec (Internet Protocol Security) protocol. (Rouse, 2010)
The explosive growth in devices, including laptops, mobile phones, and wireless handheld devices involves a need for additional blocks of IP addresses. IPv4 currently supports a maximum of 232 (4,294,967,296) unique IP addresses. IPv6 supports a theoretical maximum of 2128 (340,282,366,920,938,463,463,374,607,431,768,211,456) unique IP addresses. Let’s see how the security is for that enormous number.

2. IPv6 Security Vulnerabilities

	Most of the vulnerabilities are common between IPv4 and IPv6, but additional vulnerabilities appeared because of the changes that were made in the IPv6 related to the IPv4. Some of the vulnerabilities are: 
2.1 Autoconfiguration
2.2 IPv6 Tunneling
2.3 Extension headers
2.4 Multicast
2.5 More hacking tools support IPv6
2.6 Lack of experience in countermeasures
These are the most common vulnerabilities, but there are a lot more. Now let’s describe them
one by one.


2.1 Autoconfiguration
	As I said in the beginning, one of the new features that came with the IPv6 is the State-Less Address Auto Configuration (SLAAC). But it also raises serious security concerns. One of the problems will be the overlapping fragments, rose attack, teardrop attack.
· Overlapping fragments – it appears when two fragments contains the same IP packet that indicate the fact that they overlap each other in positioning in the packet. This would mean, either the fragment A is completely overwritten by the fragment B, or that the fragment B is completely overwritten by the fragment A. Some systems can’t really handle correctly fragments that overlap in this way and may throw exceptions. This is the basic of the teardrop attack. (“Ip fragmentation attack”, Wikipedia)
· Rose attack – “too many packets” operation is identified by an exaggerated number of unfinished fragmented packets identified by the network. Usually, this could be either a denial-of-service (DoS) attack, or an attempt of dodging the security measures. One example of this is the rose attack. (Hollis, 2012)
· [bookmark: _GoBack]Teardrop attack – is a denial-of-service (DoS) attack which implicates sending fragmented packets to a target system. The system cannot reassemble them due to a bug in TCP/IP fragmentation reassembly, the packets will overlap each other, crashing the system. If the sum of the offset and the size of the next packet are different, the packets will overlap. When this happens, the server vulnerable to teardrop attacks is unable to reassemble the fragmented packets, resulting a denial-of-service condition.
2.2 IPv6 tunnels 
	Users can use tunnelling to “sneak” throught a firewall, using a “wrapped” protocol, that firewall would normally block, inside a protocol that the firewall doesn’t block. If the firewall policy doesn’t exclude this kind of “wrapping”, this “trick” can function to get around the intented firewall policy.
2.3 Extension headers
	An attacker can create an IPv6 packet that have an unlimited number of extension headers and meets the protocol specification. Using this type of packet, the attacker can cause a denial-of-service (DoS) of the intermediary systems, he can pass through the network without any problem. Lots of extension together is a way to avoid the firewall system, and also the Intrusion Prevention System (IPS). (Dawooth, Vol.1, No. 4, n.d)
2.4 IPv6 Multicast 
	An attacker can use the multicast to send traffic to all the system that are a part of the multicast group. If all of the systems respond, that would give the attacker the information he can use for further attacks. To launch a blind attack against all the servers, the attacker have to send his packet to FF05::1:3(All DHCP servers on the local network site). (Dawooth, Vol.1, No.4, n.d.)
2.5 More hacking tools support IPv6
	By the time, many attackers have developed a lot of hacking tools for ipv6, being new it’s easier to “sneak” through the security than the IPv4, because of the experience behind. Ipv6 is a new internet protocol version, and of course will be easier to be attacked, because not too many people will know how to deal with the attack. It’s hard to counter an attack if you don’t really know how that attacker infiltrated through the security.
2.6 Lack of experience in countermeasures
	For a new protocol, the lack of experience is something that is normal to happen. This will need years, a lot of experiences, such as attacks, or bugs. Practice is the key, but for a internet protocol, it’s dangerous to practice.

3. IPv6 Security Model
	
Overall the IPv6 security model is almost the same as the IPv4, only that it has some security improvements over IPv4. Some of them are: 
3.1  The massive size of the IP Address Space
3.2  Criptographically Generated Address (CGA)
3.3  IP Security
3.4  Replacing Address Resolution Protocol (ARP) by Neighbour Discovery (ND) Protocol
3.1 The massive size of the IP Address Space
	As I said in the beginning, the most obvious improvement is the bigger space. This can be either a security threat, because it will be harder to recognize the attacker, or an improvement to the security. Let’s see how it improves the security. 
Usually, the attackers use the port scanning as a reconnaissance technique, so they can get a wide information from a victim’s network. It is estimated that, with enough bandwidth, all the IPv4 based internet would be scanned in approximately 10 hours. IPv6, having a huge address space, creates a notable barrier for attackers, who wants to attend the port scanning technique. However, in IPv6 is used the same technique as in the IPv4, apart from the IP address space differences. (IJASCSE, Vol.3, Issue 4, 2014)
3.2 Cryptographically Generated Address (CGA)
	This is a new feature, available only on the IPv6, as it is impossible to retrofit it to the IPv4 with the current 32-bit address space. How it works? Well it is possible to bind a public signature key to an IPv6 address. The resulting addres is called Cryptographically Generated Address (CGA). This furnishes an additional layer of protection for the IPv6 ND mechanism, and grants the user the possibility of a “proof of ownership” for a particular IPv6 address. The main advantages of the CGA are: 
· It makes fake attacks, and theft, on IPv6 addresses more difficult.
· It allows a digital signature with the owner’s private key.
· It doesn’t require any upgrade to overall network infrastructure. 
(IJASCSE, Vol.3, Issue 4, 2014)
3.3 IP Security (IPsec)
	I said in the introduction panel about this new feature, but we’ll discuss about it in details now.
First thing is that the IPsec became mandatory in the IPv6 protocol, while in the IPv4 it is optional. The IP security provides compatibility, first-rate and cryptographically built security services for transport at the IP layer. It improves the original IP protocol offering authenticity, confidentiality and access control to any IP packet over within the use of two protocols: AH and ESP.
3.4 Replacing Address Resolution Protocol (ARP) by Neighbour Discovery (ND) Protocol.
	What is the Address Resolution Protocol (ARP)? Well, in the IPv4 protocol, the connection between two layers addresses is established with the ARP, which dynamically set up mapping between the two layers addresses in the local network segment. In the IPv6, it is unnecessary to have the Address Resolution Protocol because the ID portion of a layer address is precisely derived from a device-specific layer address (MAC Address). So, the security threats from the ARP no longer apply to the IPv6. The new protocol called Neighbour Discovery (ND) protocol for IPv6 replaced the ARP.

4. Conclusion
	The newest version of internet protocol may have some issues and vulnerabilities, but it’s something normal, and I am pretty sure that some experts are already working on solving them. In my opinion the IPv6 as safe as the IPv4. Because both of them have issues, but they also have a good security. 
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Part 2

A)  School Of Applied Computing 


	Lab no
	No.
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Open access Lab
	250
	172.31.0.0
	172.31.0.1
	172.31.0.254
	172.31.0.255
	255.255.255.0

	Lab 308
	140
	172.31.1.0
	172.31.1.1
	172.31.1.254
	172.31.1.255
	255.255.255.0

	Lab 301
	60
	172.31.2.0
	172.31.2.1
	172.31.2.62
	172.31.2.63
	255.255.255.192

	Lab 309
	50
	172.31.2.64
	172.31.2.65
	172.31.2.126
	172.31.2.127
	255.255.255.192

	Lab 304
	45
	172.31.2.128
	172.31.2.129
	172.31.2.190
	172.31.2.191
	255.255.255.192

	Lab 306
	40
	172.31.2.192
	172.31.2.193
	172.31.2.254
	172.31.2.255
	255.255.255.192

	Lab 303
	36
	172.31.3.0
	172.31.3.1
	172.31.3.62
	172.31.3.63
	255.255.255.192

	Lab 302
	30
	172.31.3.64
	172.31.3.65
	172.31.3.126
	172.31.3.127
	255.255.255.192

	Test centre
	20
	172.31.3.128
	172.31.3.129
	172.31.3.158
	172.31.3.159
	255.255.255.224

	Staff
	20
	172.31.3.160
	172.31.3.161
	172.31.3.190
	172.31.3.191
	255.255.255.224

	Lab 310
	18
	172.31.3.192
	172.31.3.193
	172.31.3.222
	172.31.3.223
	255.255.255.224

	Net O.A.L
	2
	172.31.3.224
	172.31.3.225
	172.31.3.226
	172.31.3.227
	255.255.255.252

	Net Lab 308
	2
	172.31.3.228
	172.31.3.229
	172.31.3.230
	172.31.3.231
	255.255.255.252

	Net Lab 301
	2
	172.31.3.232
	172.31.3.233
	172.31.3.234
	172.31.3.235
	255.255.255.252

	Net Lab 309
	2
	172.31.3.236
	172.31.3.237
	172.31.3.238
	172.31.3.239
	255.255.255.252

	Net Lab 304
	2
	172.31.3.240
	172.31.3.241
	172.31.3.242
	172.31.3.243
	255.255.255.252

	Net Lab 306
	2
	172.31.3.244
	172.31.3.245
	172.31.3.246
	172.31.3.247
	255.255.255.252

	Net Lab 303
	2
	172.31.3.248
	172.31.3.249
	172.31.3.250
	172.31.3.251
	255.255.255.252

	Net Lab 302
	2
	172.31.3.252
	172.31.3.253
	172.31.3.254
	172.31.3.255
	255.255.255.252

	Net Test Centre
	2
	172.31.4.0
	172.31.4.1
	172.31.4.2
	172.31.4.3
	255.255.255.252

	Net Staff
	2
	172.31.4.4
	172.31.4.5
	172.31.4.6
	172.31.4.7
	255.255.255.252














B) School Of Automotive Engineering

	Lab no.
	No
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Lab 301
	50
	172.30.0.0/26
	172.30.0.1
	172.30.0.62
	172.31.0.63
	255.255.255.192

	Lab 206
	48
	172.30.0.64/26
	172.30.0.65
	172.30.0.126
	172.30.0.127
	255.255.255.192

	Lab 205
	40
	172.30.0.128/26
	172.30.0.129
	172.30.0.190
	172.30.0.191
	255.255.255.192

	Lab 101
	40
	172.30.0.192/26
	172.30.0.193
	172.30.0.254
	172.30.0.255
	255.255.255.192

	Lab 103
	35
	172.30.1.0/26
	172.30.1.1
	172.30.1.62
	172.30.1.63
	255.255.255.192

	Lab 102
	25
	172.30.1.64/27
	172.30.1.65
	172.30.1.94
	172.30.1.95
	255.255.255.224

	Staff 
	25
	172.30.1.96/27
	172.30.1.97
	172.30.1.126
	172.30.1.127
	255.255.255.224

	CAD Lab
	20
	172.30.1.128/27
	172.30.1.129
	172.30.1.158
	172.30.1.159
	255.255.255.224

	Net Lab 301
	2
	172.30.1.160/30
	172.30.1.161
	172.30.1.162
	172.30.1.163
	255.255.255.252

	Net Lab 206
	2
	172.30.1.164/30
	172.30.1.165
	172.30.1.166
	172.30.1.167
	255.255.255.252

	Net Lab 205
	2
	172.30.1.168/30
	172.30.1.169
	172.30.1.170
	172.30.1.171
	255.255.255.252

	Net Lab 101
	2
	172.30.1.172/30
	172.30.1.173
	172.30.1.174
	172.30.1.175
	255.255.255.252

	Net Lab 103
	2
	172.30.1.176/30
	172.30.1.177
	172.30.1.178
	172.30.1.179
	255.255.255.252

	Net Lab 102
	2
	172.30.1.180/30
	172.30.1.181
	172.30.1.182
	172.30.1.183
	255.255.255.252

	Net Staff
	2
	172.30.1.184/30
	172.30.1.185
	172.30.1.186
	172.30.1.187
	255.255.255.252

	Net CAD Lab
	2
	172.30.1.188/30
	172.30.1.189
	172.30.1.190
	172.30.1.191
	255.255.255.252



C)School Of Engineering

	Lab no.
	No
	Network address
	First  ip address
	Last ip address
	Broadcast address
	Subnet mask

	Lab 202
	80
	172.29.0.0/25
	172.29.0.1
	172.29.0.126
	172.29.0.127
	255.255.255.128

	Lab 409
	80
	172.29.0.128/25
	172.29.0.129
	172.29.0.254
	172.29.0.255
	255.255.255.128

	Lab 203
	65
	172.29.1.0/25
	172.29.1.1
	172.29.1.126
	172.29.1.127
	255.255.255.128

	Lab 404
	45
	172.29.1.128/26
	172.29.1.129
	172.29.1.190
	172.29.1.191
	255.255.255.192

	Lab 410
	45
	172.29.1.192/26
	172.29.1.193
	172.29.1.254
	172.29.1.255
	255.255.255.192

	Lab 408
	28
	172.29.2.0/27
	172.29.2.1
	172.29.2.30
	172.29.2.31
	255.255.255.224

	Lab 205
	25
	172.29.2.32/27
	172.29.2.33
	172.29.2.62
	172.29.2.63
	255.255.255.224

	Lab 201
	20
	172.29.2.64/27
	172.29.2.65
	172.29.2.94
	172.29.2.95
	255.255.255.224

	Staff
	18
	172.29.2.96/27
	172.29.2.97
	172.29.2.126
	172.29.2.127
	255.255.255.224

	Net Lab 202
	2
	172.29.2.128/30
	172.29.2.129
	172.29.2.130
	172.29.2.131
	255.255.255.252

	Net Lab 409
	2
	172.29.2.132/30
	172.29.2.133
	172.29.2.134
	172.29.2.135
	255.255.255.252

	Net Lab 203
	2
	172.29.2.136/30
	172.29.2.137
	172.29.2.138
	172.29.2.139
	255.255.255.252

	Net Lab 404
	2
	172.29.2.140/30
	172.29.2.141
	172.29.2.142
	172.29.2.143
	255.255.255.252

	Net Lab 410
	2
	172.29.2.144/30
	172.29.2.145
	172.29.2.146
	172.29.2.147
	255.255.255.252

	Net Lab 408
	2
	172.29.2.148/30
	172.29.2.149
	172.29.2.150
	172.29.2.151
	255.255.255.252

	Net Lab 205
	2
	172.29.2.152/30
	172.29.2.153
	172.29.2.154
	172.29.2.155
	255.255.255.252

	Net Lab 201
	2
	172.29.2.156/30
	172.29.2.157
	172.29.2.158
	172.29.2.159
	255.255.255.252

	Net Staff
	2
	172.29.2.160/30
	172.29.2.161
	172.29.2.162
	172.29.2.163
	255.255.255.252



The 6 servers are located in the School Of Applied computing, because it is the main building. 

· DNS Server – 2001:FE80::10  - I choose global because I think everyone can visit the site of the university.
· Email server – FF00:A40::98 – I choose multicast because I am thinking that a teacher would want to send a message to all of his students. 
· Finance server – FD00:D49::200 – I choose Unique local because I think the finance server will be more secure just on the main building. 
· Registry server – FE80:a40:2001::10 – I choose the link-local unicast because I am thinking that it is easier if you can register from any building. 
· File server – FE80:2001:F20::100:D9 – I choose link-local unicast because I think that you can use it from any building. 
· Print server – FC04:564:DB80::100 – I choose the unique local because I think it is better if you can use only the printer located in the room.
