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[bookmark: _Toc115369817]Abstract
We are now in the midst of the 4th Industrial revolution (Industry 4.0). The advantages of transitioning to Industry 4.0 are highly flexible, highly efficient processes with the ability to make multiple product lines simultaneously dependant on customer requirements. Industry 4.0 gives practitioners access to vast amounts of data (Big Data) collected from the supply chain through to final points of manufacture. This data is gathered by interconnected sensors integrated into the infrastructure of manufacturing systems. The Industrial Internet of Things (IIoT), collects this data, and directs it to Cloud based storage, where it is easily accessed from anywhere. Artificial Intelligence (AI), or Neural Networks can analyse this Big Data (BD) and look at patterns, correlations and trends (Machine Learning) and then advise or even adjust processes without human intervention. Other new technologies which form pillars of Industry 4.0 are Additive Manufacturing (3D Printing), Autonomous Robots, Simulated and Augmented Reality and Cyber Security.
To remain competitive and viable Small and Medium sized Enterprises (SMEs) are facing the challenge of incorporating Industry 4.0 (I4.0) smart technologies, due to cost, complexity and need to up-skill workforces to support this adoption of Smart Manufacturing. This essay will look to highlight the challenges of SMEs adopting I4.0, and effect on human elements involved with transitioning to I4.0 Cyber Physical Systems (CPS) manufacturing from traditional manufacturing.



















[bookmark: _Toc115369818]Background information
Industrial revolution is defined by new innovative technologies causing a step change in industrial processes.
[bookmark: _Toc115369819]First Industrial Revolution (Industry 1.0).
Started in the late 18th century with the introduction of water and steam driven processes that largely replaced manual and livestock powered production. Very high levels of manual labour required, with change from agriculture to industrial society. “Simple market demand – high volume” (Yin, et al., 2018).
[bookmark: _Toc115369820]Second Industrial Revolution (Industry 2.0).
[bookmark: _Hlk115206753]Started in the late 19th century with the discovery of electricity to power motors, lights etc.. and the introduction of mass production using assembly lines in the early 20th century. High levels of manual labour still required. “Market demands – volume and variety” (Yin, et al., 2018).
[bookmark: _Toc115369821]Third Industrial Revolution (Industry 3.0).
Started in 1969 with the introduction of electronics and computing (digital technology) allowing industrial automation and control. Automated processes reducing manual labour content. “Market demands – volume, variety and delivery time” (Yin, et al., 2018)
[bookmark: _Toc115369822]Fourth industrial Revolution (Industry 4.0).
Cyber Physical System (CPS) integration into all areas of industrial processes allowing elements of the processes to make decisions (Artificial intelligence) on how they operate using large amounts of data collected and analysed in real time. Potential for minimal manual labour content in making finished products. 









[bookmark: _Toc115369823]Introduction.
[bookmark: _Toc115369824]I4.0 constituent parts.
[bookmark: _Toc115369825]Big Data.
I4.0 CPS gather vast amounts of data from the inter-connected Field Level (FL) sensors integrated into supply chains, production lines, logistics and end user requirements. Relatively recent advances in electronic production capabilities have driven down the cost of producing these smart sensors allowing them to be used in CPSs in the numbers required to capture relevant data.
The opportunities this data gathering gives is “considered pivotal” (Günther, et al., 2017) for businesses of all types, as this allows analytical tools to automatically interrogate the huge amount of potential data looking for relationships, patterns and trends.
The amount of data collected can mean that human direct analytics is impossible and new fields of Artificial Intelligence and Machine Learning make this task possible.
AI example – Predictive Maintenance.
AI typically uses benchmarking methods to define changes in measurements of smart sensors and then makes decisions on process changes or alerts these changes to maintenance personnel (automatic intelligent support) to change identified worn parts of the production processes. Vibration sensors can be placed on motors and / or gearboxes and monitored for any changes that would indicate wear in bearings and transmission equipment before catastrophic failures resulting in increased downtime of the production facility. Changes of these worn equipment parts can be completed during scheduled maintenance activities.
[bookmark: _Toc115369826]IIoT.
The IIoT is the framework over which interconnected elements of CPS, smart sensors and control systems transmit collected BD. “Over the IoT, CPS communicate and cooperate with each other and humans in real time” (Boyes, et al., 2018). This transmission can be wired or wireless but in most cases is wireless.
IIoT infrastructure requires “scalability, modularity, and interoperability with various devices and platforms using different technologies” (Joyce & Thamba, 2020). Integration of IIoT into existing production facilities requires communication using different manufacturers’ control equipment. A means of interfacing these different equipment manufacturers must be implemented given that there was no standard adopted industry-wide when the manufacturers developed their control systems. Predominantly, Programmable Logic Controllers (PLCs) are used in industry to control machine automation, and there are numerous makes. Some of the most widely used are Siemens, Allen Bradley, Mitsubishi, Schneider and ABB. All of these makes have different programming environments and require different strategies for communicating with them to receive sensor states, program stages, error reporting and analogue sensor outputs already connected to the PLCs. Almost all PLCs have Ethernet communications built in, or available as expansion modules and these can then be used as wired connections to IIoT, or now available to newer PLCs as IIoT ready wireless options that can directly send BD to the Cloud storage devices. Smart sensors can be used to negate these communication problems but the cost of replacing existing sensor installations is usually prohibitive compared to using software that overcome communication protocol problems.
IIoT is a vital cog in ensuring that along with vertical integration of I4.0 along the SME production system, horizontal integration also occurs along the entire supply chain (Vrchota, et al., 2019)
[bookmark: _Toc115369827]AI / Neural Networks.
The complexity and sheer volume of BD requires non-human interrogation to prevent potentially crucial missed information or make decisions on errors when mistakes are made. “Sophisticated algorithms and advanced computing power” (Park & Bae, 2022) is highlighted as core to the use of BD to make decisions on process settings to continuously improve output, quality and customer delight.
Machine Learning :- a sub-set of AI which uses sets of algorithms that analyse quantitative BD looking for patterns that can predict expected future chronological performance (Kinkel, et al., 2022). A set of inputs received can then be used to forecast future outcomes, and rules can then be applied to alter process settings (auto-optimisation) to prevent quality issues affecting production. 
Neural Nets :- sets of algorithms laid in clusters that recognise relationships and patterns in BD, mimicking the way the human brain operates.
[bookmark: _Toc115369828]Additive manufacturing. (3D printing).
Traditional manufacturing removes material from raw material creating waste as it creates the final component. Removal of this excess material involves tooling that has intrinsic cost and finite life that adds cost to final component value. Final component designs are constrained by material removal methods. Desired features that are under top component surfaces can only be attained by utilising sub-assemblies that increase final component costs and complexity.
Additive manufacturing builds the final component in layers from the bottom up, adding features that are required resulting in solid final 3D components that have unconstrained design features.
To make 3D components they first have to be drawn as 3D models using software packages. These 3D models then must be manipulated into usable machine data, so individual layer paths, along with layer thicknesses, temperatures, speeds, extruder feed amounts are fed into the 3D printer. There are many software packages to draw and change the 3D model into information that the printers can use to produce finished 3D components.
Types of most used 3D printing technologies.
Selective Laser Sintering (SLS) – Use lasers to fuse small particles of materials (plastic, metal, ceramic and glass) in layers, building a final 3D component (Attaran, 2017) Layers are built when an amount of the sintered material is “wiped” on to the preceding layer, then the laser fuses the material along the desired path, then the wipe of the next layer of material occurs until the final layer is completed.
Stereolithography (SLA) – Uses liquid plastic material housed in a bath. The bath has a table inside the containing tank that rises to the top of the liquid level for the first layer. The laser “hardens” the plastic the laser tracks over until the first layer is complete. The table then moves down into the bath the amount of layer height required, and the laser traces the next path hardening that layer, then repeating until the component is completed.
Fused deposition modelling (FDM) – Most popular home printing method. Spools of thermoplastic material is fed into a heated extrusion head. The head nozzle feeds along a X Y path building the initial layer of melted thermoplastic onto a bed housed underneath the nozzle. After the initial layer has been deposited the nozzle is lifted by the layer thickness amount, and then the next layer is deposited on top of the preceding layer until the final layer is laid and the completed component is finished.
[bookmark: _Toc115369829]Autonomous Robots.
Autonomous Robots (AR) are intelligent robots that independently carry out tasks independently without human control. Autonomous Mobile Robots (AMR) have embedded sensors including optical sensors and LiDAR to detect obstacles in its paths when traveling around facilities ensuring human and facility safety. AMRs communicate with each other and its surrounding environment in a decentrakised manner (decisions made by the robot itself). Some systems rely on coloured lines on the factory floor that lead to different destinations. Optical sensors pick up the different colour lines and control the AMR to track the desired path, others solely use optical means to generate 3D models and use object recognition to navigate around the facility.
AMRs used in SMEs :-
Warehousing.
Most warehousing AMRs use palletised systems to move materials around a facility. Pallets have Radio Frequency Identification (RFID) tags that can be scanned by other AMRs. Some systems have KanBan areas where pallets are deposited in addressed storage. The location of these pallets is logged into the booking systems of control software. Additional pallet movements from the KanBans are undertaken by high-lift AMRs into vertically stacked storage stillages. Some AMRs have integrated weighing systems that can check pallet weights to confirm that numbers of components stored on pallets is correct to numbers in the control software.
Manufacturing.
AMRs can pick up raw materials from KanBans in warehouses and transport these to smart production lines where they can be loaded into individual process stations where pick and place systems can automatically load them for use. Once loaded into the production line part counts stored in control software are automatically updated giving real time status of parts in the production system.


[bookmark: _Toc115369830]Augmented reality.
Allows human users to enter CPS and interrogate status of processes and ascertain issues in real time remotely. Digital representations of production processes give real time feedback and form human machine collaboration. “Supplements the real world with virtual (computer generated) objects that appear to coexist in the same space as the real world” (Lopik, et al., 2020). 

[bookmark: _Toc115369831]Cyber Security.
Cyber Security is one of the most important elements of IIoT. (Corallo, et al., 2022). BD could contain potentially sensitive data jeopardising SMEs, allowing cyber criminals to hold them to ransom. They could also use IIoT as gateways into otherwise secure SME networks. The SME smart production factory is also networked to supply chains and potential customers which could leave them vulnerable to attack by cyber-criminals. Cyber Security adds protective layers to the networks to prevent cyber-criminal attacks. It is essential that all networked processes have continually updated protection and that network device firmware’s are updated as patches are released. A defined security protocol will need to be developed in each SME so a continuous audit of the IIoT would be established, along with strict Management Of Change (MOC) procedural adherence so any new items connected to the network are scrutinised for security weaknesses. Training of people interacting with the CPS on the dangers of compromising Cyber Security measures should be implemented on a continuous basis to prevent complacency. 

[bookmark: _Toc115369832]Main Content.
In Europe 90% of registered companies are SMEs (Masood & Sonntag, 2020). European SME definition is a workforce less than 250, a financial turn-over of less than €50,000,000 or a balance sheet of less than €43,000,000.
SME’s implementing I4.0 could ensure future financial profit and stability, however, correctly implementing is difficult and challenges company philosophies, infrastructure and workforces.
[bookmark: _Toc115369833]Infrastructure.
The technologies involved have been listed in the introduction and will be new to most SMEs other than industries with large R&D intensity who must continually invest in new and emerging technologies (Kinkel, et al., 2022). 
SME internal networking must be able to connect all the smart sensors and devices to the IIoT and have enough capacity to effectively link potentially massive amounts of data collected in real time.
Digital infrastructure in the country of the SME residence is a vitally important aspect that can not be underestimated. If internet services are not fully realised, or speeds are restricted the full implementation of I4.0 is impossible as BD will not be collected and distributed in real time negating the benefits of gathering the data. Drop out of data has the same effect so reliability of transmission over the IIoT is another prerequisite of I4.0. Investment by Internet Service Providers and support by local government should be solicited by SMEs so that I4.0 can become a reality, helping to ensure long term business viability.

[bookmark: _Toc115369834]Financial implications
Compared with large companies SMEs lack the human resources and skills along with the financial capital to implement I4.0 intensively. Additional and on-going cost of training staff in understanding I4.0, the type of installation, how to fault find any problems that might arise on these complex systems will be significant and will test ingrained practices of incumbent engineers. Inevitably, some engineers will decide to move into new fields of work when confronted with this change, while others will embrace these new challenges and thrive.
Costs of installing or changing existing network infrastructure to satisfy the required network connections must also be factored in. Potential bandwidth increase needed to collect BD is also a potential cost factor.
Costs of buying and installation of smart sensors, IIoT equipment, additional PLCs to collect and condition existing installations sensor output so it can be successfully linked to IIoT. Additional costs in keeping sufficient spare smart sensors and hardware so breakdowns are fixed efficiently.
Ongoing cost of AI software subscriptions to analyse the collected BD and tailoring to the needs of the SME.
There are certainly lots of financial risks for SMEs as opposed to Multi National Enterprises (MNEs) where large capital expenditures are easier to justify. Support from UK government in the form of “Innovate UK“ (part of the UK Research and Innovation) (Masood & Sonntag, 2020) will help support adoption of I4.0 of SMEs but increased regional support would strengthen the drive of adoption.

[bookmark: _Toc115369835]Effect on people.
The new dynamic working environment that inevitably comes with adopting I4.0 technologies will affect people working at all levels within SMEs (Longo, et al., 2017)  People will have to develop new skill sets to interact with the new comparatively complex technologies and overcome any anxieties that will inevitably arise when learning these new skills. The human upskilling element in I4.0 will be key in successful adoption of I4.0 allowing smart operators to over-see smart manufacturing operations, indeed one of the major constraints in adopting I4.0 is the lack of skills required to implement, service and control the smart systems involved (Liboni, et al., 2019).
Current employees of SMEs thinking of introducing of I4.0 will naturally worry about losing their jobs as some of their functions would be undertaken by AMRs, automatic adjustment of cycle parameters by the production processes themselves, booking of materials and finished goods into and out of production stages, scheduling of production and raw materials initiated by customer ordering the finished goods then some I4.0 systems completing the process routing automatically.
In the past 30 years employment rates in manufacturing in the UK have “fallen significantly”, from 15.7% in 1990, to 7.6% in 2018. Manufacturing percentage contribution to the UK economy has fallen from 17.3% in 1990 to 9.9% in 2018. Actual manufacturing output as risen 7% when you compare 1990 to 2018, comparatively, the service sector output has risen 106% in the same period (Rhodes, 2020).
There are geographical differences in manufacturing employment with 17% in the East Midlands, 10% in Wales and 2% in London (Rhodes, 2020). This is due to historic geographical centres of previous manufacturing revolutions and the infrastructure required to run SMEs, running costs of SMEs (mainly rent or ownership of land), the availability of skilled and semi-skilled labour forces in the area and the wages required to attract said labour.
Adoption of I4.0 will generate redundancies estimated at 30% for the UK for supply chain workers so the human impact will initially be significant. For example, “in China over 60,000 workers were rendered jobless in 2016 when Foxconn decided to replace them with robots” (Liboni, et al., 2019), so the job loss threat is very real.
However, as some lower skilled manual job type demand will reduce, other new types will emerge, with potentially greater reward. Job skills will have to continually develop and change as new technologies emerge and these skills will become essential to future innovative SMEs. SMEs will have to focus on continuously up-skilling their workforces to stay current on new developments in I4.0 and beyond.
Jobs in I4.0 will be in preparation, implementation and use of CPS, collating AI output into reports and external confirmation of I4.0 conclusions.

Table 1 shows jobs related to I4.0 advertised on LinkedIn, and as percentages of total jobs advertised in 2018 is as follows:
	Country
	Total
	%
	English language adds
	% English language adds

	Germany
	782
	30.48
	159
	20

	USA
	448
	17.46
	448
	100

	Netherlands
	183
	7.13
	82
	45

	Great Britain
	124
	4.83
	124
	100

	China
	91
	3.55
	80
	88

	Italy
	83
	3.23
	14
	17

	Switzerland
	79
	3.08
	33
	42

	Belgium
	78
	3.04
	38
	49

	Korea
	74
	2.88
	9
	12

	Sweden
	59
	2.3
	33
	56


Table 1
(Pejic-Bach, et al., 2020)

[bookmark: _Toc115369836]I4.0 related jobs fields:
[bookmark: _Toc115369837]Supply chain analysist.
BD analytics and analytics to reduce risks in supply chains and improve planning. Implementation of tracking systems in commodities using RFID tags. Uses data to improve and predict supply of materials into a SME and finished goods out.
[bookmark: _Toc115369838]Supply chain engineer.
Organise production and processes using Lean Manufacturing tools, increase product quality and reliability. Designs the systems that analysists use, to eliminate wastes and improve supplier efficiency.
[bookmark: _Toc115369839]Production engineer.
Electrical and electronic skills, software engineering and industrial engineering. Work with smart sensors and programming of field level devices. Defines work flow in SMEs and how the processes produce finished components at desired quality and rate.
[bookmark: _Toc115369840]Digital manufacturing engineer.
Industrial automation and predictive maintenance and cross-discipline overlap with Production engineer duties. Responsible for machine design, sign off and commissioning of new equipment so it is safe, runs at rate and is reliable.
[bookmark: _Toc115369841]Smart product engineer.
Uses Computer Aided Drawing (CAD), Computer Aided Machining CAM), 3D printing. Design of parts that can be manufactured using available processes, working closely with product development so introduction is seamless, supplying correct quality and number of components.
[bookmark: _Toc115369842]ICT specialist for factory automation.
IIoT, CPS and integration of systems. Establish protocols for maintenance of cyber systems, including IIoT, Cloud and local network security.
[bookmark: _Toc115369843]Customer satisfaction management.
Business development, customer satisfaction and quality management. Deals with customer inquiries, resolving complaints and improving customer relations.
[bookmark: _Toc115369844]Enterprise software engineer.
Agile (project management methodology), discrete manufacturing and SAP (business operations and customer relation software package). 
(Pejic-Bach, et al., 2020)	
The job function lists above are by no means exhaustive but the key skills listed are applicable to areas of knowledge that would be beneficial to job seekers wanting to work in I4.0 SMEs. 



[bookmark: _Toc115369845]My current employers’ first implementation of I4.0
There is a proposed pilot of an automated solution of a present labour-intensive operation. Currently, two people per line insert two cable ties into tree shelters as they come off an extrusion line, and then place into boxes. The proposed solution is to have a robot to pick the shelters up, and place into a jig while the cable ties are fed to pick up points. The robot then feeds the ties through alignment tools into pre-cut holes in the tube. Once the ties are fed, the tubes are then placed into boxes placed on AMRs, which then move to the next line once the boxes are full. Potential labour reductions of eighteen people (nine lines, each with two people). Several machine builders have been approached to investigate and propose solutions.
[bookmark: _Toc115369846]Conclusions
As previously outlined important factors in determining success of adopting I4.0 is the human factor. Initially after introducing I4.0 employment rates will decrease as lower skilled manually intensive jobs will be undertaken by further smart automation, autonomous fixed position and mobile robots and automatic pick and supply of raw material and finished goods. However, over time, the need for highly skilled workers will become more and more important to over-see, maintain and expand the complex systems involved in I4.0.
While employment in the manufacturing sector has fallen the output has increased marginally generally meaning it has become more efficient (higher productivity) in producing goods. Other sectors are now employing more people than before so there are alternate job sectors for people displaced by SMEs move to I4.0, sectors such as Service, Social Care, Retail, Hospitality, Construction etc… However, the difficulty in getting employment with well paid jobs for people without skill in high demand remains very difficult.
For countries with low labour costs the immediate need to transition to I4.0 is less important to remain viable in the short term as the labour savings factor will be reduced compared with countries with higher wages. What will provide impetus to transition will be external forces such as customer demand for a more personalised service, improvement in supply chains’ ability to react to quickly changing customer requirements along with improved product quality.
Personally, I worry about the long-term socio-economic benefit of adopting I4.0 and the probability that this will lead to further social inequality, where the well off, educated in our society will prosper and people not suited to further and higher education will struggle to lead equally prosperous lives. Will the increase in high skill labour demand equal the loss of lower skill manually labour-intensive jobs? I personally doubt this, and the number of jobs in the manufacturing sector will continue to fall, potentially resulting in over-saturation of people looking for work in other sectors. These extra job burdens in other job sectors could lead to market led reductions in wage growth, further increasing social inequality.


As a follow up I would like to run a Qualitative data study in my employer’s SME with regards to how introduction of I4.0 is perceived by “shop floor” workers. We can then use this data to analyse employee perception of increased smart automation so we can tailor our feedback and information to be honest and open without unduly worrying people. Currently we have approximately 30 (varies dependant on demand) agency staff that are used to supplement our core of full-time employees and it is anticipated that the final job number reduction will all be from this agency labour pool. Obviously, this still effects people’s livelihood but by it’s nature Agency work in transitory and would not be unexpected.
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