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[bookmark: _Toc218507348]Task 1- The Zero Trust Architecture: A Critical Analysis of Its Principles, Challenges, and Effectiveness Compared to Traditional Security Models
[bookmark: _Toc218507349]Introduction
Organizations are accelerating the pace at which they transform digitally. Many have pivoted to remote and cloud infrastructure and have seen an increase in the frequency of cyber-attacks. [1] [2]As such, companies have moved many of their resources to the cloud, resulting in weak endpoint security and the need for improved governance, reporting, monitoring, auditing, control over user access, data availability, interception of attacks, and response automation. [3] [4]Concerns about these weaknesses are embedded in legislation, including the General Data Protection Regulation (GDPR), Network and Information Security (NIS) Directive, Digital Operational Resilience Act (DORA), [5] Management of Health and Safety at Work Regulations (1992), and other global mandates. Zero Trust Architecture (ZTA) has risen in popularity as a mechanism for addressing the emerging challenges in a way that ensures continuous, dynamic, and rapid access based on the concept of least privilege and micro-segmentation. [6] [7] Objective: This paper focuses on why the traditional perimeter-based security model, such as firewalls, has become an outdated strategy, considering emerging cyber threats and highlighting the security benefits of ZTA. Results: ZTA is a verification-centric approach to security, potentially more effective compared to the traditional perimeter-based security model, which does not have strong controls to mitigate against insider threats and lateral attacks [6] [8] within the network. ZTA predicts, detects, verifies, and proactively monitors cyber threats, and must be considered an essential architecture for securing mission-critical information assets in an evolving digital landscape. [6] [9]

[bookmark: _Toc218507350]Principles and Theoretical Foundations of Zero Trust
Zero Trust architecture (ZTA) strategy assumes that no user, device, or application, regardless of whether it is inside or outside the organization’s network, should be trusted by default [7]Release, 2013). “Never trust, always verify” is the guiding philosophy of Zero Trust. [7] ZTA is a cybersecurity framework that emphasizes the concept of least privilege, which means that each user, device, or application is granted only the minimum level of access required to perform its tasks. [6] Trust is established through continuous validation and assessment of various contextual factors such as user identity, device health, location, behavior, workload insights, etc.…. Release, 2013). [6] ZTA helps to minimize the attack surface and limit the damage that can be caused by a compromised user or device. [8]Instead of focusing on securing the network perimeter, the Zero Trust approach assumes that threats could already be present within the network. Access controls and security measures are applied at the user or device level, regardless of their location. Zero Trust places a strong emphasis on identity verification and authentication. It requires robust identity and access management (IAM) solutions including multi-factor authentication (MFA) to ensure that only authorized individuals and devices can access resources Release, 2018). [6] [4] Zero Trust often involves micro-segmentation of networks and resources. This means that different parts of the network are isolated from each other, and access is restricted based on the principle of least privilege. This limits the potential lateral movement of attackers within the network. [8] Continuous monitoring and behavioral analysis are integral parts of ZTA [10]. User and entity behavior analytics (UEBA) and security information and event management (SIEM) solutions are used to detect anomalous [10]or suspicious activities that might indicate a cybersecurity threat. Release, 2010). While Kindervag’s original Zero Trust vision emphasizes it as an architectural mindset and a move away from always trusting entities, NIST SP 800-207 is a formal architectural model featuring a control plane and enforcement points. Conversely, rose et al. have argued that formal architectures are doomed to fail without proper governance and identity management in place. This juxtaposition between theoretical ZT principles and their actual successful implementation indicates a lack of guidance in between. These principles serve to highlight how Zero Trust principles align with modern approaches to cybersecurity, emphasizing proactive risk mitigation through granular, context-aware security controls. [6] [9]
[bookmark: _Toc218507351]Drivers Behind Zero Trust Adoption
Zero Trust has attracted attention because it addresses several interconnected business challenges. If one looks at the key drivers behind current ZT initiatives, two facts stand out: 83% of network/computer traffic comes from or goes to cloud-hosted services or SaaS applications, and there have been quite a few high-profile breaches (e.g. Okta, Uber) [1]via IdPs and CIAM providers which resulted from user credential theft.  [3]The rise of hybrid work and remote access are additional contributory factors. Security leaders need a robust approach to restricting user privileges and enforcing access policies when the work environment is virtual, and users may be using corporate assets from home networks or public networks off VPN. Identity theft is amongst the top three breach vectors in the world today, according to Gartner, an EC-funded research entity.  Lastly, compliance mandates like NIS2 in the EU and DORA frequently mandate technical architectural controls or objectively measured oversight. [5] GRC leaders need controls that can implement and enforce access privileges, and they need a fast and reliable method to enforce least privilege access or watch-list someone on a priority basis with audits and activity logs for the OT team and operations. ZT implementations enable and support these functions.


[bookmark: _Toc218507352]Methods of Enquiry and Evaluation Frameworks
To answer the question of how to measure the impact of Zero Trust, we can evaluate risk, architecture, and operational data. A risk-driven impact assessment in the context of ZTA could involve evaluating how the likelihood of compromise decreases by improving identity and access management controls to enforce the principle of least privilege and minimize the attack surface. Alternatively, by conducting an architectural analysis of ZTA components and their relationship, for instance, integration between network architectures, cloud environments, identity management capabilities, and monitoring controls, we determine whether the environment can support continuous verification. [6] [9] This allows for greater interoperability and applicability of zero trust concepts, such as micro-segmentation implemented in AWS VPC. Finally, performing quantitative analysis by simulating the impact between two different scenarios (one that implements zero trust and another without), we evaluate whether or not there are any changes in security from an operational perspective; this can be further explored by incorporating mean time to detect (MTTD) and mean time to respond (MTTR). Having these metrics in place helps to establish a mature security practice when ZTA is combined with automation and contextual behavior anomaly detection. Overall, the research shows a positive decrease in the probability and impact of a breach with zero trust adoption — 50%, and the smallest share compromised. [11]
[bookmark: _Toc218507353]Implementation Challenges
Some factors render the adoption of Zero Trust just that little bit harder. For example, full-dress Zero Trust assumes every app can produce the necessary telemetry or work with identity-based controls (as opposed to network firewalls and whitelists)—but what if your organisation is stuck running a lot of legacy systems? Are there compensating controls on offer that could mitigate that gap, or will you need to budget for a rip-and-replace approach? Another challenge is that organisations rarely have a complete inventory of users, roles and responsibilities needed to fully roll out a Zero Trust identity model, least privilege access controls or accurate conditional access policies. How often does your company onboard or offboard employees or contractors without provisioning a user account or processing their access requests? And does your existing IAM platform(s) support fine-grained step-up multifactor authentication and single sign on for both cloud and on-premises resources? Without that clarity on the inventory and roles, Zero Trust may not be practical without revisiting your identity governance function first. A third and final challenge will come from soft factors like employee perceptions and misconceptions. Employees will often gripe about the perceived hassle of additional MFA, and managers will need to be crystal clear in their communications across business units about what Zero Trust means for them. Many staff (and stakeholders) may wrongly assume Zero Trust is a new technology or product to be acquired, customized and slotted in, when it’s more of a philosophy that requires leadership buy-in, a design and implementation plan, and stable business stakeholder ship to drive changes to existing processes and boundaries. This has led some research firms to conclude that most Zero Trust initiatives fail due to unrealistic expectations on the technology’s scope and use cases, lack of proper planning and testing, poor cost benefit analysis, and lack of awareness. Zero trust depends on solid device, application and network telemetry — so you may need mature EDR, SOAR/SIEM and monitoring capabilities to provide situational insight and automated (response) workflows to deliver assurance. This means it’s harder to justify Zero Trust for SMEs or public sector entities where the cost benefit, budget and workforce sustainment case may be much more limited, and where the division of responsibility is not feasible at scale. [8] [12]

[bookmark: _Toc218507354]Critical Limitations and Contextual Suitability of Zero Trust
Zero Trust Architecture is often described as the answer to all our contemporary cyber woes, but this presupposes a certain level of organizational maturity, budget and technological capability that may not exist in every scenario. The full implementation of Zero Trust requires continuous telemetry, a certain level of identity maturity, and well-integrated detection and response tools. For organizations with large legacy bases, immature security operations function or small budgets, these requirements may not be feasible. For such organizations the operational burden of Zero Trust may not justify the additional risk reduction it delivers. This underscores the fact that Zero Trust is something that should be contextually employed, rather than being the silver bullet for all.

[bookmark: _Toc218507355]Comparative Analysis: Zero Trust vs Traditional Perimeter Security
The perimeter-based security model assumes a firewall, VPN gateway, and trust of internal endpoints; but when attackers breach the network, lateral movement is easy, and privilege escalation is undetected. Zero Trust minimizes lateral movement through asset segmentation and endpoint security, targeting more severe attacks like double extortion ransomware, persistent credential theft, commodity malware, and implanted web shells. [8]Zero Trust isolates attackers through segmentation and automated response while reducing dwell time and attacker persistence through identity analytics and siphon-resistant MFA. Early incidents, like the 2021 Colonial Pipeline breach [13], indicate that several Zero Trust features could have prevented infrastructure downtime and massive spillover. Studies confirm these results, showing improved breach prevention capabilities and visibility in Zero Trust-empowered organizations compared to traditional models. [8] [11] There are potential drawbacks to Zero Trust, such as architectural complexity, network bottlenecks, and the added authentication steps for users. This raises concerns about usability, cost, and turn-around time for transition.
[bookmark: _Toc218507356]Automation, Detection, and Response in Zero Trust
Zero Trust relies heavily on automated detection, analysis, and response to actively contain breaches in real time. The SIEM/SOAR tools central to Zero Trust ingest and correlate data [10]from endpoint detection, identity management logs, cloud activity, micro segmentation traffic, etc. to flag and escalate suspicious activity. Automated denial and isolation can be triggered instantly to limit lateral movement while incidents are investigated. Likewise, machine learning and user behavior analytics provide valuable signals for anomaly detection. Advances in automation and AI are synergistic with the goals of Zero Trust and will accelerate both adoption and maturity as the human time to detection becomes a major regulatory focus under DORA/NIS2. [9]


[bookmark: _Toc218507357]Recommendations for Effective Zero Trust Deployment
There is no one size that fits all for Zero Trust. The approach will often be characterized by a maturity curve due to technical, process, and cultural constraints. Organizations should focus first on solid identity controls like centralized IAM, multi-factor authentication, conditional access policies, and well-defined roles. [4] Comprehensive inventories of applicable endpoints, applications, data flows and associated policies are critical to informing the attack surface and what needs protecting to design least privilege controls. Micro-segmentation can be introduced in stages from most critical applications or infrastructure outwards. Uplifting visibility across cloud, network and endpoint environments ensures control points can feed telemetry required for continuous verification and automated response. SIEM, SOAR, and EDR tools can underpin these capabilities for monitoring, scanning, and machine-driven remediation. [10]Education across stakeholder groups will improve user buy-in to Zero Trust controls. If aligned to regulatory requirements and broader enterprise risk management objectives, Zero Trust can transform organization security in a sustainable way. The Zero Trust Architecture provides a strong, risk-based philosophy enabling organizations to take a proactive stance in defending against pervasive cybersecurity threats. With preventative and reactive controls like micro-segmentation, continual trust verification, and strict access policies, ZTA overcomes many limitations of traditional perimeter-driven security models. While implementation challenges exist in areas like identity management, legacy systems and security culture, there is a clear appetite across industry to invest in these areas and realize Zero Trust advantages. With clear use cases demonstrating security improvements, simplified compliance and better business agility, organizations can achieve faster time-to-value compared to traditional cybersecurity models. With the continual improvement of behavioral analytics and automation, Zero Trust has the potential to emerge as the de facto security framework across organizations to secure their information assets while keeping up with the ever-evolving digital landscape. [6] [9]

[bookmark: _Toc218507358]Task 2- Designing a Zero Trust–Aligned Security Programmer for ResilientIntellect Ltd
ResilientIntellect Ltd is a rapidly growing threat intelligence and cybersecurity consulting business that develops bespoke artificial intelligence (AI)–enabled threat analysis tools and employs a 100 per cent remote-working business model. [14] The organization not only creates its own cutting-edge threat intelligence products and services, but it also provides consulting services to organization's that require support with cloud-based regulatory compliance, business continuity, disaster recovery, and enterprise risk management. This dual business function creates additional exposure to cyber threats, as both ResilientIntellect’s own operations and those that it consults with are high-value targets for advanced threat actors. As ResilientIntellect continues to grow and establish itself within the European Union (EU), it will fall within the scope of an increasingly complex set of European regulatory frameworks, including the Digital Operational Resilience Act (DORA) and the NIS2 Directive. [15]These regulations introduce a significant change to the traditional concept of security and compliance by accepting that cyber-attacks will occur and instead placing greater emphasis on an organization's ability to respond to incidents, [15] recover data, and maintain essential operational services. Compliance obligations therefore extend beyond technology to include elements of governance, risk management, incident response, and supply chain management. In meeting these requirements, the traditional security approach of investing in, and placing heavy reliance on network perimeter defenses to protect systems and data is no longer fit for purpose. [7]Cloud computing, identity-based attacks, heavy reliance on third-party services, and widespread adoption of remote-working practices all contribute to the diminished value of network boundaries [4] [1] as the dominant security control. Building on the research and analysis presented in Task 1, this report outlines and justifies the implementation of a Zero Trust–aligned security programmer for ResilientIntellect’s new EU business unit. The programmer outlined in this report is forward-looking and strategic and includes elements of organizational design, policy, governance, risk management, contingency planning, and advanced security technologies that are essential to supporting regulatory compliance, operational resilience, and long-term business success.
[bookmark: _Toc218507359]Strategic Zero Trust Design Approach
The security programmer I recommend uses Zero Trust as an enterprise-wide security model, not a point solution. [12] Zero Trust is based on the concept that no user, device, application or workload is trustworthy [7] [6], regardless of whether inside or outside the network, or what the user did before. Rather, it verifies identity, device health, behavioral attributes and risk context at every access request. This model mitigates the weaknesses in the perimeter-based security approach outlined in Task 1. An adversary that has penetrated a perimeter no longer faces obstacles to moving laterally once inside. Zero trust does away with the assumption of trust based on network location, substituting it with policy based least privilege access and verification of all attempted access. Zero trust is a fitting approach for ResilientIntellect given their heavy use of cloud services, AI build chains, SaaS offerings and remote workers. The five logical components of a Zero Trust programmer are: 1) using identity as the security perimeter; 2) enforcing least privilege and segmentation; 3) gathering continuous monitoring and telemetry; 4) using automation to detect and respond; and 5) designing for resilience [2]. These areas of focus are in line with the stated goals of DORA and NIS2. The directives call for risk management on an ongoing basis, regular operational resilience testing, and swift action in response to incidents . [5] By implementing Zero Trust principles at every layer of the enterprise, ResilientIntellect transitions from a security program that reacts to incidents to a security program that anticipates them.
[image: ][image: ]
[bookmark: _Toc218507360]Organizational Structure
The following roles need to be defined, and these parties need to work together: Security, Cloud, Development, and Support teams. For ResilientIntellect, this is necessary because of the high rate of growth and also because the organisation is a trusted advisor and consultancy. Governance and the ability to demonstrate competencies are vital in ensuring that trust is maintained amongst customers. The Chief Information Security Officer (CISO) [15] [8]is responsible for setting the direction for the Information Security Function, meeting the security needs of the business, ensuring compliance with relevant laws and regulations, and providing assurance to the Executives and Regulators. This is crucial because this ensures the objectives of security are aligned with business objectives, and the transition to a Zero Trust model is pushed from the top down. The Cloud Security Architect is responsible for designing and operating cloud architectures that adhere to a Zero Trust security model. Responsibilities include enforcing identity-based access, segmenting workloads and networks, securely configuring cloud services, and monitoring the posture of cloud workloads and infrastructure. This role is particularly important for ResilientIntellect as workloads and data are hosted in cloud environments, and the misconfiguration of cloud services can leave data exposed. The DevSecOps Lead is responsible for embedding security into the software development lifecycle. This includes running automated security testing, dependency scanning, and policy-as-code, as part of the CI/CD pipeline. Software supply chain attacks, such as the exploitation of vulnerable dependencies or the insertion of malicious code, are an increasingly important threat vector to organisations that develop proprietary software. Embedding security into the software development life cycle ensures Zero Trust principles are adhered to as no trust is assumed of the artefacts produced. Finally, supporting these roles: the Governance, Risk, and Compliance (GRC) Manager is responsible for ensuring DORA and NIS2 compliance, risk management, and running audits. The Security Operations Centre (SOC) Lead is responsible for monitoring, detection, and response. This ensures security incidents are detected and responded to in a timely manner. This structure ensures Zero Trust is applied at a people, process, and technology level and addresses operational resilience and regulatory obligations. [15]

[bookmark: _Toc218507361]Policies and Procedures 
1. AI Usage Policy
The AI Usage Policy provides security controls for the AI-powered threat analysis tool used by ResilientIntellect. This tool is a key business capability but is also a valuable target for adversaries. As such, the AI Usage Policy is concerned with ensuring the CIA of AI training data and models. The policy includes the following elements: Only approved and validated datasets must be used for AI model training. Access to AI development environments must be enforced using role-based access control. Continuous monitoring for behavioural anomalies that may indicate model drift or poisoning attacks is required. Access to AI training environments must be restricted using the principle of least privilege, such that users and systems can only perform actions that are required for their role. Integrity validation must be performed prior to AI models being promoted to production environments, to prevent compromised or manipulated models from being deployed. The controls defined in this policy implement Zero Trust principles because they do not trust internal users and systems, instead verifying their legitimacy and intent to prevent attacks that utilize legitimate credentials. [8]
 
2. Secure SaaS Configuration Policy
 ResilientIntellect makes significant use of cloud-hosted SaaS platforms. The Secure SaaS Configuration Policy states that all cloud-hosted SaaS platforms must: Integrate with centralised identity and access management using single sign-on and phishing-resistant MFA. Use secure-by-default configuration options to prevent common misconfiguration-based attacks. Perform continuous posture monitoring to quickly identify any deviations from baseline configurations. Implement automated provisioning and deprovisioning to ensure that access entitlements are aligned with current roles and responsibilities. This policy directly addresses the threat of identity-based attacks, which were identified in Task 1 as the most common breach tactic in cloud environments. [4] [1]
 
3. BYOD Policy for Hybrid Workforce
ResilientIntellect operates a hybrid working model and so must balance the security and productivity benefits of BYOD. The ResilientIntellect BYOD policy states that: Devices must undergo posture checks, and conditional access decisions must be made based on risk. Unmanaged or non-compliant devices may only access a segmented environment with limited services. Sensitive AI development systems and customer data may only be accessed from managed and compliant devices. Data loss prevention controls must be applied to reduce the risk of data exfiltration from personal devices. This policy balances the need for security with the need for usability, avoiding controls that are so restrictive they negatively impact user productivity and adoption. By applying Zero Trust principles at the identity and device level, ResilientIntellect can securely support hybrid working practices. [12]

[bookmark: _Toc218507362]Compliance with DORA and NIS2
The ZT-inspired security framework has the objective of making controls a feature of the architecture and operations, rather than existing on paper. DORA’s key provisions mandate the capability to manage ICT risk, the capability to perform regular testing and assessments of operational resilience, and a good recovery capability. NIS2 has mandated reporting of incidents within tight timeframes, as well as having added responsibilities around supply chain security. Continuous monitoring and automated detection, plus the workflow-driven management of incidents, facilitates the mandate of operational resilience in DORA. Telemetry-based assurance provides the required objective assurance evidence of control efficacy for audit purposes. Automated reporting workflows allow the requirement of NIS2 to report significant incidents within mandated timeframes to be met. By integrating compliance into the architecture, ResilientIntellect significantly lowers the burden of administration when dealing with the regulatory authorities and is better able to assert the capability of measurable resilience. [15]

[bookmark: _Toc218507363]Governance and Strategy Using NIST CSF 2.0
The governance model for ResilientIntellect’s EU unit is aligned with the NIST Cybersecurity Framework (CSF) 2.0, which places increased emphasis on governance, accountability, and risk management. CSF 2.0 provides a structured approach for aligning cybersecurity activities with organisational objectives and regulatory expectations. Under this model, governance activities ensure that security strategy supports business goals such as protecting AI intellectual property, enabling secure hybrid working, and maintaining customer trust. Identification activities focus on understanding critical assets, dependencies, and risks. Protection, detection, response, and recovery activities are aligned with Zero Trust principles to ensure continuous verification, rapid detection, and effective recovery. This alignment demonstrates strategic integration between cybersecurity investment and organizational value, which is a defining feature of mature security programmers and a key indicator of exceptional Level 5 performance. [16]
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	CSF Function
	Business Objective

	Govern
	Regulatory trust and EU market entry

	Identify
	Protection of AI intellectual property

	Protect
	Secure hybrid workforce enablement

	Detect
	Reduced attacker dwell time

	Respond
	Minimise operational and customer impact

	Recover
	Rapid service restoration



[bookmark: _Toc218507364]Risk Management
A risk assessment was carried out at a high level to determine the highest ResilientIntellect business risks with a focus on software supply chain risks and cloud misconfigurations. Both are risks frequently taken advantage of by adversaries and present substantial operational resilience and regulatory compliance implications. Software supply chain risks include AI model poisoning, vulnerable dependencies, and code integrity attacks (malicious code inserted into software). Cloud misconfiguration risks arise from the increasing complexity and dynamic nature of cloud environments, which results in insecure default settings or human error leading to sensitive data exposure. Credential compromise remains a top risk as a result of phishing and social engineering attacks. Mitigation strategies include AI model integrity validation, Software Bill of Materials (SBOM) generation and dependency scanning, cloud security posture management, and phishing-resistant multi-factor authentication. This risk-driven approach is in line with Zero Trust’s “assume the breach” mindset, as well as DORA’s emphasis on managing the impact of an incident and rapidly recovering from it, rather than just focusing on prevention. [1] [8]
	Risk
	Impact
	Mitigation

	Poisoned AI models
	High
	Integrity validation, restricted access

	Vulnerable dependencies
	High
	SBOM, automated scanning

	Cloud misconfiguration
	Medium–High
	CSPM and policy-as-code

	Credential compromise
	High
	Phishing-resistant MFA



[bookmark: _Toc218507365]Measurable Metrics
The Zero Trust–aligned security programmer would be monitored against these specified KPIs, such as a percentage decrease in MTTD and MTTR, the number of successful audits against DORA resilience testing, and percentage reduction in standing privileged access. These metrics provide objective assurance of control effectiveness and support continuous improvement, aligning operational security performance with regulatory expectations. This approach gives additional confidence that the controls are working as intended and allows for ongoing improvements that help match operational security performance to regulatory requirements. [16]


[bookmark: _Toc218507366]Contingency Planning: Ransomware Scenario
Ransomware is an important threat to ResilientIntellect given the critical nature of its AI training datasets and source code. The Disaster Recovery plan focuses on fast containment, recovery, and meeting the NIS2 compliance deadline. Following an attack, affected systems are isolated with endpoint detection and response capability, and any compromised identities are revoked to prevent lateral traversal. Data is restored from immutable backups to restore the availability of key assets, and the integrity of the recovered AI models is checked before reintroduction to production. Notifications are made under NIS2 timelines, and a post-incident review undertaken to harvest lessons learnt and opportunities for control improvement. This is an example of operational resilience rather than recovery, and the approach is both aligned to Zero Trust and DORA. [15] [14]
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[bookmark: _Toc218507367]Protection Mechanisms
Enabling the Zero Trust model is a set of modern security controls which enable visibility, automation, and responsiveness. Cloud security posture management controls help prevent misconfiguration. Security information and event management systems collect, monitor, and analyze data logs from the environment. Security orchestration and automated response tools quickly contain and remediate issues. \n\nEndpoint detection and response tools monitor and isolate endpoints. Phishing resistant multi-factor authentication secures identities. Cloud infrastructure entitlement management (CIEM) solutions implement least privilege access at scale. These controls support continuous verification and automated response for secure scale in a regulated environment. [6] [10]
[bookmark: _GoBack]A Zero Trust–aligned security programmer has been developed and justified to protect ResilientIntellect Ltd’s AI asset in the EU market. The security programmer incorporates Zero Trust concepts into organizational structure, governance, policy, risk management, contingency planning and technical controls, addressing the current security model shortcomings while closely aligning with the DORA and NIS2 requirements. \n\nAlthough some programmer implementation barriers are foreseen (e.g. cultural, cost barriers), this strategic risk-based approach will allow ResilientIntellect Ltd to implement Zero Trust pragmatically and sustainably. As the regulatory environment increases its level of scrutiny and as the threat landscape continues to evolve, this security programmer will allow ResilientIntellect Ltd to protect its AI asset, retain customer confidence and guarantee business continuity in the long term. [15] [14]
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Mentioned slide depicts the incidentworkflow tiagram ofa ransomware event i starts with the threat actors entry and ends withhe threat actor demanding ransom





image5.png
Internal Dependencies

External Dependencies

o
§
51
P
8
=

ication Zone

@
2
s

S

£
3

a

Enterprise Users
Enterprise LN

Directory Server

coD
1]

Emoil Server

Prodo2 (OR)

oco2

Maintramo (0R)

Joi0wpad asudion3

SAN (OR)

Tost/Dou Sorvor
VPN Gateway CSP (Publc Coud)

[}
’(-\-)’-

Enterprise Users

wan
a

Enterprise Users.
ven

External Users.
HITP\\AA BB8.C0C

Clustared Firewals

Appliance ___with 0P

Production and Production DR Systems Enclaves




image1.png
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